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l 62dzii ¢KA& 520dzySyi
This documenprovides hardware and softwar@nformation of the Robustel RO00 LG, including introduction,
installation, configuration and operation.

Copyrigh© 2022 Guangzhou Robustel Co., Ltd.
Allrightsreserved.

Trademarks and Permissions

@ r@buste| robust aretrademaris of Guangzhou Robustel Co., Lt#ll other trademarks and

trade names mentioned in this document are the property of their respeciveers.

Disclaimer

No part of this document may be reproduced in any form without the written permission of the copyvigiero
The contents of this document are subjectdioangewithout notice due to continued progress in methodology,
design and manufacturing. Robusstlall have no liability for any error or damage of any kind resulting from the
inappropriate use of this document.

¢ SOKYAOFf { dzLJLJ2 NI
Tel:+86:20-82321505
Email:support@robustel.com

Web: www.robustel.com
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LYLR2NIIFIYyd b20GA0S

Due to the nature of wireless communications, transmission and reception of data can never be guaranteed. Data
may be delayed, corrupted (i.e., have errors) or be totally lost. Although significaysd®#léosses of data are rare

when wireless devices such as the gatevgaysed in a normal manner with a welbnstructed network, the

gateway should not be used in situations where failure to transmit or receive data could result in damage of any kin
to the user or any other party, including but not limited to personal injury, death, or loss of property. Robustel
accepts no responsibility for damages of any kind resulting from delays or errors in data transmitted or received
using the gateway, or for fare of the gateway to transmit or receive such data.

{FIF¥Sie tNBOlIdziAZ2ya
DSy SNJ ¢
The gateway generates radio frequency (RF) power. When using the gatamaynust be taken on safety
issues related to RF interference as well as regulations of RF equipmen
Do not use your gateway in aircraft, hospitals, petrol stations or in places wherecadlmgrproducts is
prohibited.
Be sure that the gateway will not be interfering with nearby equipment. For example: pacemakers or medical
equipment. Theaantenna of the gateway should be away from computers, office equipment, home appliance,
etc.
An external antenna must be connected to the gateway for proper operation. Only uses approved antenna with
the gateway. Please contact authorizéidtributor on finding an approved antenna.
Always keep the antenna with minimum safety distance@®€ra or more from human body. Do not put the
antenna inside metallic box, containers, etc.
. 2 K Sdfa SIRBSS o O SRiadzA (ISIYOZANB Yy YSy G @
1. LFY R 2AANESBREAEINE OARGREZ QI 2 &4 dzNB @
2. LFdzi RA E SBREIINE JANI ARYPSFOE 2 & dzNB @
wC SELRZadaNB aidladSySyida
1. C2NJ Y20Af S RIEPNOIA 20/A (0KI2KdBI (GO yaYAGGAYy3 FyaSyylt
F gl & FNRBY diakSNI YRR Y257 Nbe& LISNAR2Y O
C// wC wWlRAIFLGAZY 9ELR&dANBE {GF dSYSyi
1. ¢KAA C¢NIYaAaYAULd @GN VIERGI 222 LB 02y 3 Ay O2yedzyOlA 2
2. ¢KAAa SIdALIYSY(d O2YLX ASa gAGK C// wC NERASYIGRNE G
¢CKAA SldA LSyl aK2dZ R 0SS AyadlrffSR FyR 2LISN} ISR
NJ RA I K2ANIBIFRR ©
Note: Some airlines may permit the use of cellular phones while the aircraft is on the ground and the dar.is op
Gateway may be used at this time.

Using theGatewayin Vehicle
Check for any regulation or law authorizing the useefulardevicesn vehicle inocalcountry before installing
the gateway.
The driver or operator of any vehicle should not opertie gateway whilariving
Install the gateway by qualified personnel. Consult your vehicle distributor for any possible interference of
electronic parts by the gateway.
¢KS 3L GSgl e aKz2dZ R 0SS 02yy SOl S Rfusé@otedtdd ermi& ik the©f SQa
PSKAOt SQa FdzaS o02E®
.S OINBTdz2 ¢KSy GKS 3IFHiS¢re Aa LR6SNBR o0& (GKS @SK
extended period.
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Protecting Your Gateway
To ensure errofree usage, please install and operate yoategvay with care. Do remember the follavg;
Do not expose the gateway to extreme conditions such as high humidity / rain, high temperature, direct sunligh
caustic / harsh chemicals, dust, or water.
Do not try to disassemble or modify tlgateway. There is no user serviceable part inside and the warranty
would be void.
Do not drop, hit or shake the gateway. Do not use the gateway under extreme vibrating conditions.
Do not pull the antenna or power supply cable. Attach/detach by holdingdim@ector.
Connect the gateway only according to the instruction manual. Failure to do it will void the warranty.
In case of problem, please contact authorized distributor.
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Federal Communication Commission Interference Statement

This device complies thiPart 15 of the FCC Rules. Operation is subject to the following two conditions: (1) This
device may not cause harmful interference, and (2) this device must accept any interference received, including
interference that may cause undesired operation.

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15
of the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a
residential installation. Thisquipment generates, uses and can radiate radio frequency energy and, if not installed
and used in accordance with the instructions, may cause harmful interference to radio communications. However,
there is no guarantee that interference will not occusiparticular installation. If this equipment does cause

harmful interference to radio or television reception, which can be determined by turning the equipment off and on,
the user is encouraged to try to correct the interference by one of the followiegsures:

Reorient or relocate the receiving antenna.

Increase the separation between the equipment and receiver.

Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
Consult the dealer or an experienceatlio/TV technician for help.

FCC Caution:
U Any changes or modifications not expressly approved by the party responsible for compliance could void the
user's authority to operate this equipment.
U This transmitter must not be elmcated oroperating in conjunction with any other antenna or transmitter
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wS3dzZA Fi2NE FYyR ¢@LJS ! LIINBGIE LYF2NXNIGA2Y
Table 1:Directives

2011/65/EU | The European RoHS2.0 2011/65/EU Directive was issued by the European parlian
and the European Council on 1 July 2011 on the restriction of the use of certain

Hazardous substances in electrical and electronic equipment.

On June 4, 2015, the Official Journal of the European Union published the RoHS2.0 Ame
Directive (EU)

In 2015/863, four phthalates (DEHP, BBP, DBP, DIBP) were officially included in the list of reg
substances in Appendix Il of RoHS 2.0 (2011/65/EU).

From July 22, 2019, all electronic and electrical products exported to Europe (except medi
monitoring equipment) must meet this restriction; from July 22, 2021, medical equipment
monitoring equipment will also be included in the scope of control.

2012/19/EU | The European WEEE 2012/19/EU Directive was issued by the European parliamer E

and the Europeaouncilon 24 July 2012n waste electrical and electronic equipmen

—
2013/56/EU |[¢ KS 9dzNBLISIY HAMokpck9! 5ANBOGASGS Aa I ot
2y mMn 5SOSYOGSNI Hamod® ¢KS Rl 2¢2 oF AINDSANE
HAMOKPCKY9! RANBOUGADSOD

¢ | oHYTSxic oHazardousubstances oBements withDefined ConcentrationLimits

Name of| Hazardousubstances
thePart | Py |(H9 |(C9 |(Cvl) |(PBB |(PBDE|(59Nt|( .t 0B .t [GLOL

Metal
parts

0 o o 0 - - - - - -

Circuit
modules

Cables
and cable
assemblie
s

Plastic
and
polymeric
parts

0:
Indicates that this toxic or hazardous substance contained in all didhegeneous materials for this part is
below the limit requirement in ROHS2.0.

X

Indicates that this toxic or hazardous substance contained in at least one of the homogeneous materials
part might exceedhe limit requirement in RoHS2.0.

Indicates that it does not contain the toxic or hazardous substance.
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5 2 O dzYI SAyail 2 NB
Updates between document versions are cumulative. Therefore, the latest document version contains all updates
made to previous versions.
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CONNECTING THE POWER CABLE
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Chapter 3L YV A/URAVFFA I dzNF A 2Y

¢KS AL GSsle OFy 068 02y TAAMANS RANK NEBHEKANIZ2IdINZ G0 &6 AORRS
6S0 ONRgaSNI Aa AyOftdzZRSR Fa I adlyRFNR | LILX AR2gE: 2y A
Py KbekHANAK -t K aATN2 DA RISAT k I B GG R & RA Wz S NFCHKBINSTF 21 NNBO 2
glea (2 O2yyS80G GKS 3IriasSsles SAGKSNI GKNRdAAK |y SEGS
AdNB (GKFGKBRAANY 9GKSNYSG AyGSNFIOS LINE LIRNE & d&yia O2fy/F
82dNJ t/ G2 2004FAY Fy Lt FRRNB&&E G(KNRBAAK I 51/t &SND
AFGSselred LT e2dz SyOSRdnyAlySENIGHKySe FUINRSDot 8% ad- SRoDAAAYF (16 NSF GRS
LINEINI Y 2y AiSqAW® t O dza 8@ KR ot Sya | 00SaaAy3d GKS Lt R

3.1 #1 1 EECEYGH

¢ KSNBE | NB (#&ityY s ReNBadiREE oliyA Lt | RRNBaa |dzizYl da
| 2yyS0GA2yes LyR Fy20KSNJ Aa (G2 O2yFTAIdNBKS AGGBaOdEL
NEFTSNJ G2 GKS adsSLE o68t2s

| SNB2dlyRE&aE SEIF YKSSD2YFRIAANI GRAYSTY2NBRSAKRA S & NI
1. ClickStart>Controlpanel, doubleclickNetwork andSharing Centerand then doubleclickLocal Area

Connection
e S
@.\Jv’}i« Network and Internet » Network Connections » v |49 W Secrch Net.. P
| File Edit View Tools Advanced Help
Organize v Start this connection Rename this connection  » e IO 7

' l". Local Area Connection l:. VMware Network Adapter VMnetl
~ Network 1 ~ [ ahle
- isat

e 0 o s B/t ol
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2. ClickPropertiesin the window ofLocal Area Connection Status

N
General

x

Connection
IPv4 Connectivity:
IPvE Connectivity:
Media State:
Duration:

Speed:

Internet

Mo Internet access
Enabled

09:30:11

100.0 Mbps

Sent — &p‘ —— Received

Bytes: 12,818,574 |

33,948,334

(Bpomsrtes ) [_@ossbie ] (Lo

3. Choosdnternet ProtocolVersion 4TCP/IR4) and clickProperties

. Local Area Co
Metworking

Connect using:

‘ & Qualcomm Atheros ARS162/8166/8168 PCHE Fast Bthen ‘

This connection uses the following tems:

% Cligrt for Microsoft Networks
g\"l‘dware Bridge Protocol
Bl (105 Packet Scheduler

g File and Printer Sharing for Microsoft Metwarks

i |ntemet Pratocal Version 6 (TCP/IPwE)

B Irtemet Protocal Version 4 (TCP/1Pw4)

<& Link-Layer Topology Discovery Mapper /0 Driver
i Link-Layer Topology Discovery Responder

[ nsal. || Uninstal |

[ Properties

Description

across diverse interconnected networks.

Transmission Control Protocol/Intemet Protocol. The default
wide area netwaork protocol that provides communication

______________________________________________________________________________________________________________________________________________|
we¢ Y, DywonmbH [ DYtmP

dp>H AH

HRMo Ha | &
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4. Two ways for configuring the IP address of PC.
ho 0 IHAyt | RRINIRaYE G A OF f ey

General | Alternate Configuration

‘You can get IP settings assigned automatically it your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

@ CObtain an IP address automatically
() Use the following IP address:

IP address:
Subnek mask:

Default gateway:

(@ Cbtain DNS server address automatically
(7) Use the following DMS server addresses:

Preferred DNS server:

Alternate DMS server:

[ validate settings upen exit

[oc [ conce |

'aS GKS F2ftft2¢Ay3 Lt I RRNB
0/ 2y FAIdz2NBR | &adlriAxd Lt IR

r h
Internet Protacol Version 4 (TCP/IPvd) Properties L2 [t

General

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically i
i@ Use the following IP address:

IP address: 192 168 . 0 . 2 I
Subnet mask: 255 . 255 .255 . 0 i
Default gateway: 182 .168 . 0 . 1

Obtain DMNS server address automatically
(@) Use the following DNS server addresses:

Preferred DNS server: 192 168 . 0 . 1

Alternate DNS server:

| Validate settings upon exit

5. ClickOKto finish theconfiguration.
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32CF OU2NR 5SFldZA 0 {SGdAy3Ia

.STF2NB O2yFAIdzNAY3I &2dzNJ I (Sgtesx e2dz ySSR G2 1yz2s i

LGSY 58540ONALIGAZY

PASNYFYS F RYAY

tFaas2NE FRYAY

9 ¢ MpH DPux dpp PEpp PEpFDPRS
9 ¢M MOH DPuKx Ppp PEp pOPEP FPRS
51/t {SNBS9ylofSR

33 20 MY DIFGSal &

¢2 f23 Ay (2 GKS YIFIyl3SySyd LI 3IS IyR @OASs GKS O2yFA
1. hye2dzNE 2LISy | 650 oNRgaASNDE a0 CSII2EWRYSGEONY SG 9 E LI 2 N
2. CNRY @2dz2NJ 6Sa KSENR 6 a4 § RIRINB®EAISE2 FA VUik2S 1 KS | RRNESa REF KNI
I RRNESFA &1 KS ABkbit ®&E § bk 2pdza K G KS |+ OldzZlt I RRNB&aa vYlé& gt
b2G0SFY I {La OFNR 6AGK | (L83 t3A G Slétl 8IZR BNRE SN XiK ARy O21
Ay (KSa@oNRERNSHIA o0l N G2 | 00Saa GKS 3L dSsle sANBt Sa

—
» .\1

= = C' | [ https://192.168.0.1/

Mew Tab

3. Ly GKS f23Ay LI 3IST SyiSNI G§KS dza SNY I [YhDalby RSLIRS & b 2.
dzZASNY I YS | yRd RV 6 2 NR | NB
b20SFY SYyGdSNI 6KS gNRy3I dzASNYFYS 2NJ LI aag2NR 23SNI a)

robustel
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34 2y UNRE tI ySt

P FAOSNI £ 233Ay3 Ay (KB KRorSh Rk @K PES RS T avRIn B YIDE S

@ r®bu5t6| Save & Apply | Reboot | Logout

A\ 1t is strongly recommended to change the default password.

Status

A System Information

Interface Device Model R3000_LG

System Uptime 0 days, 00:01:06
Network

System Time  Wed Oct 11 15:41:22 2017 (NTP not updated)
VPN
RAM Usage 80M Free/128M Total

Services . P
Firmware Version 1.00

System Hardware Version 1.0

Kernel Version 4.1.0

Serial Number 10201711101533

- Internet Status

Active Link WWAN1
Uptime 0 days, 00:00:02
IP Address 10.244.165.242/255.255.255.252
Gateway 10.244.165.241

DNS 120.80.80.80 221.5.88.88

Copyright © 2017 Robustel Technologies. All rights reserved.

(et

LaAy 3 KS 2NRAIAYIf LI aagz2NR (2 23 Ay GKS 3FILGSsglex
[ A 1t is strongly recommended to change the default password. x]

LG Aa GNRYy3It& NBO2YYSYRSR F2NJ 2a80daNA (18 LizN1L}R aSa @K
& 2 dzNJ dza SNY | B2 NBRoFoopIE WEad SY H @ aSNJ al vy 38YSy

Q¢

/| 2y GNBE tIySt
LGSY 5SAO0ONRLIIAZY dziiG 2y
{} @S 9 ! |Clicktosavéi KS OdzNNBy (i 02y FA 3 dandiapplyzhg
modification on every configuration page make the modification

takingeffect.

wSo622i Click to reboot the gateway. If tfRebootbutton isyellow, itmeans that | L&
some completedonfiguratiors will take effectonly after reboot

[ 232 dzi Click tolog the current user out safely. After logging out, it will switch t| Estiilis

login page Shut down web page directiwithout logout, the next onecan

we¢ Yy, DywonmbH [ DYytmod dp>H AH ormotrl &
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login webon this browser without a passworliefore timeout.

{ dzo YA @

Click tosavethe modification orcurrert configuration page.

I I yOSt

Click to cancel the modification @urrent ®nfiguration page.

b2 GtSkyS a i SLai

l.a2RATE

N

3.a2RATE@

N

5/ 2YLX S34S

R < & oo

(o2}

3.5( G I ( dz&

¢KAA LJ 3S

{eadsSy LyT¥

Ay 2yS
VR dzy RSNJ (KA &
Ay
I dzy R S NI (BISATA

Fft2ga

2F K2¢g (2 Y2RATE@

LJ 3ST
LJ 3ST
Fy230KSNJ LI 3IST

Fff Y2ZRAFAOFIGAZ2YT

g2dz 12 OASe GKS

2NN GAZ2Y

O2y FAIdzNI GAZ2Y |

NE | & ¢

{@AGSY LYTF2N¥IGAZ2Y

A System Information

Device Model R3000_LG

System Uptime 0 days, 00:01:06
System Time

RAM Usage 80M Free/128M Total
Firmware Version 1.00
Hardware Version 1.0
Kernel Version 4.1.0

Serial Number 10201711101533

Wed Oct 11 15:41:22 2017 (NTP not updated)

{2&a0SY LYF2NXYIGAZ2Y

LGSY 5SEAONRLINAZY

5@A OS a 2 RS | Show the model name giour device.

{2a0GSY !'LIWA{K2g (GKS OdNNByilG FY2dzyd 2F GAYS (GKS
{@a0GSY ¢AYS/ Showthecurrena @ aGS® GAYS

w!la ! ar3as Show the free memory and the total memory.

we¢ g, Dywo n miH
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dp>H RAH
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CANX &I NB =S| Show the firmware versiorunning on the gateway.
|  NRg | NB + S| Show the current hardware version

YSNY St + S N&| Show the current kernel version.

{ SNA I £ b dzY 6| Show the serial numbeaf your device

LYGSNYySaG {aF Gdz

» Internet Status

Active Link WwWAN1
Uptime 0 days, 00:00:02
IP Address 10.244.165.242/255.255,255.252
Gateway 10.244.165.241

DNS 120.80.80.80 221.5.88.88

L y G S{NI/N-Siidza
LGSY 5SaO0ONRLIIAZ2Y
I OGA @S [ Ay | Show the currenactivelink.
PLIGAYS Show the current amount of time the link has been connected.
Lt ! RRNBaa |Showthe IP addressd current link.
DFGSégl & Show the gatewagddress of the current link.
5b { Show the current primary DNS server aedondary server.

[!'b { G} Gdza

IP Address 192.168.0.109/255.255.255.0

MAC Address 34:FA:40:0A:BE:ES

[' b {4 Gdza
LGSY 5SAO0ONRLIIAZY
aa Show the IP address and thietmaskof the gateway.
B & & | Show the MAC address of the gateway.
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3.6L V0 S NFA YIS FHIY |

CKAGOGAR2Y tt26a &2dz (2 aS8Sddzl) GKS tAy] O2yy80iArzyo

Primary Link [ WWAN1 ®
Backup Link [WwAN2
Backup Mode |:CCI|C| Backup @
Revert Interval | 0 | @
Emergency Reboot Cm @

DSYSN}rft {SydrAwwE¥FIAS

LGSY 5SaONRLIIAZY 5S T dz
t NA YI NB [ | Select fromdWVWANE @GVWANZ or AWANE. WWANL
WWANL: Select to mak&IM1 as therimarywireless link
WWAN: Select to mak&IM2 as therimarywireless link
WAN:Select to make WAN as the primavyred link
Note: WAN link isavailableonly if enable ethO as WAN port in
Interface > Ethernet > Ports > Port Settings
. OT ¥ Select fromdWWANa EAWWANRE, AWANE or ANoNeE. WWAN?2
WWANL: Selectto make SIM1 as backup wireless link
WWAN: Selecto make SIM2 as backup wireless link
WAN:Select to make WAN as the primavyred link
Note: WAN link isavailableonly if enable ethO as WAN port in
Interface > Ethernet > Ports > Port Settings
None Do not selecanybackuplink
. I O1 dzLJ a 2 | Select fromiCold Backufy dWarm Backugor dLoad Balancirg Cold

ColdBackup: The inactive link is offline etandby Backup

WarmBackup: The inactive link is online on standby

Load Balancing: Use two links simultaneously
Note: R3000 LG do not support warm backup and load balancing in the
situation of two WWAN links.

wS @S NI L y ( Specify the number of mutes that elapses before the primary link is 0
checked if a backup link is being used in cold backup mode. 0 means di
checking.

Note: Revert interval iswvailableonly under the cold backup mode.
Click the toggle button tenable/disable this option. Enable telvoot the hCC
whole system if no links available.
b2 i/SESY@F 2NJ KSt LI®

N

9% NF 08 w
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Ayl {1SG@RMEIR2dz L2 NOMSTFMNIND/ (i KR Yy SOd A2 E 2NyaR( dZRA Y

Index Type Description Connection Type
1 WWAN1 DHCP E
2 WWANZ DHCP E
3 WAN DHCP [#

I f1#F2y GKS2BEIRFE 221 bmk22! bu G2 SYdiSNI GKS O2y FTAIdzNT

221 bmk22! bH

» General Settings

Index [1 ]

Type [ VAN B

Description [ l

¢tKS G6AYR26 Ad RAALI I2SRAALAYDSADEFKHENSEEOGARYT (KS
» WWAN Settings

| Automatic APN Selection m |
Dialup Number [ FggEEE] 2 ]
Authentication Type [Auto
Switch SIM By Data Allowance Cm @
Data Allowance [O ] @
Billing Day [1 ] @

¢CKS G6AYR26 A& RAALIIE2SRAA2Y0 A Do e WSy BSREBDIARYY I GKS

~ WWAN Settings

Automatic APN Selection

APN internet

Username

]
]
]
FQQFEFL £ ]

Authentication Type Auto

Switch SIM By Data Allowance Cm @

Data Allowance [O ] @

Dialup Number

[
[
Password |
[
[

Billing Day [1 ]@

we¢ Yy, DywonmbH [ DYytmod dp>H AH ool &
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» Ping Detection Settings

Enable

o B

Primary Server | 8.8.8.8 |

Secondary Server | 114.114.114.114 |

Interval | 300 | ®
Retry Interval |5 | ®
Timeout |3 | @
Max Ping Tries | 3 | @

» Advanced Settings

Overrided Secondary DNS |

NAT Enable

o B

[ 10000

Upload Bandwidth

Download Bandwidth | 10000

Overrided Primary DNS |

Debug Enable

o [
o

Verbose Debug Enable

@ robustel

[Ay1l {StGlGAy3a 06221 by
LGSY [55a0NRLIGAZY Default
DSYSNYt {SGaAy3a
LYRSE LYRAOIFGS GKS 2NRAYIf 2F GKS fAa|-
¢ e LIS { K23 8 PRI KS df Ay 221 bwm
5S & ONXR LJi A 2| Enter a description for this link. b dzf €
221 p {SGldAy3a
l dzi 2 YI (G A O | Click the toggle button to enable/disable thidutomatic APN Selectién | h b
{ St SOG A 2y | option. After enabling, the device will recognize the access point name
automatically. Alternatively, you can disable this option and manually g
the access point name.
't b Enter theAccess Point Nanfer cellular dialup connection, provided by | internet
locd ISP.
PAaSNYIYS Enter the semame forcellular dialup connection, provided by local ISP] Null
tlaag2NR Enter the @mssword for cellular dialp connection, provided by local ISP.| Null
5A | If diz2tD S NJ | Enter the dalup number for celluladialup connection, provided by local | *99***1#
ISP.
| dziyKiSh Ol G A g Selectfromd ! dzii 2 € ard & t las the local ISP required. Auto
{ 6A 0OK { L al Click the toggle button to enable/disable this option. After enabling, it i OFF
l £f 26 yOS | switchto another SIM whethe datalimit reached.
Note: Only usal for duatSIM backup.
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[Ay1l {StGlGAy3a 06221 b0
LGSY 5SEAONRLINAZY Default
51 GF ! ff 2 g| Setthe monthly data traffic limitatiorThe system will record the data 0
traffic statistics when data traffic limitation (MiB)dpecified.The traffic
record will be displayed iimterface > Link Manager > Status#¥WAN
Data Usage Statistic® means disable data traffic record.
. At £ Ay 3 5| ecifythe monthlybilling day The data traffic statistics will be 1
recalculated from tht day.
Ping Detection Settings
9yl o6t S Click the toggle button to enable/disable the piggtectionmechanism,a| h b
keepalivepolicy of the gateway.
t NA YI NEB { S| Gateway will ping thiprimaryaddress/domain name to check thatifthe| y ®y ®y ¢

currentconnectivity is active.

{$02yRI NB

Gateway will ping thisecondaryaddress/domain hame to check that if th

MMMN Pm N

current connectivity is active. nodémmn
Ly idSNBDI ¢ Set the ping interval onn
wS i NB Ly i S| Setthe ping retry intervalWhen ping failed, the gateway will ping again | p
every retry interval.
¢WKS 2 dzi Set the ping timeouit. o)
al E t Ay 3 ¢ Setthe max ping trieSwitch to another link or take emergency action if o
the max continuous ping tries reached.
ROl GSIRAyYy3a
b! ¢ 9yl 6f S|Clickthe toggle button to enable/disable the Network Address Translal h b
option.
LI 2FR . FYy|[{S0i (GKS dzLJ RISR oF XySH & RiEsK@Iar v MA AN N
526yt 2R { Sl GKS R2gyia23RR Tor NI Ra2FES 03 Ady MO AN
h@SNNARSR |[h@SNNARS LINAYFNEB 5b{ gAff 2SSNN]bdJzL ¢
5b {
h@SNNARSR [h@SNNARS aSO2yRINE 5b{ gAfft 20S|bdA
5b {
5So0daA 9yl o/ ftA0l GKS (k2 B D tSkiRn2y 6t S GKAEhD
AYF2NXYEGA2Y 2 dzi Lddzi ©
+SNb24aS 5S8//tA0] GKS G233tS odzitdzy G2 Sylo|hcCC

RSO0dzZZ33AYy 3 AYTF2NNIGAZ2Y 2 dziLldzi @
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21 Db

DFiS6le sAtt 2001 AY Lt | dzi2 ¥ istdG {28y yIONRIYA 251 /ite LaSSNIA
= | t

RAALX I &8 260

Link Manager
- General Settings

T ™

=

Type

[
[
Description |
[

DHCP n

Connection Type

CKS 6AYR26 A& RAALI I HSREH RO DOKSE 202 yoyKSYU ACRK2 20884 Ly

» General Settings

Index

Type

Description

—l— —
=
u — n (S

Connection Type |Static

» Static Address Settings

IP Address

Gateway

Primary DNS

— T oy

Secondary DNS

¢tKS GAYR26 A& RAALIAAHSRAE 0KE 202 ¢y RSPIOKE2Ge LIS

» General Settings

Index

L
—

Type

Description

Connection Type

» PPPoE Settings

Username

Authentication Type

[
Password |
[
[

PPP Expert Options

we¢ Yy, DywonmbH [ DYytmod dp>H AH ormo &
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» Ping Detection Settings @

Primary Server | 8.8.8.8 |

Secondary Server |114.114.114.114 |

Interval |300 | ®
Retry Interval |5 | @
Timeout |3 | ®
Max Ping Tries | 3 | @
NAT Enable m:]
MTu {1500

Upload Bandwidth | 10000

Download Bandwidth | 10000

Overrided Primary DNS

Overrided Secondary DNS

|
|.

Debug Enable m:]
o

Verbose Debug Enable

[Ayl {SdGGAy3a 62!b0
LGSY [55a0NRLIGAZY Default
DSySNIt {Siday3a

LYRSE LYRAOIF(GS GKS 2NRAYIf 2F GKS fAa|-

¢ & LIS { K2KS 8 RPIB KS of Ay WAN

5S & ONXR LJi A 2| Enter a description for this link. Null

| 2YyySOGA2Yy|{ St SO | 7P ¥Icd BIQ t&@ 9 DHCP

{dFrGA0 ! RRNBaa {SG"‘)\yaé

Lt ! RRNB&aa/{Si (KS LtbSiRBMBOK ©OF YK I 0OO0Saa ] Null
Lt I RRNBaAXI g3 8EKSPID MPpHDMCcyYy PMDMm

DFiSsl & {SG GKS 3II i RRNSaARF AWK S !'Ibt LI2 NI & | Null

t NAYINE 5bl{SG GKS LINAYINE 5b{o® Null

{ SO2yRINE |[{SG GKS &aSO2yRINEB 5b{® Null

ttt29 {SGaGAy3a
'ASNYFYS 9y G SN GKS dza SN ILWSI SINNESEHNE SORNBZS\ B0 S| Null
taag2NR OYUSNI GKS LI aa¢2NKSNNEAA R BRIZA O S| Null

l dz0 KSY GAOF|{ St SOG FTNRYora) ddieé > at ik t20F € |! dzi 2
t t t 9 ELJSNJi| Enter the PPPxpert options used for PPPoE dialifjou can enter some | Null
other PPRR A I f idthis\fiklg/ Ba&h string can be separated by a
semicolon.

Ping Detection Settings

we¢ Y, DywonmbH [ DYtmP dp>H AH owotmrl é
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9yl o6t S Click the toggle button tenablddisablethe ping detectionmechanism,a | h b
keepalivepolicy of the gateway.
t NA Yl NB { S| Gateway will ping thiprimaryaddress/domain name to check that if the| y ®y ®y ¢
current connectivity is active.
{ SO2 Yy RI NB | Gateway will ping thisecondaryaddress/domain name to check that if tf MM n ® m \
current connectivity is active. nodémmn
Ly dSNBDI ¢ Set the ping interval onn
wS G NB Ly i S| Setthe ping retry intervalWhen ping failed, the gateway will ping again| p
every retry interval.
CWMS 2 dzi Set the ping timeout. o)
al E t Ay 3 ¢ Setthe max ping trieSwitch to another link or take emergency action if o
the max continuous ping tries reached.

l RO YyOSR {Sididay3a
b! ¢ 9yl 6f S|Click the toggle button to enable/disable the Network Address Translal h b

option.
ac, Enter theMaximum Transmission Unit. Mpnn
LI 2FR . FY|9YGSNI KS dzLIESIRR T & ISy i @AVEBHRKA A dZ MA AN N

52gyf2FR .|9yGSNI (KS R2 6y aiSR R YO yERRARER@IXKA ydz [mMmnnnn
h S NNINRS I Nh @SNNARS LINAFS WNRA BD (i w3 flEdzi 2 Y (b dz €
5b {
h @S NNISROR Y Rh3SNNARS aSO2yRINEB 5b{ gAff 20S|bdA f
5b {
586dz3 9yl o/ tAO01 GKS (233fS odzili2zy G2 Sylo|hb
AYF2NXYEGA2Y 2 dzi Lz ©
+SNb2asS 5S8//tA01 GKS (233tS odzilizy G2 Sylo|hcCC
RSO0dzZZ33aAYy I AYTF2NNIGAZ2Y 2 dziLldzi @

{41 Gdza

CKAA LI 3IS tt26a &2dz 02 OAS¢ GKS adl GdARIRIGAOYP O2y

Index Link Status Uptime IP Address
1 WWAN1 Connected 0 days, 00:10:46 10.244.165.2...
2 WWAN2 Disconnected

w

(KS O2yySOGAzy aGhidsa 27 (K
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/I tAO01 GKS NR¢g 2F (GKS AYFRRNERFYREKEIOANNBYaGKR2AY[IKO2RES

A Link Status ses
Index Link Status Uptime IP Address
1 WWAN1 Connected 0 days, 00:10:46 10.244.165.2...
Index 1

Link WwWANL
Status Connected
Interface wwan
Uptime 0 days, 00:10:456
IP Address 10.244.165.242/255.255.255.252
Gateway 10.244.1653.241
DNS 120.80.80.80 221.5.88.88
RX Packets 10
TX Packets 24
RX Bytes 1216

TX Bytes 2270

2 WWAN2 Disconnected

»~ WWAN Data Usage Statistics

WWAN1 Monthly Stats
WWAN2 Monthly Stats

A

It ACEERa&i G2y G2 Of St NIRILlalm d2NWE B Tl | Sorazardad@n OssS RA & L

A VAP

2yte AT Syrot$s KS LyMI@INFIOS2 B O 1F oy Fi BBWI By [ Ayl |
1 ft2ak yOS
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B7LYGSNFIOS B [!D

¢tKA&d aSOlAz2y tt2a @2dz (i2 asSi GwR! DB LR BB R /ERIANIOY SRS
9¢il YRMEKS O¢YRNDEYMTNBSt e OwZRESoy@MIB NGt ghad 2yS [ !
FaaA3dySR a I AADZFMKS | IFEBOGEhivE RO GIKYG AN RSFLdzf G Lt |

[ b
.8 RSTFrHdA G GKSNB AZ2F 0B HAYLRERRAGEI VY ySEY[GKSLRBNIEG O

Fa fFymiRENESG AR t 28W03K SBNBARNTE  {(KGISH A2YLIS NG G R A4DA A A FHlzf 6

LAN Multiple IP VLAN Trunk Status

Index Interface IP Address Netmask +
1 lan0  192.168.0.109 255.255.255.0 # X

b24BYn OFyy20 08 RStSUSROD

. 2dz Yi40DPDERRR I ySg(iXid REPBINIETS 20NE Ot AdN.[#8y20 S[RIAL LDKNI
O2yFAIdzNI GA2y 2F GKS [!b LRNIO

» General Settings

Index [ 1

IP Address | 192.168.0.109

Netmask |255.255.255.0

J
Interface [IanCl
ﬁ|
ﬁ|
ﬁ|

MU [1500

DSySN:ft {SbhiAay3a X
LGSY 5Sa0ONRLINAZY 5S T dz
LYRSE |[LYRAOIGS G(KS 2NRAYIlIf 2F GKS tAailo -
LYGSNF|{K2g (GKS SRNMAVA IIDNIKAOI 0fS 2yte Al -
9¢H 9CMAYUIKSNYSGH B t2RIBYR &#2NBAyYy S

Lt RRNB|{ SiilK SSRRNS & 3] !2b¥ dbi2KNi M@pH PMC Y ¢
bSGYlIa|{SiiKS bSUGYF&D ®BENIKS Hpp PHPP Y
ac) Enter the Maximum Transmission Unit. Mp nn
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CKS 6AYR26 A&

~ DHCP Settings

RAALI I (SRNIBANIORE 22 REOY

@ robustel

OK22&AYy 3

Enable

o~ [

| Server

Mode

IP Pool Start | 192.168.0.2

IP Pool End

Subnet Mask

| 192.168.0.100

| 255.255.255.0

Primary DNS

Secondary DNS

|
|
|
WINS server | |
|
|
|

Lease Time 120 | @
Static lease | @
Expert Options | @

Debug Enable

[ 3

~ DHCP Advanced Settings

tKS 6AYR26

A a

» DHCP Settings

Mode | Relay

[

DHCP Server For Relay | |

~ DHCP Advanced Settings

Debug Enable Cm

RAALX I @WRENE (0K 2V RRSKISYy OK22a Ay 3

[!'Db
LGSY 5SaONRLINAZY Default
51/t {SGdAy3a
9yl o6t S Click the toggle button to enable/disable the DHCP function. ON
az2RS Select fromiServeé or 6Relay. Server
Server: Lease IP address to DHCP clients whighbeen
connecedto LAN port
RelayDl 1 Sg I 850 wSHKex GgKAOK gA
Gdzyy St (KBNBmet @6 GKFdG 51/t /¢
FNB2G Ay | alyYS adzoySi
Lt t22f {0G/58SFAYyS (GKS 0S3aAyyAy3d 2F a&SRA 192.168.0.2
G2 51/t OtASyilaod
we¢ Y, DywonmbH [ DYtmP dp>H AH nuwow | &
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[1Db

LGSY 5SEAONRLINAZY Default

Lt t22f 9Yy|58FAYS (G(KS SyR 2F (KS oL2ER&R T 192.168.0.100
51/t OfASyidao

{dzoySG al &a/5STAyado YWE&ATI RRNBaa 2060+ Ay SR (255.255.255.0
51/t aSNIWSN®

51/t { SNJIJS| Enterthe IP address of DHCP relay server. Null

51/t ! RgIyOSR {SiildAay3aa

DFGSgl & 5STAYySi8KEaaaIySR o0& (G(KS 51/t Null
Ydzali o028 WSS 62N aS3aySyid g4A

t NAYINE 5b/585FAYyS GKS LINAYIFINE 5b{ &SNISNJNul
Ot ASyilGao

{ SO2yRINE |[5SFAYyS (KS &aSO2yRINEB 5b{ aSNI|Nul
Ot ASyidao

2 Lb{{SNIBSNJ |[5SFTAYS (KS iPSINIRRIgabR¥EY Xy §RNDE Nul
Ot ASyda FTNRBY 51/t &aS@OSN®

[ SI¢aASy S { SIKISS &Y S 6KAOK (GKS Of ASyid OF|120
FNRBY 51 Xt YEERIBABBIR Ay aSO2yRao®

{GFGAO £SFEH|.AYR I f SWAYSR G2y O2tNNBRRNB aa JA Nul
F2NXIFAGY YFEOZALITYFOZALITODDSE So

9 E LIS NIi h LJi| Enter some other options of DHCP server in this field. Null
F2NXI G RSODT-OE F I I TSI PFRFEAES

550928 0fS |/ ftA0] GKS (G233tS odziti2zy G258410OFF
AYF2NYEGA2Y 2 dzi Lddzi ©

adzf GALIX S Lt

- Multiple IP Settings

Index  Interface IP Address Netmask +

1 lan0 172.16.5.20 255.255.0.0 X

. 2dz Yi4GDt ARBR |
S RYAdiat GOAKLE S

[# G 2

I X A oA A A

Lt 2F GKS [!'b LER2NI®

Index [ ]
Interface [Iano B
IP Address [ 172.16.5.20 l
Netmask [255.255.0.0 l
we¢ Y, DywonmbH [ DYtmP dp>H AH
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Lt {SdiGAy3a
LGSY 5SEAONRLIAZY 5S¥I dzf G
LYRSE LYRAOFGS GKS 2NRAYIFf 2F GKS fAad-
LYGSNFIFQQ{K2g¢g GKS SRAGAY3T LE2NIO® --
Lt ! RRNE{S{ Y&ISINMRRSFaa 2F dGKS [! b LI2NI b dzf f
bSGYlFal [{SG YKSIKRIEYSF @GKS2F!' b L2 NI @ b dzf f
+[ 1 b ¢NXzy|
Index Enable Interface VID IP Address Netmask +
[ 1432 | RR ¢IKS+ [Y!I DR Wkelich
Index [ ]
Enable m:]
Interface [Iano B
vID [100 l
IP Address [ l
Netmask [ l
+[ H{bSGdAyYyTa
LGSY 5SAaO0ONRLIIAZ2Y 5S T dz
LYRSE LYRAOIF(GS GKS 2NRAYIf 2F GKS frado |-
9yl ot S Click the toggle button to enable/disable this VLENable to make gateway cal h b
encapsulateand deencapsulate the VLAN tag
LYGSNFIF(/ K224S GKS AYOGSNFIOS 46KAOK glyda Gt yn
G F42mB 1 §RE LISY Ra 2 v yERE @NJORINING & LI2 Y RA Y
+L5 Set thetag ID of VLAN and digisN2 Y M ®( 2 nndn M AN n
Lt ! RRNJ Setthe IP addressf VLAN pd. b dzf €
bSidYl ai | Setthe Netmaskf VLAN port. b dzf €

we¢ g, Dywo n miH
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{ G G dza

CKAGOGX2¢o6s MBIt dBASRF ['b O02yyS0iArAzyo

oo TN -

» Interface Status

Index Interface IP Address MAC Address
1 lan0 192.168.0.109/255... 34:FA:40:0A:BE:ESB

Index IP Address MAC Address Interface Inactive Time
1 172.16.1.23 D0:17:C2:8A:DBE:F9 lanD 215s
2 192.168.0.10 D0:50:99:4D:F9:35 lan0 Os
2 172.16.5.160 68:F7:28:A1:AC:CF land 12sg
4 172.16.0.128 FB8:32:E4:73:C3:2A lan0 141s
5 172.16.5.212 34:97:F6:9E:07:BC land 132s
6 172.16.5.181 1C:1B:0D:D1:97:97 lanD 195
7 172.16.5.21 78:45:C4:35:13:44 lan0 395
8 172.16.0.69 F8:32:E4:74:6E:9C land 87s
9 172.16.1.47 48:8A:D2:18:B7:80 lan0 140s
10 172.16.2.5 70:8B:CD:4F:B1:1C land 39s
11 172.16.2.15 D0:50:99:88:BD:28 lanD 101s
12 172.16.2.22 A4:1F:72:58:46:F7 lan0 Os
12 172.16.1.155 40:8D:5C:46:06:19 land 21s
14 172.16.0.119 B8:97:5A:95:80:87 lan0 355

» DHCP Lease Table

Index IP Address MAC Address Interface Expired Time

/I tA01 GKS NRg¢g 2F adlddzaz GKS RSOIFAT A adl dzza OINGTS2Y/NDIKIz
0St2060

» Interface Status

Index Interface IP Address MAC Address
1 lan0 192.168.0.109/255... 34:FA:40:0A:BE:ES
Index 1

Interface land
IP Address 192.168.0.109/255.255.255.0
MAC Address 34:FA:40:0A:BE:E8
RX Packets 41776
TX Packets 1076

RX Bytes 5352897

TX Bytes 583289
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3.8L y (i S NIF{ FOSNIHS

tKAa aSOldAzy Lftt2g aSli eS80 KNSNY 8 SRIBENRE IS S
AyOfdzZRAY3 9¢1ln FYyR 9¢ImM® ¢KS 9¢1n 2y GKS 3FLaGaSeglre Ol
2yfte 0SS O2yFAIAdzNBR Fa | [ !B yaNEBRYIREOKRETE i Emolp mod
{AYyOS flyn YazazaysSLRHAABYRR2IGb LIR2NI YdaAad oS aaiaidays
,2dz Oy OK22&S GKS FLILINZLNRFGS O2yFAIdzNI GA2Yy (2 TFAl
0St200

» Port Settings

I\

Index Port Port Assignment
1 etho lano [#
2 ethl lano =
Index Port  Port Assignment
1 etho lano #
2 ethl lan1 #

l

» Port Settings

Index Port  Port Assignment
1 etho lan1 #
2 ethl lano #

» Port Settings

l

Index Port  Port Assignment
1 etho wan E
2 ethl lano #
tKAa aSOlAzy AYyiNNBdGSaE 2FdzikKS asbh LR8I W NI

Ports

@‘

» Port Settings

Index Port  Port Assignment
1 ethO wan E
2 eth1 lano #

| f1#ddzid2y 2F SiKn (G2 O02yFAIdNB AiG& LI NI YSGSNRO® ¢KS
R26y tA&GO

- Port Settings

Index [ i ]
pPort [etho
Port Assignment [IanO @

we¢ Yy, DywonmbH [ DYytmod dp>H AH nemoH |l &
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» Port Settings

Index [ 1 ]
port [etho
Port Assignment [wan n ®@
|

land

LGSY 5SAaO0ONRALIGAZY 5S¥I d
LYRSE LYRAOI(GS GKS 2NRAYIf 2F GKS ftrado |-
t 2 NI { K20gK S SRAGAY3A LIERNIZ NBIR 2yfeod -

t2NI ! 84/ K224a8 (GKS 9GKSNYySaG LERNIQa (el 4t yn
L2 NI +Fa 224z ©0F yROMRROY & K& (R NP LERGK 1S\

¢KAa O2f dzvy | f faZig & déaz2 d T 2 UEKASSNG/ SiiiK 332 NI &

/] tA01 GKS NRg¢ 2F aidlddzaz GKS RSGIAf& adl Gdza Ay TF2NXYE
0St260

A Port Status

Index Port Link

1 etho Up
Index 1
Port ethO
Link Up

2 ethl Down

BOLYUGSNFIOS B / St f dzf I NJ

¢ KAa asSodiaieey adMEi2BS R LIF BF eSS NfoDe/R1F & (G2 {La Ol NR
& dzLJLJ2 NI G @2/ f {AlysS GUIANFHAS (i i F SR aiiddzas yRESSBA Iy e LT AyaSNI &
{Lam at24tRPWB {QaatlofSo

Cellular Status AT Debug

» Advanced Cellular Settings

Index SIM Card Phone Number Network Type Band Select Type

1 SIM1 Auto Al #
2 SIM2 Auto All #

we¢ Y, DywonmbH [ DYtmP dp>H AH nkoHl &
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I f1#2F {2z2a RA G GKS LI N} YSGSNBRO®

Cellular

» General Settings

-

Index

SIM card

Phone Number

PIN Code

Extra AT Cmd

Telnet Port

)
SIM1 n
]
]
]
)

CKS&AYR26 Aad RAALI I & SR! dzil280KSS 2ywS (ook2SN QIKe2LASAA y 3 a

A Cellular Network Settings

1|

Network Type |Auto n @

Band Select Type [AII n @

» Advanced Settings

Debug Enable

Verbose Debug Enable

CKS 6AYR26 A& RAALI I SRS AT @ KPR s SKSP( OK224aAy 3T d

A Cellular Network Settings

Auto

Network Type

A Band Settings

GSM 850

GSM 900

GSM 1800

GSM 1900

WCDMA 850

WCDMA 900

WCDMA 1900

WCDMA 2100

LTEBand 1

LTE Band 2

LTE Band 3

LTE Band 4

LTE Band 5

LTE Band 7

LTEBand 8

LTE Band 20

gEEEEEEEEEEEEEEE
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A Advanced Settings

Debug Enable m:]
Verbose Debug Enable m

/ St € dz I NJ

LGSY 5SAaO0ONRALIGAZY Default
DSYSN}Yt {SGaGAy3a

LYRSE Indicate the ordinal of théist. --

{ La [/ I NR| Show the currently editing SIM card. SIM1

t K2y S b df Enter the phone number of the SIM card. Null

t Lb / 2 RS|Entera48 characters PIN code used for unlocking the SIM. Null

9 E{i N} ! ¢|Enter theAT commands used for celluiaitialization. Null

¢St ySia t|SpecifythePort listeningof telnet service, used for AT over Telnet. 0

/] Sttdzf NI bSGg2N] {ShaGAy3a
bSihig2N)] |Selectfromd! dzi2é> auD hyfeés GuD CANREGE Auto
CANBGE @

Auto: Connect to the begtignalnetwork automatically

2G Only: Only the 2G network is connected

2G First: Connect to the 2G Netwgmteferentially

3G Only: Only the 3G network is connected

3G First: Connect to the 3G Netwgmteferentially

4G Only: Onlyhe 4G network is connected
- 4G First: Connect to the 4G Netwgnieferentially
Select fromd | bria { LIS FduFrn@yehdose certain band$ choosing All
OSpecify.

(7))
=
F & aY

YR {

!l RO yOSR {SiilAay3a
5S80dza 9y|/ t A0l GKS (3 DftSS koRdkiadlzoyt Si 20 KA & 2 LJG | ON
AYF2NXEGA2Y 2 dzi Lidzd @
S |/ tAO01 GKS G233fS odzidz2zy G2 Syl of Sk|OFF
RSO0dzZ3aAYy I AYF2NNIGAZ2Y 2 dzi Lzl &

N
I

(@]} b'
- N
U» ¢

O |+
<

w

CKAE a80GA2Yy tt26a BRdE dit2l NIAGHY IKS| Ay di dza 2 F G K

Index Modem Status Modem Model IMSI Registration
1 Ready MC7304 4560012148626828 Registered to home network
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w2 6 dzoinditn, NI DdzA RS @ robustel
/I ftAO01 GKS NBg 2F ailliGdzaxs GKS RSGFAfA aGlFddza Ay TF2NNE

Index Modem Status Modem Model IMSI Registration
1 Ready MC7304 460012148626828 Registered to home network
Index 1

Modem Status Ready
Modem Model MC7304
Current SIM SIM1

Phone Number

IMSI 460012148626828
ICCID 89860117851023142422
Registration Registered to home network

Network Provider

Network Type LTE
Signal Strength 24 (-65dBm)
Bit Error Rate 99
PLMN ID 46001
Local Area Code FFFE
Cell ID 06074702
IMEI 356853052515535

Firmware Version SWI9X15C_05.05.58.00 r27038 carmd-fwbuild1 2015/03/0...

{ G+ Gdza
LGSY 5SEO0ONRLIIAZY
LYRSE Indicate the ordinal of the list.
aRSYO!l Gdza Shaw the status of the radio module.

a2RSY a2RSft | Showthemodelof the radio module.

/| dzZNNBy G { L a |Showthe SIM card that yogatewayis using.

t K2y S b dzY o SN Show the phone number of the current SIM.

Note: This option will be displayed if enter manually/ S f tHIzRKINY OS R
{ ST Y RM By SNF GG & KRF SH bbdzY 6 S NJ
La{L Show the IMSI number of the current SIM.

L/ /L5 Show the ICCID number of the current SIM.

wS 3 A ad N GA 2 y| Show the current networktatus

bSGg2N] t NB G Showthe name of Network Provider.

bSidg2N] ¢&LIS| Show the current network service type, e.g. GPRS.

{ A3yl t { G NI y| Show the signal strength detected by the mobile.

. Ad 9 NNE NJ wl | Show the current bit error rate.

t[ab L5 Show the current PLMN ID.

[ 201t | NBI /| Show the current local area code used for identifying different area.

we¢ Y, DywonmbH [ DYtmP dp>H AH prioH Il &
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{ G Gdza
LGSY 5SAaO0ONRALIGAZY
| SIf 5 Show the current cell ID used flacatingthe gateway.
Lagl Show the IME(International Mobile Equipment Identity)Jumber of the radio
module.
CANX I NBY + S N| Show the current firmware version of the radio module.

¢CKA& LI IS 1ft2pa d2dz G2 OKSO1l G(KS '¢ 5806dAao

Command
Result
¢ 5S50dz3
LGSY 5SaONRLIIAZY Default
I 2 YY I y R Enter the AT command that you want to send to cellular module in this Null
text box.
wS & dzf i | Show theAT command responded by cellular module in this text box. | Null
[ send | Click the button to send AT command. -

BIOLYUSNFI OS B ! {

CKAA aSOGA2yYy [FIf{{L2A NG YeSHOB NE2P .4 SAIy IKNSF I OS 2F (GKS 3IF (Ssl
dzLJANI RS FyR O2y FA3AdzNY A2y dzZLJANF RS o

Enable Automatic Upgrade m:]

» General Settings

DSYySN}t {$daGAy3a X
LGSY 5SAONRLINAZY 5S¥I
9yl 6fS ! {.]Clickhe toggle button teenablddisablethe USBoption. hb
9yl 6f S I dzi| Click the toggle button to enable/disable this optionaBle to automatically | h b
' LJANI RS update the firmware othe gatewaywhen inseringa USB storage deviseith
a gatewayfirmware.
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DI GSwl-® GKS 1Se& F2NJ ! {. Idzi2 Yl (AKKAALIRBIG3SH | & SNJ O v

USB Automatic Update Key
USB Automatic Update Key

YySe
LGSY 5SEAONRLINAZY 5S¥I
Py, 1 dzli 2V (i ASY SN ¥ SHiy i 2 R2syf 2 R -
YySe

311LY G SHFBE DS

=

CKAa aSOGA2Yy IXLIZNIGY & ANHimdzE S QIF
68 dzaBRA FRSNNY D

S A

o
&j

Q¢

QX

—

[

wn

O

>

-+

>x

O

>+

<,

5L

- - 20202000

Index Enable Mode Inversion
1 false ON-OFF false [#
2 false OMN-OFF false E

v A

/ £t A0] VX [“oMNiFiRryYy 2F AYRSE ™M | &hBhE®R s ¢ KS S¥LdzZ G Y2

- General Settings

Index |1 ]
L o |

Mode [ON-OFF
mversion | Lol

CKS G6AYR26 A& RAALI I &/SRdzEad WERMRES sKSy OK22aAy3

» General Settings

Index [ 1 ]
Enable Cm
Mode [Counter

Threshold Value

(o
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DSYySN}t HE&GGAy3Ta X

LGSY 5SAaO0ONRALIGAZY 5S¥I
LYRSE LYRAOI(GS G(G(KS 2NRAYIlIf 2F GKS fAradoe |-
9yl o6t S Clickthe toggle button to eable/disablethis DI. hCC
a2RS$

{ St S ODONF CBrdCodinteé ® h bh C (
- ONOFFDI interface support ON and OFF mode (high orléael electrical
trigger DI alarm. The mode default to ON, and OFF moaleaitableonly
when enabling the inversion feature
ONt Under this mode, DI alarm status will be triggered to ON when DI
interfaceopen from GNDr input a high level electric@logic 1) on the
contraryDI alarm status will be trigged to OFF wiisrinterfaceconnect to
GND or input dow level electrical (logif)
OFFR Under this mode, DI alarm status will be triggered to ON wben
interface connect to GND or input a low level electrical (logio®jhe
contrary DI alarm status will be trigged to Q#fen DI interface pen from
GNDor input a high level electricdogic 1)
- Counter Bvent counter mode
Ly @S NE& A 2| Click the toggle button to enable/disable this opti@nable to set DI mode as OF h C C
mode.
CKNBaK2f[{Si (KS (HKNS3RZ IR (AASIERYNitzY & § NIVNB KS| b dzf €
P FOGSNI ONRIASNAY I £ FNYZISBHLLF B R QK (ASHE
cppRPDADOT At E y20 GNARAIISNI £ N¥YO
b2¥S¢KAA 2 LAY OAMES 20iKKEE/2 b (i MRS ®WJ
b20lSly RSFIl dzZA Ga a KAIK fFNYI s&KYVOSHNMRIEY ®i2 26 | |

{ G §dza
CKA&d 6AYyR2¢ | tt26a &2dz G2 OASs (GKS adlddza 2F 5h | yR
I BB odzi G2y G2 Of SINAISAS: 2ANY L &1 2MBaQrdzysl Sded | £ | NI @

» DI Status

Index Lewvel Status Count
1 High Alarm off

2 High Alarm off

» Action Of Clear

Counter Alarm Of DI 1
Counter Alarm Of DI 2

we¢ Y, DywonmbH [ DYtmP dp>H AH peavorl &



w2 6 dzoin$itn, &@ENJ Ddzi RS @F@DUSt@

312L Yy 0 SHF | ® BN

¢CKAa aSOodAzaSi tied BBIPSIESBNE ® L2 NI LINPJARSa | gt
2N GAO0S GSNREIF I | yRANBIR yANA 6 A NKSISGEE ARIE S 6PININS v d@wo in NIny a
[ B dzLJLJ2 NI-@ o BROSS-wp HONRFA0oDdp YY YIHES a20P88 62 fi &WNFi2 O
FyR Ot A01 GKS SRAG o0dzit2y 2F /hamo

» Serial Port Settings

Index Port Enable Baud Rate Application Mode
1 CoM1 false 115200 Transparent E

Serial Port

» Serial Port Application Settings

Index [
Port [
Enable Cm
Baud Rate 115200
Data Bits |8

[
[
Stop Bits (1
[
[

Flow Control None

» Data Packing

)

Packing Timeout [50

Packing Length [ 1200

» Server Setting

Application Mode |Transparent

Protocol TCP Client

[
[
Server Address |
|

Server Port

{SNRAIFf t 2NI

LGSY 1553 0NRLIIAZY 1587 d
{SNAFEf t2NI ! LIX AOCFGAZ2Y {SGGAY]

LYRSE LYRAOIGS GKS 2NRAYIf 2F GKS trado |-

t 2 NI Show thecurrent seria® name, read only. / hawm

9yl ot S Click the toggle button to enable/disable this serial port. When the statusis( h CC

the serial port is1ot available
. | ddRG S {StSOG FTNRBY donnés Gcnnés AMHNNES |[MMPHAN
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aptcnnée 2 NEHwwpHmE &
5 | GGAal { St SO0 2MNPEYD AT € y
{ G 2Nah { St SO0 2MNPEYD A ME M
t F NRGe@ {StSOU TNRY2UBPEFED G hRRE b2yS
Ct D@y uUNR/{ St SO0 TNRY GBRAYBEARGANBETOSI NB¢ b2yS

5FdF tIFO1Ay3
t I O] Ay 3 | Setthe packing timeouthe serial port will queue the data in the bufferand | p n
send the data to the Cellular WAN/Ethernet WAN when it reaches the Interv.
Timeout in the field.

Note: Data will also be sent as specified by the packet length even when dat
not reaching the interal timeout in the field.
t I O] Ay 3 | Setthe packet lengttiThe Packet length setting refers to the maximum amour M H 11 11
of data that is allowed to accumulate in the serial port buffer before sending.
When a packet length between 1 aBA00bytes is specified, data in the buffer
will be sent as soon it reaches the spieciflength.

¢CKS GgAYR26 A& RAALX I 2SN yf &E£I0MNSH RilGK I RIS Y A W 2 F 2K & BHERS
LINE (g2 O 2 f

A Server Setting

Application Mode |:Transparent

Protocol [TCP Client
'|

Server Address |

Server Port |

CKS 6AYR26 A& RAALI I 8ONG yF 2EJ0NE \RilK S @IS i A iy 2 7 K FESIF SN
GKS 12102 G20

» Server Setting

Application Mode |:Transparent

Protocol | TCP Server

Local IP |

Local Port |

CKS 6AYR26 A& RAALI I 8GN yF 2EJ0MNE ik P @IS A HYG2ICHERFASE i R
LINE (42 O 2 f

A Server Setting

Application Mode |Transparent

Protocol |:L_IDP

Local IP |

Local Port

Server Port

< <]

|
Server Address |
|
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¢CKS GAYR26 A& RAALI | 8GN y REJ0NGH \RillK B @IS A B DEIZRIE Al YA R
GKS Lmeri202f¢

» Server Setting

Application Mode [Transparent

Protocol [Robustlink

CKSBAYR29 Ad RAALI F@SRa2ROEtIBGE sRBURPOHRIO?2 ANVF t0r2 RS
| £ BYGOKS OLINR G2 O2 ¢

» Server Setting

Application Mode |Modbus RTU Gatewa
Protocol [ TcP Client

Server Address | ]
Server Port | ]

¢tKS GgAYR2% A& RAALIX | esSRRA dzd ovBd 2 oD KK OK & 2 Al yi¥2 RS
{ SNIBFHENIG KS dLINR (i 2 O2 ¢

» Server Setting

Application Mode  [Modbus RTU Gatewa
Protocol [ TCP Server

Local 1P | ]

Local Port | ]

CKSBAYR29 Aad RAALI I8SRa2ROEtBGE sRBURPHBRIO?2 AINEI>¢r2RS
4 GKSOLINR(G202f

» Server Setting

Application Mode [Modbus RTU Gatewa

Protocol  {UDP
]
]
J
]

Local IP [

Local Port

[
Server Address [
[

Server Port

CKS G6AYR26 A& RAALI I @SRRI dzd ovBlt 2 oD BB KIBK B OKR 2 A ¥y ¥2 RS
W20 dzEHAEAYKS PLINR (1202 f

~ Server Setting

Application Mode [Modbus RTU Gatewa

Protocol [Robustlink

we¢ Yy, DywonmbH [ DYytmod dp>H AH pevmoHl &
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CKSRE®¥Y A3 RAZLI 2SR lai Roodiks? ¢ {4 &K Al 3DDKRGwDIY 2 867 tY 2 R &

| £ BYGOKS OLINR G2 O2 ¢

» Server Setting

[Modbus asc cateff

Server Address | |

Application Mode

Protocol |TCP Client

Server Port | |

tKS 6AYR26 A& RAALI I @SRRI da 0!S{f /2161 ARSI 2A 3Byl Y 20R ¢
{ SNIBHENIG KS dLINR (i 2 O2 €

» Server Setting

[Modbus asc cateff

Local IP | |

Application Mode

Protocol |TCP Server

Local Port | |

¢tKS GgAYR2% A& RAALI I eaSRRA dd 0!S{f /2oL ADHPSIDHEA] 24 38NY Y 20R S
4 GKSOLINRG202f

» Server Setting

Application Mode
Protocol

Local IP

[Modbus asci cate§

(upe

Local Port

|f
Server Address |
Iﬁ

Server Port

tKS

GAYR2 6

A a

W20 dzEHEKG| LIMB (2 02 ¢

~ Server Setting

RA&LI | SRR G drd 0!S{f /2161 ADUAPAIHAIARNY I 20R

Application Mode |:Modhus ASCII Gatevn
Protocol |:R0bustlink
{ SNBSN) { Sdday3Ta
LGSY 5SAO0ONRLIIAZY 5S ¥ dz
I LILX AOF GA2Yy [{ St SOdt NF NBEH BRY @za we 2 @@R2RS @ ¢ NI y a LJ
'{/LL &I GSgl &
IN} YALI NByldyY DFEGSélre gAff
G0N} yaLIl NByidf e
a2 Rowla] DIl DalieS & NE V@ 32(R 0 dz
we¢! RBAROMWERI UYRSY (I 2az05 B
a2Rodza ! {/ LL DFOSéley
we¢ Y, DywonmbH [ DYtmP dp>H AH prioHl &
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{ SNBWSNJ { SidAy3a
LGSY 5SAO0ONRLIGAZY 5S¥I dz
t N2G202¢ { St SOdt / TNEXCN Sy {SSNIASNI20dz&EB € | ¢/t / f
- TCP Client: Gateway works as TCP client, initiate TCP
connection to TCP server. Server address supports both
and domain name
TCP Server: Gateway works as TCP server, listening for
connection request from TCP client
UDP: Gateway works as UDP client
Robustlink Gateway will automatically upload the serial
data to Robustlink platform under the Robustlink protocol
Robustlink is a management platform from Robusiéiis
function only available when Gateway is connégots
Robustlink
{ SNDBRNBaa |[9yGSNI GKS | RRNBaa 2F aSNIBSNJbdA ¢
A1 0 SERISANIRING @ Lt F RRNBaa 2N R
I @ Adb I 6 S
{ SNISNJ t 2NI |9y GSN) GKS ALISOAFASR LIBR2NI 27F |bdzA €
ASNALFE RIEGH®
[ 20 f¢INg& LI N{ Enter gatewaQ BAN IRvhichwill forward to the internet port of | b dzf f
gateway.
[ 20 f ¥ BILI | Enter the port of gatewaR BAN IP. b dzf f
[20Ff Lt X Enter the local IP of under Modbus mode. b dzt €
[ 20Ff t2NJX Enterthe local port of under Modbus mode. b dzf f
[ £ AOY GGekDBAE dzYy (2 GASe GKS OdzNNBydG aSNAFE LIR2NI dGeLISd

» Serial Port Status
Index Type X RX Connection Status
1 RS5232 0B 0B
we¢ Y, DywonmbH [ DYtmP dp>H AH
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313LYUSNFI OS B [ 2wl

CKAa aSOGA2Yy IHiZwloR RRYSUHENESESG (KS

DSYSN}t {SGiAy3a

(@]
(V)]
—

/ f AOBYSNI € {(i%0 DRywFsIdieBsNE (651385 +y SEFYLXS |4

General Settings

- General Settings

Interface Default Gateway ID [ 34FA40FFFEO61FOD

Link Manager User Defined Gateway ID Enable - OFF

LAN

Ethernet
Cellular
usB

DIDO
Serial Port
LoRa

DSYySN}t {SdiaGAy3a
LGSY 5SEAO0ONRLIGAZY Default
5S¥I dzf G DI (] Setthe default gateway ID, gou could define the Gateway ID with a| Null
unique 64bit sequence by yourself

' SNJ 5S ¥ Ay S| Click the toggle button to enable/disable this option. OFF

9yl 6t S

' S NJ 5S7¥AY S| Enteryour defined Gateway ID. Null
{ G Gdza

[t B{QNléli®za OASo &2dzNJ y2RS adl ddzao

General Settings Status

Model

we¢ Yy, DywonmbH [ DYytmod dp>H AH peguorl &
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» Packets received

CRC Errors

Duplicates

Join Duplicates

Join Requests

Total Packets

» Packets sent

Duplicates Acked

Packets Acked

Total Join Responses

Join Responses Dropped

Total Packets

Packets Dropped

» Center Frequency

RF Chain 0 Frequency

RF Chain 1 Frequency

»~ LoRa Multi Datarate Channels

Index RF Chain IF frequency

»~ LoRa Standard Channel

RF Chain

IF frequency

Bandwidth

Spread Factor

we¢ Yy, DywonmbH [ DYytmod dp>H AH crmorl &
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»~ FSK Standard Channel |

RF Chain

IF frequency

Bandwidth
Data Rate
{ G Gdza
LGSY |55a0NRLIGAZY
.axo
az2zRSt ‘ Show the LoRa moduteodel.
Packets received
I w/ 9 NNE N&A {K2g GKS ydzYoSNJ 2F wC LI} O1SdGa N

5dzLJ A OF G Sa

Show the number of duplicate RF packets received

(et

W2 Ay 5dzLJ A Ol

Show the number of duplicate RF join request packets received

wW2Ay wSljdSaia

Show thenumber of RF join request packets received

¢2dlf tlFO1Sida

Show the number of RF packets received

Packets sent

5dzLJ AOF(iSa 'O

Show the number of duplicate RF response packets sent

t01Sda ! O1SR

Show the number of RF response packets sent

¢c2N2IAY wSaLRy

Show the number of duplicate RF join response packets sent

W2Ay wSalLkRyas

Show the number of failed RF join response packets

¢2GlFt t I+ O Siaa| Showthe number of RF packets sent
t  O1 S a 5 N2 LILJ Show the number of RF send packets
Center Frequency
WC /KFAY n CN]/ SyGSN) FNBljdSyde 2F [2wl OKIFyySt n
RF Chain 1 Frequency /| SYGSNJI FNBIjdzSyoe 2F [2wl OKIyySt

LoRa Multi Datarate Channels

RF Chain

Index of LoRa channel

IF Frequency

IF frequency of LoRa channel

LoRastandard Channel

RF Chain Index of LoRa standard channel
IF frequency IF frequency of LoRa standard channel
Bandwidth Bandwidth of LoRa standard channel

Spread Factor

Spread Factor of LoRa standard channel

FSK Standard Channel

RF Chain Index ofFSK Standard Channel

IF frequency IF frequency of FSK Standard Channel
Bandwidth Bandwidth of FSK Standard Channel
Data Rate Data Rate of FSK Standard Channel

we¢ g, DywonmbH [ Dy
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3140 AAEAO &I OxAOAAOO € "AOEA 30AOQETI

DSYSN}t {SGiAy3a

Enable OFF

TLS Enable OFF

Server Address eul.cloud.thethings.ne]

Server Port

8887 ]

DSySNYrt {SiiAy3a
DI GSgS@dAy3a
LGSY 5Sa0ONRLINAZY 5SFI dzf
9yt ot S Oyl bBEIBIE AOFGAZ2Y hcCccC
¢[{ 9ylotsS oyroeff SyONRBLIISRhCC
{ SNWSNJ ! RRNBaa {SNIBSNJ I RRNB & a
{ SNIISNJ t 2 NI { SNIISNJ L} NI

{ G G dza

General Settings Cert Manager

st g —

Interface TC Status

Packet Forwarders Station Version

Basic Station .
Package Version (Protocol)

Semtech UDP Forwarder

Loriot HAL Library Version

{ G G dza
LGSY 5SA0NALIGAZY 58FI dz
¢/ {GF Gdza tfF GF2WWSOGA2yY &|bdzf f
|

{GdFrdA2y £SNREAZ2Y LILIX AOF A2y OSNEH bdz f
tFO1F3S £SNBERA2Y |! LILIX AOFGA2Yy LI O1|bdz f
| ' [ [AONINEB SNA[2wlgély 1 !'[ fA06NDddL §

[ SNI al yIF 3SNJ

we¢ Yy, DywonmbH [ DYytmod dp>H AH cworl @&
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General Settings Cert Manager

Save & Apply ‘ Reboot | Logout

L TE A CA File Import

Interface cacert || amESc s

Packet Forwarders Client Cert H BN |9|EJH¥SU¢

Basic Station

Client key || etEsee | e

Semtech UDP Forwarder

Network ~ Certificate Files

File Name File Size Modification Time

VPN
Services

System

/ SNI al ylF 3SNJ

/' CAfS LYLRNJI

LGSY 5Sa0ONRLIIAZY 5STI dz
/11 SNJI Server certificate b dzf f
I £t ASyd [/ SNI ¢KS OSNIAFTAOFGS |bdz €
G2 GKS Of ASyi
/| tASyiG YSe ¢KS ASNISNJ I aaAadbdzA ¢
GKS OSNIATAOIGS

{SYGSOK !5t C2N¥BI NRSNJ
Save & Apply ‘ Reboot ‘ Logout
Status

Interface

Packet Forwarders

Basic Station Server Address

Semtech UDP Forwarder

Network

VPN

Services

System

we¢ Y| Dywo n mdH

Server Uplink Port
Service Downlink Port
Keepalive Interval
statistics Refresh Interval

Push Timeout Millisecond

[ Dyxtwmo

dp>H RAH
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DSYySN}It {SdiGAy3a

DI G SpS@eiAryIa

L (

~

0t S

1 iKS G23iclrtas

= |
-<

i AONRLIA2ZY 5S¥LI dzf
9y AO
lof Sk RAalot$S

2wl2ty tdzofAO

—

SNIISNJ ! LX Ay t2 dzLJ Ayl O2yySmTyn

-

SNIAOS 526yt AY]

-

R2AWMQAYYSOUGAZ2Y/ MTYH

YS AYGSNIBLEE Fawmn

S

f

y

2N} 2y agAidaOK ¢ NYzS
51

5

A

4

{Graraiar0a wSTNB

4

UAauAoOlf Ayulonn

5
/
S
[
I
|
|

YSSLI tAPS LYyGSNH¢
R
{
A
I
|

tdzaK ¢AYS2dzi aAht Ayl RFEGE GAYYmMHun

wC {Sdday3a

@ r@bu St@' Save & Apply | Reboot | Logout

General Settings RF Settings Status

Status ~ RF Power Settings

S wr power imit (ot [
Packet Forwarders |l
Basic Station Supported Frequency |[863 870 v |
Semtech UDP Forwarder Frequencies Options ” | ®

Network RF Chain 0 Frequency [868500000 }

VPN RF Chain 1 Frequency [867500000 }

| f1432 IR WSS YI EAYdzy O2dzydi A& yo

» LoRa Multi Datarate Channels Settings

Index [1 ]
RF Chain [RF Chain 0
IF frequency [G ]

we¢ Yy, DywonmbH [ DYytmod dp>H AH crmorl &
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» LoRa Multi Datarate Channels Settings

Index RF Chain IF frequency 4+
1 RF Chain 0 0 X
2 RF Chain 0 -400000 X
3 RF Chain 0 -200000 [ X
4 RF Chain 1 -400000 = X
5 RF Chain 1 -200000 [ X
6 RF Chain 1 0 [ X
7 RF Chain 1 200000 X
8 RF Chain 1 400000 X

38 [2whk {GFYRFENR OKIyySt (G2 REFRI @t NSl &Y Ydzy A OF (A 2

» LoRa Standard Channel Settings

Enable - OFF

RF Chain  [RF Chain 0

IF frequency [0 |
Bandwidth [125KHz
Spread Factor [SF7

148 C{Y Y2RdA Fidh2y AyadSIR 2F [ 2wl

» FSK Standard Channel Settings

Enable Cm

RF Chain RF Chain 0

0 ]

IF frequency

Bandwidth

Datarate

[
[
[
[

500 ]

wC {SididAay3aa
LGSY 5SaO0ONRLINAZY Default
wC t26SN) {SidAay3a

we¢ Yy, DywonmbH [ DYytmod dp>H AH cmmotrl &
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wC {Sddry3a

LGSY

5SEAONRLIAZY

Default

wWC t28SNI [ A]

Used to indicate thenaximum transmit power limifor current

gateway
No_Limit Transmit power isat limited, depending on the transmi
power value sent by the LoRaWAN server
EU_433Maximum transmit power is limited to 10dbm or less
EU_868_870Maximum transmit power is lifted to 14dbm or less
CN_470_510rhe maximum transmit power is limited to 17dbm ¢
less
US_902_928Viaximum transmit power is limited to 26dbm or leg
AU_915 928Maximum transmit power limit below 26dbm
AS_923Maximum transmit power is limited to 14dbor less
KR_920_923Vaximum transmit power is limited to 23dbm or leg
Max_Power Use the maximum transmit poweavhich isabout
24.5dbm

Note: The above options are not configurable and need to béhsédre

delivery.

No Limit

wC / KFEAYy {StGiAiy3a

{ dzLJLI2 NI SR C

Choose lhe supported frequency depending on the LoRaWAN modu

863 870

wC / KFEAY n

Enter thecentral frequency of radio transceiver 0 which supports
transmiting and receiing.

Null

WC [ KFEAY ™

Enter the enter frequency of radio transceiver 1 which only supports
receiing data fromnodes.

Null

[ 2wl adzf GA 5FdGFNYGS / KFEyySt

a {Si

LYRSE

LYRAOIGS GKS 2NRAYFE 2F 0KS fA

wC | KIFAY

Choose Chain 0 or Chaim4d RF Chain.

RF Chain O

LC FNBIdSyO

Enter the IF frequency, measuredHz.The offset between the central
frequency of specific channel and the central frequency of chain is (
Eg: RF Chain 0, IF frequen2@00Q It means the central frequency of
this channel should be 868300000=868500200000

0

[2wl {GFYRFENR / KFEyySt {5

GAy3a

oyl ot $

Click the toggle button to enable/disable this option.

OFF

wC | KIFAY

Choose Chain 0 or Chaim4d RF Chain.

Chain 0

LC FNBIljdsSyoO

Enter the IF frequency valued frof 500000 to 500000and measured in
Hz. The offset between the center frequency of specific channel ang
center frequency of chain 0/1.

0

. FYRGARGK

Choose the selectablandwidth measured in KHz.

500KHz

Ré a
{LINBIFR CI O

Enter the slectable spreading factor. The chanmeth large spreading
factor corresponds to a low rate, while the small one corresponds to
high rate.

250000

FSK Standard Channel Settings

9yl ot S

Click the toggle button to enable/disable this option.

OFF

wC [ KFAY

Choose Chain 0 or Chaim4d RF Chain.

Chain O

we¢ g, Dywo n miH
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wC {SiidAay3a
LGSY 5SEAONRLIAZY Default
L C T NXBIj dzSy O| Enter the IF frequency valued frof800000 to 500000and measured ir| 0
Hz. The offset between the center frequency of specific channel ang
center frequency of chaiis 0/1.
0 K Choose the selectableandwidth measured in KHz. 500KHz
0 S Enter thedata ratevalued from 500 to 250000 and measured in Bit. | 250000

General Settings Status

» Basic

Status

Packet Forwarder (Protocol)

HAL Library Version

RF packets received

RF packets received State

RF packets forwarded

Push Data Datagrams Sent

Push Data Acknowledged

» Downlink

Pull Data Sent

Pull Resp Datagrams Received

RF Packets Sent to Concentrator

RF Packets Sent Errors

{4 Gdza
LGSY 5SAO0ONRLIGA2Y

. aro
{ G Gdza Show the LoRaWAN status of your gateway.
t I OCBKNB I NRS NJ (Show the ersion of Packet forwarder

we¢ Y, DywonmbH [ DYtmP dp>H AH croHl &
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{41 Gdza

LGSY 5SAO0ONRLIGAZY

I ' [ [ AdNJ NEB = | Show he driver version of LoRaWAN chipset ingdeeway.
Uplink

wC LJ Ol SGa NIB| Show thecount of data packet fromodeto gateway

wC LJ O1 Sia NB| Showthe RF packets receiving state.

CRC_OK: Percentage of CRC verification

CRC_Fail: Percentage of CRC verification failure

NO_CRC: Percentage of abnormal packets without CRC

wC LJ Ol Séa 7¥2| Packetsthat CRC verified are sent from gateway to server.

t o®&d 5 GF 51 (! 3 The total quantity of packets sefrom gateway to server, including the RF
packets forwarded and statistics packets.

t dZAK 51 GF ! O] |Percentage of acknowledged packets among Push Data Datagrams Sent:
Downlink
t dzf £ { Sy il Show he number of keepalive packets sent to the senasrd ercentage of

acknowledged packet regarding the keepalive packet from the server.

t dzft £ wSalLJ 51 (| Show the packet counts and size that will be sent from servgateway.

wC tIFO1Si Show the RF packet counts and size that will be sent from gateway to node.
| 2y OSy NI
wC tI O1SG4a& { S| ShowtheRF packetcounts that fail to be sent from server to node.

i Qx
~
0p;

315bSG62N] B w2dzi$S

CKAA aSOiA2ySi tiRY & RROSHGRNE dB Ml KPH# 2 00dzNBE 6 KSy |
YIydzDe§y&AIdzZNBER NRdziAYy3a SYdINEBSI NI GKSNI WKUIzZHFS NG 2 Ry ( A
t N2 0@wI2tf 0 Aad GARStE @ dzaSR Ay hadXyt {{ KeNI@BAaN]t CON KK CERVINERGS
GAGKAY | aAy3tS ldzi2zay2Y2dza aeadasSy FyR dzaSR Ay €I NBS

{O0FGAO w2dzi S

A Static Route Table

Index Description Destination Netmask Gateway Interface +

we¢ Y, DywonmbH [ DYtmP dp>H AH cwoml é
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Static Route

- Static Route

Index [ ]
Description [ l
Destination [ l
Netmask [ l
Gateway [ l
Interface [Iano B
{GFGAO w24dzi S
LGSY 5SA0ONRLIIAZY Default
LYRSE Indicate the ordinal of the list. .
5S & ONXR LJi A 2 y| Enter a description for this static route. Null
5Sa&0A YLl (A 2y Enterthe IP address of destination host or destination network. Null
bSGYIl aj Enter the Netmask of destination host or destination network. Null
DFGSégl & Definethe gateway of the destination. Null
LYGdSNFI OS Choose the corresponding port of the link that you want to configure.| wwan

{ G G dza

z

CKAA 6AYR200k6620BS 202 liezda 2F NRdJziSo

smcnow [T

-~ Route Table

Index Destination Netmask Gateway Interface Metric
1 0.0.0.0 0.0.0.0 10.244.165.241 wwan 4]
2 10.244.165.240 255.255.255.252 0.0.0.0 wwan 4]
3 192.168.0.0 255.255.255.0 0.0.0.0 lan0 a

we¢ Y, DywonmbH [ DYtmP dp>H AH cegmoml &
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316bSG62N] B CANBgI € f

CKAE a80GA2Y IR KBS REUY BER 38506 ERA §FSMEL  alk YSRAKWE

CAf GSNAY3

¢KS FTAEGSNAY3I NHzZ Sa OF y cé d“fsJ@ NIa SANRKSNOOSOHSAKW I2A

Filtering Port Mapping Custom Rules Status

» General Settings

Enable Filtering

_?
[al
8E1
=]
S
<
@

Default Filtering Policy

» Access Control Settings

Enable Remote SSH Access

Enable Local SSH Access

Enable Remote Telnet Access

Enable Local Telnet Access

Enable Remote HTTP Access

Enable Local HTTP Access

Enable Remote HTTPS Access

aiatatotel*lal lal

Enable Remote Ping Respond @
Enable DOS Defending
Enable Console @
» Filtering Rules
Index Source Address Source Port Source MAC Target Address Target Port Protocol +

CAf GSNARyY3

LGSY (554 0NRLIGAZY 5571 d
DSYSN}Yt {SGaGAy3a

9yl 6f S CAf (SN Click the toggle button to enable/disable the filtering option. hb

5SFldzZ G CAfG9{ St SO0 FTNRB&S5NRIOOSLIIEYyYy2G 0SS OK! OOSL

rules table is not empty.
Accept: Gateway will accept all the connecting requests excep
the hosts which fit thelrop filter list
Drop: Gateway willlrop all the connectig requestexcept the
hostswhich fit theacceptfilter list
Il 00Saa /2yGaNet {Stiay3a
Click the toggle button to enable/disable this option. When enableq h C C
the Internet user can access the gateway remotely via SSH.

[N
[dat

9yl otS wsSyz
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CAf GSNAY3
LGSY 5SEAONRLIAZY 5S¥I d
9yl 6tS [ 20 f |Click the toggléutton to enable/disable this option. When enabled,| h b
the LAN user can access the gateway locally via SSH.
9yl 6t S ¢3 WSl g Click the toggle button to enable/disable this option. When enabled h C C
the Internet user can access the gatewaynotely via Telnet.
Oyl ofS [ 20 f |Clickthetoggle button to enable/disable this option. When enableq ON
the LAN user can access the gateway locally via Telnet.
9yl ofS wSY2i 9 Click the toggle button tenable/disable this option. When enabled, | OFF
the Internet user can access the gateway remotely via HTTP.
Oyl oftS [ 20 t |Clickthetoggle button to enable/disable this option. When enableq ON
the LAN user can access the gateway locally via HTTP.
9y 6t S wSY2 i d Click the toggle button to enable/disable this option. When enabled ON
the Internet user can access the gateway remotely via HTTPS.
9yl 6f S wSY2 i d Click the toggle button to enable/disable this option. Wherabled, | h b
the gateway will reply to the Ping requests from other hosts on the
Internet.
9yl 6fS 5h{ 5 Clickthe toggle button to enable/disable this option. When enabled h b
the gateway will defend the DOBos attack is an attempt to make a
machine or network resource unavailable to its intended users.
9yl 6t S [/ 2y a2 f Click the toggle button to enable/disable this option. hb
[ (1402 IFTRAR ( S fhefmaxininzoustis 206 KS gAY R2 6 A Ad RA RSITH & REANYS

OK22aXyET HEAINRKIR O2t @ EHENBYUBESYLX So

Filtering

 Filtering Rules

Source Address

Target Address [ l @

Index

[

Description | |
l
l

Source MAC

Protocol [AII n |

Action [Drop n

we g,
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 Filtering Rules

Index | ]
Description [ l
Source Address [ ] (@)
Source Port [ ]@)
Source MAC [ ]@
Target Address [ l@
Target Port [ ]@
Protocol (TCP n
Action [Drop n
CARYSINwdz Sa
LGSY 5SEAO0ONRLIGAZY 5S¥I d
LYRSE Indicate the ordinal of the list. .
5 S a ONX LJ Enter a description for this filtering rule. Null
{ 2 dzZNDS | Specify an access originatamd enter its source address. bdzf €
{ 2 dzZNDS { Specify an access originator and enter its source port. b dzf €
{2 dzND'S a| Specify an access originator and enter its source MAC address. bdzt
¢ NBS{ ! Enterthe target address which the accesiginator wants to access. bdzf €
¢l NBS( t Enterthe target port which the access originator wants to access. b dzf €
t NE(i2021({ St SO0 FTNRY a! fféobacHegtut&Ed a!5t£&x al! ff
Note: It is recommended that you choogéllé iT & 2 dz R 2 yicRprototol/o?
your application to use.
I OGA2Yy | SelectfrombAcsS LIGréDropé. 5 N2 LJ
- Accept: Whers ST I dzf & CAf  Sgethwayill drépalltree A &
connecting requestexcept the hostsvhichfit this accepffiltering list
Drop:Wher6 STl dzf G CAf GSNAYy3AgARE AOOOS A
O2yySOGAYy3 NBIljdzSaia BENSLK VGRS M2

t 2 A2 LILIA y 3

m Port Mapping Custom Rules DMZ Status

- Port Mapping Rules

Index Description Internet Port Local IP Local Port Protocol +

we¢ Y, DywonmbH [ DYtmP dp>H AH Twoml &
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Port Mapping

» Port Mapping Rules

Index [1 ]
Description | ]
Remote IP [ l@)
Internet Port [ ]@
Local IP [ l
Local Port [ l @
Protocol (TCP-UDP n
t 2 NI awddIS ¥ 3
LGSY 5SAO0ONRLIIAZY 5S¥I dz
LYRSE Indicate the ordinal of the list. --
5Sa ONX LJi A 2 { Enter a description for this port mapping. Null
wSY203S Lt Specify the host or network which can access the local IP addiepsy | Null
means unlimitede.g.10.10.10.10/255.255.255.255 or 192.168.1.0/24
Ly dSNJSiG t iEnterte internet portof gatewaywhichcan be accessed by other hosts| Null
from internet.
[ 2 Qltf Enter gatewaQ IBAN IRvhichwill forward to the internet port of gateway,| b dzf £
[ 2 @I2INT Enter the port of gatewa® BAN IP. b dzf f
t N2G202¢ SelectF N2 Y & ¢/ oré E 4 tbitds yoar application required. ¢/t 5t

/] dzaG2Y wdz Sa

Filtering Port Mapping Custom Rules DMZ Status

» Custom Iptables Rules

Index Description Rule +

[ {1402 O dRN22 Bedmaximunrule count is 40.

Custom Rules

» Custom Iptables Rule

Index [ 1 ]

Description [ ]

Rule [ ] @

we¢ Y, DywonmbH [ DYtmP dpzH AH
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[ dzad2Y LLIilofSa wdz S
LGSY 5SAONRLINAZY 5S¥I d
LYRSE Indicate the ordinal of the list. .
5 S & ONXR LJi A Enter a description for this rule. Null
wdzf S Specify one iptables rule. elgiINPUTFs 192.168.0.2f ACCEPT Null
S5als
Filtering Port Mapping Custom Rules DMZ m
Enable DMZ Cm
Host IP Address [ ]
Source IP Address [ ] @
5a®SidAy3Ia
LGSY 5SaO0ONRLIIAZ2Y 5STI 0
9yl ba % Click the toggle buttoto enablddisableDMZ DMZ host is a host on the hCC
internal network that has all ports exposed, except those ports otherwise
forwarded.
| 2 & i RRINS g Enter the IP address of the DMZ hostyanr internal network. Null
{ 2 dzND $ RIR | Set the address which can talk to the DMZ host. Null means for any addres| Null

{ G G dza
/t A OK 0 6ciDRAE drey GA S5

Port Mapping

iKS

Custom Rules

Filtering Status

 Chain Input

Index Packets Target Protocol In Out Source Destination
1 0 DROP all wwan * 0.0.0.0/0 110.244.165.242
2 0 DROP tcp wwan = 0.0.0.0/0 0.0.0.0/0
3 4] DROP tcp wwan - 0.0.0.0/0 0.0.0.0/0
4 0 DROP tcp wwan = 0.0.0.0/0 0.0.0.0/0
5 4] REJECT tcp = = 0.0.0.0/0 0.0.0.0/0
6 50 ACCEPT tcp * * 0.0.0.0/0 0.0.0.0/0
7 4] DROP tcp = = 0.0.0.0/0 0.0.0.0/0
8 0 ACCEPT tcp - - 0.0.0.0/0 0.0.0.0/0
9 0 DROP tcp * = 0.0.0.0/0 0.0.0.0/0
10 4] ACCEPT icmp = = 0.0.0.0/0 0.0.0.0/0
11 0 DROP icmp * * 0.0.0.0/0 0.0.0.0/0
Index Packets Target Protocol In Out Source Destination
1 0 TCPMSS tcp * = 0.0.0.0/0 0.0.0.0/0
» Chain Output
Index Packets Target Protocol In Out Source Destination
we¢ Y, DywonmbH [ DYtmP dp>H AH TRmo &l &
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/£ hOT 62IN0 tH 440 KNP dz3 Ki 25 SLyth otf1SH 520Nk NEKBiRkizE 8 # KA 2y Ot | &

IP Passthrough

» General Settings

Enable Cm
LT 3AFGSel e SyirkoNRSA KDK 91 KISt GtSINvaA v £ RSPA OS o06adzOK | a t
O2yySOG G2 [!'b LRNIL 27F (K JFGSel T yER2 YITIRIOD IHKKES (X

S
I RRNBaa FyR 5b{ &ASNIBSNJ I RRNBda ¢oKAOK FaardaySR o0& L{

318+t b 38OLt
CtKAa aSOlAzy I (8B Q@glay R 20K S 2 NIBSIG SNRYSE diL Nt NS SQEMRE {i 8 O azNTF

adzZF 28 AYOENY S Lt N2 D2FxXdzy A O { MAKS yili 18Y ONBENGR AdBP D S
I 02YYdzyAOF A2y aSaarzyo

DSY SNJ €

General Tunnel Status x509

» General Settings

Enable NAT Traversal m:]

Keepalive [60 | @

Debug Enable Cm

DSy NSt Ay3a X DSyYySNI ¢
LGSY 5SaONRLIIAZY 5S T d
9y I bf & ¢NJ |Click the toggle button to enable/disable the NAT Traversal funciibis. | h b
option must be enabled when gateway under NAT environment.
YOS £ A QDS Set the keepalive time, measured in seconds. The gateway will send | 60
packets to NAT server every keepalive time to avoid record remove frg
the NAT list.
5S6dz3 9ylo|/fAO]l GKS (233tS odzid2y (2LS¥8 d| OFF
AYTF2NYRONZIAKS S0 dzA L2 NI

we¢ Y, DywonmbH [ DYtmP dp>H AH TRMO H I &
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https://en.wikipedia.org/wiki/Encryption
https://en.wikipedia.org/wiki/Packet_(information_technology)#Example:_IP_packets

w2 0 dzoinSifn §SNJ DdzA RS

¢ dzyy St
m Tunnel Status x509
» Tunnel Settings
Index Enable Description Gateway Local Subnet Remote Subnet +
/ (1432 | RR (i daghe@nbximairduitis §.3 a

Tunnel

» General Settings

@ robustel

Index [ ]
Description [ l
Gateway [ ] @
Mode [Tunnel B
Protocol [ESP n
Local Subnet [ l @
Remote Subnet [ l @
DSYSNIt f8arysSy3Ia X
LGSY 5Sa0ONRLINAZY 5STI 0
LYRSE Indicate the ordinal of the list. -
9yl o6t S Click the toggle button tenable/disable this IPsec tunnel. ON
5 S & ONXR LJ| Enter a description for this IPsec tunnel. Null
DI G Sél & | Enter the address of remotesg VPN servef.0.0.0 represents for any address.| Null
az2RS {StSOG FTNRBY dac¢cdzyySté |yR a¢NFyaLR2 NI Tunnel
- Tunnel: Commonly used between gateways, or at anstaton to a gateway,
the gateway acting as a proxy for the hosts behind it
Transport: Used between erstations or between an endtation and a
gateway, if the gagway is being treated as a hefsir example, an encrypted
Telnet session from a workstation to a gateway, in which the gateway is th
actual destination
t NPG202({ St SO0 GKS aSOdzaNARi& LINR(i202ta FTNRBRY |ESP
ESP: Use the ESP protocol
AH: Usdhe AH protocol
[ 20F f { (Enterthe local subne® address with mask protected by IPseg, 192.168.1.0/24 | Null
wSY2 (GS {Enterthe remote subne® address with mask protected by IPseq. 10.8.0.0/24 | Null

we¢ g, Dywo n miH
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» IKE Settings

IKE Type

Negotiation Mode

Authentication Algorithm

Encryption Algorithm

IKE DH Group

PSK Secret

Local ID Type

Remote ID Type

[
[
[
[
[
Authentication Type [PSK
[
[
[
[

©)
0SS I M KBK/Siyh O KiAZ2&A Vi LIS ®

IKE Lifetime

o

.

[fa]

g

=]

=

=

M
A g _gooooo
y= -

¢tKS gAYyR26 A& RAALX I &SH ab &

» IKE Settings

IKE Type

Negotiation Mode

Authentication Algorithm

Encryption Algorithm

Authentication Type

Private Key Password

[4%)

2

m

L
goooono

[
[
[
[
IKE DH Group |DHgroup2
[
[
[

IKE Lifetime

®@
¢tKS 6AYR26 A& RAA&LI | &5Rdzd & 36{3MK2S6 | adriKyS yAik20R EiMy23/, G & LIS

» IKE Settings

IKE Type [IKEv1
Negotiation Mode | Main
Authentication Algorithm  [MD5
Encryption Algorithm  [3DES
IKE DH Group |DHgroup2
Authentication Type |xAuth PSK
PSK Secret | ]
Local ID Type |Default
Remote ID Type |Default

Username [ ] ®@

Password [ ] ®@

IKE Lifetime [85400 ] ®@

we¢ Y, DywonmbH [ DYtmP dp>H AH TRmo B | &
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» IKE Settings

IKE Type |[IKEv1
Negotiation Mode  |Main
Authentication Algorithm  [MD5
Encryption Algorithm  [3DES
IKE DH Group |DHgroup2
Authentication Type [xAuth CA
Private Key Password | |
sermame | @
Password | | @
IKE Lifetime (86400 | @

LY9 {SdGaAay3a
LGSY 5SEAONRLIGAZY 5S¥I d
LY9 ¢&L)S | SelectfromiKEvEor dKEVZ as IKE version. IKEv1
bSI2GAFGA{{ St SOG FTNRBY dalAyé FyR aG! 3a3NBaai(Main
If the IP address of one end of asdP tunnel is obtained dynamically, the Ik
negotiation mode must be aggressive. In ttise, SAs can be established g
long as the username and password are correct.
ldzG KSY G A O { St SOG T,MR Y | BHAR p5Sor SHA2 512t0 be used in IKE MD5
I £ 32 NA& ( K Y | negotiation.
OYONRBLIG !'{{StSOG FTNBY do59/{ &0 20109 mdySFR AYWR | 3DES
3DESUse 16&bit 3DES encryption algorithm in CBC mode
AES128: UsE28-bit AESencryptionalgorithm in CBC mode
AES256: Usgh6-bit AESencryptionalgorithm in CBC mode

LY9 51 DNI{ St SO DHgNEXDHyroups, (DHgroup14, dOHgroup1s, DHgroup?2
0DHgroup16, cdDHgroupl1 or dDHgroupl1@ to be used in key negotiation
phase 1.

l dZi KSy @®RQJ{ St SO0 FTNRBY at{YéxX &/ ! é3x GE! dzii K {PSK
negotiation.

PSK: Prshared Key
CA:X509 Crtificate Authority
xAuth: Extended Authentication to AAA server
| Enter the preshared key. Null
{ St SODefaUMEY acCv5bé YR d! &SNJ Cv 5 b| Default
- Default Use an IP address as the ID innKgotiation
FQDN: Use an FQDN type as the ID in IKE negotiation. If this option
selected, type a name without any at sign (@) for the local security
gateway, e.g., test.robustel.com
User FQDN: Use a user FQDN type as the ID in IKE negotiation. If th

A % /4 A x

olJiAz2zy Aa aStSOGSR: GeaLls I yIYS

— |~
(0p))
| O«
o=z
o

N |~
O <
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LY9 {SidaGdAay3a
LGSY 5SAONRLIAZY 5S¥I d
security gateway, e.g., test@robustel.com
wSY2ABS ¢& L\{ St SODeffuMEY GCCv5bé YR a! &SNJ Cv 5 b| Default

Default Use an IP address as the ID inr&@otiation

FQDN: Use an FQDN type as the ID in IKE negotiation. If this option
selected, type a name without any at sign (@) for the local security
gateway, e.g., test.robustel.com

User FQDN: Use a user FQDN type as the ID in IKE negotiation. If th
oLJiA2y Aa aStSoOdSR GeLsS I yrys
security gateway, e.g., test@robustel.com

LYOAAFSGAYS

Set the lifetime in IKE negotiation. Before an SA expires, IKE negotiates i
SA. As soon as the new SA is set up, itstafiect immediately and the old
one will be cleared automatically when it expires.

86400

t NA W& St | { Enter the private keynder thedCA | yd& | dziigdk dzi!K Sy G A &b G| Null
'AaSNY I YS Enter the usemame used fothed E ! tzfi K¢ | y R ladzd K& | Null
G eaJs
th 4a62NR Enter the mssword used fothed E ! dzii Kt { Y £ H d&RK $yED 1 Null
G eaJs
LT HfHOf Lt aSO p ¢dzazy Sty RHIJKEA R BBPI( 2{CRH IdA \tKES & LIS CGNT MG
aK2gy a4 0Stz200

A General Settings

Index

Enable

Description ‘

J
Gateway | | ®

Mode |Tunnel

Protocol |ESP
Local Subnet | | ®
Remote Subnet | | ®

v IKE Settings

A SA Settings

Encryption Algorithm [BDES
Authentication Algorithm [MDS
PFS Group |DHgroup2

SA Lifetime | 28800 | ®

DPD Interval |60 | ®

DPD Failures | 180 | ®

we¢ g, Dywo n miH
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LT OKBZ2AJINR (1202t (GKS gAyR26 2F {! {SiGldAy3da A& RAAL
Index |1 J
Enable m:]
Description | |
Gateway | | ®
Mode [Tunnel
protocol  [AH
Local Subnet | | ®
Remote Subnet | | ®
Authentication Algorithm  [MD5
PFS Group  |DHgroup2
SA Lifetime | 28800 | ®
DPD Interval |60 | ®
DPD Failures | 180 | @
Enable Compression Cm
Expert Options | | ®
{1 {SGiAay3a
LGSY 5Sa0ONRLINAZY 5S T dz
9 ONB LII ! f|{ St SOG FTNRY od5 9f{ ik &1 98 2vz yaESt SO| 059 {
Gt NP (Righé eéurity means more complex implementation and loy
speed. DES is enough to meet general requirements. Use 3DES when
confidentiality and security are required.
ldzi KSY GAOF{ St SOG 5P,BR Y | A2 2560r 6SHA2 512to be used irSA asp
I £ 32 NAR G K Y | negotiation.
t C{ DNRdzLJ|{ St S O (DHgFoNE YDHgroups, dOHgroup14, dDHgroup1s, DHgroup2
oDHgroup16, cdDHgroupl1 or dDHgroupl1@ to be used irBAnegotiation.
{1 [ ATSiA) Setthe IBec SAifetime. When negotiating set up $€c SAs, IKE uses the | 28800

smaller one between the lifetime set locally and the lifetime proposed by
the peer.

5t BY iSNDI {

Set the interval after which DPD is triggered if neetPprotected packets is
received from the peer. DPBDead peer detection. DPD irregularly deteg
dead IKE peers. When the local end sends setlpacket, DPD checks the
time the last IBec packet was received from the peer. If the time exceed
the DPD interval, it sends a DRé&llo to the peer. If the local end receives

60

we¢ g, Dywo n miH
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{1 {SGiAay3a

LGSY 5SAONRLIAZY 5S¥I d
no DPD acknowledgment within the DPD packet retransmission interva
retransmits the DPD hello. If the local end still receives no DPD
acknowledgment after having made the maximum number of
retransmission aempts, it considers the peer already dead, and clears tf
IKE SA and thedet SAs based on the IKE SA.

5t B A f dzNB § Set the timeout of DPDead Peer Detectipackets. 180

AdvancedSettings

9yl 6f S [/ 2] Click the toggle button tenable/disable this option. Enable tempress OFF
the inner headers of IP packets.

9 E LIS NIi h LJi Add more PPP configuration options hefi@mat: configdesc;configdesc, | Null
e.g. protostack=netkey;plutodebug=none

{GF G dza

¢KAa aSOUGA20A39d tlRkS RRIdEdaa2 2F GKS Lt asSO lddzyySt o

Goneral — o

» IPSec Tunnel Status

Index Description

Status Uptime

Epnd
' ASNJ) Oy dzLJ 2F R GKS - pnd OSNIATFAOFGSAE F2NJ GKS LtasSo
ceis) = rates =
A X509 Settings
Tunnel Name [Tunnel 1
Certificate Files [ Choose File | No file chosen ]ﬁ
A Certificate Files
Index File Name File Size Modification Time
Epnd
LGSY 532a0NRLIGA2Y 5571 dz
-pndp {SGiAay3a
¢Cdzy B S Choose a valitlnnel. ¢dzyy St

/S NJi ACTAA GBI

Clickon éChooseFiléé  lacatethe certificatefile from your computer, and
then import this file into your gateway.

The correct file format is displayed as follows:

@ca.crt

@remote.crt

@local.crt

@private.key

@crl.pem

Null
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Epnd
LGSY (55a0NRLIGA2ZY |55 F 1 dzt
/| SNIXAFAOIGS CAf Sa
LYRSE Indicate theordinal of the list. --
CAf Syl YS | Show the imported S NIi Asfiam® | (i S Q Null
CAt S { Al § Show the size of theertificate file Null
[ F &l a2 RA Show thetimestampof that the last time to modify the certificate file. Null

319+t Bh LISy £t b

tKAa aSOlAzy Ffft2ga e2dz G2 aSih LB @HLISAH 22008B y R2 G KB |-
F LILX A OF G A2y @KNIGdzATY LEINREBINDS (ySAiKey2AN dzS &  Fiz2Na AONES | ANy 3
AAUBAGS O2yySOGA2ya Ay NRdzi SR 2 NI ONK RABEROR v & dzi DA NIG

L2 Ady2d2 A vy i y2R2 AR K& 102y ySOlAz2yaod

hLSy +t b

OpenVPN Status x509

» Tunnel Settings
Index Enable Description Mode Protocol Server Address Interface Type

| +]
/ 14032 I RR (dzyhehbximuduitlsFERS GAYR26 Aa RAALI I eBSREF 1daa o
0KS ' dzi KSYy(iaORGXR WA GELIBBEGY2RS Aa

A General Settings

Index [ 1

Description [

Mode [Client

Protocol [UDP

Server Address [

Server Port | 1194

Interface Type [ TUN

Authentication Type [N one

Renegotiation Interval [86400

Keepalive Interval [ 20

ENUNRENY - B < RESRENE - || < |0

ONONONQY)

Keepalive Timeout [120

Enable Compression

Enable NAT [:m
[o

Bo

Verbose Level

we¢ Y, DywonmbH [ DYtmP dp>H AH ywoHl &
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A General Settings

A& RAA&LX | atSHat
Index [1 ]
Enable m

Description

Mode

Protocol

Server Address

Interface Type

Authentication Type

@

[
[
[
[
Server Port [ 1194
[
[
[

Local IP

Remote IP [10.8.0.2

< | < < | <
) S W— —

Keepalive Interval

Keepalive Timeout

)

Enable Compression

Enable NAT

Verbose Level [0

g
@
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A General Settings

Index
Enable
Description
Mode
Protocol

Server Address

(1

)

g

— —
c
O
o

- oo
U e L) L

Server Port [ 1194
Interface Type [TUN
Authentication Type [Preshared ®
Encrypt Algorithm [BF
Renegotiation Interval [ 86400 ®
Keepalive Interval [20 @
Keepalive Timeout [ 120 @

Enable Compression
Enable NAT

Verbose Level

OFF

s

—
o

&
@

.{
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- General Settings

Index [1 ]

Enable m

Description [

Mode [Client

Protocol [UDP

Server Address [

Server Port [ 1194

Interface Type [TU N

&3 < ] < 88
L L -

Authentication Type [Password ®
Username [
Password [
Encrypt Algorithm [BF
Renegotiation Interval [86400 ] @
Keepalive Interval [20 ] ®
Keepalive Timeout [120 ] ®

Enable Compression m:]
Enable NAT m
(0

Verbose Level

Boe

we¢ Yy, DywonmbH [ DYytmod dp>H AH yguoHml &
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A General Settings

Index
Enable

Description

]

o

[

]

Mode [Client

Protocol  [UDP

Server Address | ]

Server Port 1194 ]

Interface Type |TUN
Authentication Type | X509CA ®

Encrypt Algorithm  [BF
Renegotiation Interval [86400 ] ®@
Keepalive Interval [20 ] ®
Keepalive Timeout | 120 ] ®

Private Key Password
Enable Compression
Enable NAT

Verbose Level

Y

—

OFF

ILs

Boe

%

6 deB K S YOKRQRANAY 6 & LI
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A General Settings

B
Lon B

Description [

J

Index

Enable

Mode [Client

Protocol | UDP

Server Address |

Server Port [ 1194

]

B

|

(Tun

| xs09CA Password ®
| I|

I
=

Interface Type

Authentication Type

Username

Password

Encrypt Algorithm

Renegotiation Interval ] @
Keepalive Interval I ®
Keepalive Timeout I @

Private Key Password

Enable Compression

Enable NAT

|

[

(eF

86400

| 20

[ 120

\
on
[ 3
lo

Verbose Level

Bo

@ robustel

o1l Rds BKS yI QKR AVEA VAl GA2Y

DSy §NSFifim yraaSy £t b

LGSY 5SEO0ONRLIIAZY 5S¥I dzf G
LYRSE Indicate the ordinal of the list. --
9yl ot S Click the toggle button to enable/disable this OpenVPN tunnel. hb
5S & ONX LJG A 2| Enter a description for this OpenVPN tunnel. bdzt €
az2RS SelectF NP Y drdht ESyié o I £t ASYyi
t N2PG20O2f Selectfromi | 5,00 & # t A SryiTCEServeé ® I 5t
{ SNIPBRIMNE & 3 Enter the enedto-end IP address or the domain of the remote OpenVi b dzf f
server.
{ S NI?5 N Enter the endo-end listener port or the listening port of the OpenVP| m m dpn
server.
LY iSNFLI®DS |Selectfromi ¢ | dré ¢!t é¢ gKAOK I NB Gg2 R|¢! b
interface for OpenVPN. The difference between TUN and TAP devic
that a TUN device is a po#u-point virtual deviceon network whilea
TAP device is a virtual devioe Ethernet
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LGSY

S NA LIGA 2y

58S FI dzZ

| dzi K Sy &R QY

a
f SOG FTNBY dab2ySés at NBaKFNBR
d3462NRE D
Note:& b 2&f y R
with P2P mode.

5 e)
{StS
tlaa

G t NBuihéntichtiBh R/ge are onlyworking

b2y$

FASNY I YS

Entertheusey  YS dza SR F2NJ at I 24362 NR¢E
authenticationtype.

b dzf €

ag2NR

QX

Enter the mssword usedfodt t | 8462 NRé 2 NJ & -

authenticationtype.

pn

b dzf €

[ 201t Lt

Enterthe local virtual IP.

MOy dn o

wSY2idS Lt

Enter the remote virtual IP.

MOy dn o

9 y ONE 132 NX

{ St SO

a! 9{ HpcEé D

- BF: Usd 28-bit BFencryptionalgorithm in CBC mode
DES: Usé4-bit DES=ncryptionalgorithm in CBC mode
DESEDE3: Us&92-bit SDESncryptionalgorithm in CBC mode
AES128: UsE?28-bit AESncryptionalgorithm in CBC mode
AES192: UsE92-bit AESencryptionalgorithm in CBC mode
AES256: Useh6-bit AESncryptionalgorithm in CBC mode

FNEY @500F 3q B8 {94 MeyES{ | .

wSyS32aAl (
Ly idSNDI ¢

Set the renegotiation interval. If connection failed, OpenVPN wiill
renegotiate when the renegotiation interval reached.

ycnnn

Y S S LIL iy i @813

Set keepalivéping)interval to check if the tunnel is active.

H N

YSSLItANBE

Set the keepalive timeout.riggerOpenVPN restarfter n seconds pas
without reception of a ping or other packet from remote.

MH N

t NAGlI S Y4

Enter the private key password uadthe 6X509CAand dX509CA
Password authentication type.

b dzf €

oyl oftsS /2

Click the toggle button to enable/disable this optionaBle to
compress the data streawof the header.

hb

9yolt § b! ¢

Click the toggle button tenable/disable the NAT option. When
enabled,the source IP address of host behgettewaywill be disguised
before accessing the remote OpenVPN client.

hCC

(V)
—
rn

Select the level of the output log and values from 0 to 11.
0: No output except fatagrrors
1~4: Normal usage range
5: Output R and W characters to the console for each packet re
and write

6~ 11: Debug info range
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» Advanced Settings

Enable HMAC Firewall
Enable PKCS#12

Enable nsCertType

gug

| ®

Expert Options

@ robustel

ROl  GSIRM ynaldSy =t b

LGSY 5SEAONRLIAZY 5S¥FI d

9y b& B/ CA|Click the toggle button to enable/disable this optidxdd an additional hCC
layer of HMAC authentication on top of the TLS control channel to prot
against DoS attacks.

9y | ¥ K{ | mH| Click the toggle button to enable/disable the PKCS#12 certifittasean hCC
exchange of digital certificate encryption standard, used to describe
personal identity information.

9y | ¥ &6 S NI ¢ Click the toggle button to enable/disable nsCertTyRequire that peer | h CC
certificate was signed with an explicit nsCertType designation of "serve

9 E LIS NIi h LJ| Enter some other options of OpenVPN in this field. Eagitessiorcan be | b dzf €
separated by &0

{ G Gdza

tKAA aSOuA2y +tt2¢a &82dz 02 OASe (GKS adl (dza

» OpenVPN Tunnel Status

Index Description

Status Uptime Local IP

Epnd

2F (KS h

' A8NI OFy dzld 2F R GKS -pndp OSNIATFTAOFGSAa F2NJ GKS hLSy+

p— Saue oo

A X509 Settings

Tunnel Name [Tunnel 1

Certificate Files [ No file chosen ]ﬁ

A Certificate Files

Index File Name File Size Modification Time
Epndg
LGSY [55a0NRLIGAZY 5571 d
-pABUGUGAYTA
¢dzy B S ‘ Choose a valid tunnel. ‘ ¢dzyy S
we¢ Y, DywonmbH [ DYtmP dp>H AH yegmoHrl &
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I S NIi ACPAAf GBl-al Clickon dChoose File lacatethe certificatefile from your computer, and | Null
then import this file into your gateway.

The correct file format is displayed as follows:
@ca.crt

@remote.crt

@local.crt

@private.key

@crl.pem

@client.pl2

I SNIATFTAOIGS CAf Sa

LYRSE Indicate the ordinal of the list. --

CAf Syl YS | Showtheimportedd S NI Zsfdm@® (i S Q Null
CAt S { Al S| Show the size of theertificate file Null
[ F&@#RA F A Ol Show thetimestampof that the last time to modify the certificate file. Null

320ttbh B Dw9

L An L A

tKAa aSOlAzy lOviRypRy (eKk2Sdz NIt | aiSSIRS GLB SNI w2SdiiSANVEID 9 y O LJA dzf
Gdzy y St A yEK ILIEROD2YDHdzE A RS P65 Nx SHNENE F2BAR & S I2O0NIB Az i f Ay
2 @S NIYIIY NY S St B2 N @2 €

Dw9

GRE

» Tunnel Settings

Index Enable Description Remote IP Address +

/{1452 | RR (i dayhe@naximar®dudt s §.3 &

» Tunnel Settings

Index

Enable

Description

Remote IP Address

Local Virtual IP Address

Local Virtual Netmask

Remote Virtual IP Address

Enable Default Route

Enable NAT

Secrets

LU

we¢ Y, DywonmbH [ DYtmP dp>H AH dbrvo e
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https://en.wikipedia.org/wiki/Point-to-point_(telecommunications)
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¢CdzyySt {BwigiAy3aa X
LGSY 5SEAONRLIAZY 5S¥I ¢
LYRSE Indicate the ordinal of the list. -
9yl ot S Click the toggle button to enable/disable this GRnel. h b
5S4 ONX LJG A 2 y | Enter a description for thi§REunnel. bdzt f
wSY20GS Lt ! |Settheremote real IP addressf the GRE tunnel. b dzf f
[ 20 f + RRIN&E| Set thelocalvirtual IPaddressof the GRE tunnel. b dzf f
[ 201 £ + A NI dz Setthe local virtual Netmask of the GRE tunnel. b dzf
w S Y 2t/ BIi dzIRER N| Setthe remote virtual IPAddressof the GRE tunnel. b dzf f
9yl 6f S 5STI |Click the toggle button to enable/disable this option. When enabled, a h C C
the traffics of the gateway will go through the GRE VPN.
9ylFo6fS b!¢ Click the toggle button to enable/disable shbption.This option mustbe | h CC
enabled when gateway under NAT environment.
{ SONB I & Setthe key ofthe GREunnel. b dzf f

{ G G dza

tKAa aSOlAzy Ffft2¢a &2dz G2 OASe (GKS adGrddza 2F Dw9

Status

» GRE tunnel status

Index Description Status Local IP Address Remote IP Address Uptime

34t 23 LI N YSGSN
D& I3+ i R € ASIFISAIYS

ax
U» ¢
Z @

Syslog

» Syslog Settings

Enable m:]

Syslog Level | Debug

Save Position |:RAM @

Log to Remote Cm ©)

we¢ Y, DywonmbH [ DYtmP dp>H AH ol &
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- Syslog Settings

Syslog Level | Debug

Save Position [RAM @

Log to Remote m:] @
Add Identifier Cm @

Remote IP Address | |

Remote Port | 514 |

A~ Z

({eaf&@iAyIa

LGSY 5SEAO0ONRLIGAZY 5S¥I

ol ofS dick the toggle button to enable/disable the Syslog settings option. hCC

{ 825F [ SOS| SelectfoY ébbigg >nfoél E otideb T ardiiAgE or & @oré, which fromlowto |5 S 6 dz
high

Note: Thelower level will output more syslog in detsil
{Fr@S t2aN{StSO0 GKS a&lRAE MIMOANGONDI¢ ABAS@RAMGThe |w! a
datawill be cleared after reboot.

Note: It's not recommended thayou savesyslog to NVM for a long time.
[ 23 G2 wS§ Click the toggle button to enable/disable this opti@nable to allow gateway | h CC
sending syslog to the remote syslog server. You need to enter the IP and P
the syslogserver.

I RR L RSy (i Click the toggle button to enable/disable this option. When enabled, youddrl h C C
serial number to syslog messagéich used for loading Syslog to RobustLink.
S L t| Enter the IP address of syslog server when enablingithg to Remotéoption. | b dzf f
S t 2 Enter the port of syslog server when enabling theg to Remot&option. p MM

3.22{ S NIF\ OS@S vy i

tKAa aSO0A2Y |PDELHAI ¥BESHE oaSh (@MNSE LINPIARSE Iy | oAt
6KSY OSNIFAYy &2adSY S0Syda 200dND
Event Notification Query

» General Settings

Signal Quality Threshold |O | @
DSySN:t {SddAy3a x 908y
LGSY 5SEAONRLINAZY 5S¥I
{AIylf vdzt|{Si GKS KNBaKDIK SHaRE \adNRyH 35S %Sy n
0KS I Oldz f SiamkNIASOIRRKWVEREIRK 2SR v &
GKAEG 2LIA2Y D
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» Event Notification Group Settings

Index Description Send SMS Send Email Save to NVM +

I fl4+ddzid2y 6 @AY VST SNA

Notification
~ General Settings

Index i

Description

Send SMS
Phone Number @

Send Email
Email Addresses @

Save to NVM

A Event Selection @

System Startup

likil

System Reboot

System Time Update
Configuration Change
Cellular Network Type Change
Cellular Data Stats Clear
Cellular Data Traffic Overflow
Poor Signal Quality

Link Switching

WAN Up

WAN Down

WWAN Up

WWAN Down

IPSec Connection Up

IPSec Connection Down
OpenVPN Connection Up
OpenVPN Connection Down
LAN Port Link Up

LAN Port Link Down

USB Device Connect

USB Device Remove

DDNS Update Success
DDNS Update Fail

Received SMS

SMS Command Execute

DI 1 ON

DI 1 OFF

DI 1 Counter Overflow

DI 2 ON

DI 2 OFF

DI 2 Counter Overflow

CEEELERRERREPEEEEEEEREEE P
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DSYSNIt HpQGANFYDAGR2Y

LGSY 5SAaO0ONRALIGAZY 5S¥I ¢
Yy RSE LYRAOI(GS G(G(KS 2NRAYyIlIf 2F GKS fAradoe |-

5 S & ONXR LJi Enter a description for thigroup. bdzt f

{ Sy a({ /| £t A01 GKS (G233tS o6dziG2y G2 Sylof SkREhcCC

Attt aSYR y20ATAOIGAZ2Y (G2 G(KS aLISOA

0KS NERIySES e NI { S NIEa©Eza QF 29 EISAT N

t K2y S Db

number.
9y i SNK20yKSS yhdzE & BWSFRIEWDS y i Yy 2!08F A0 &S ¥
G2 aSLINIXGS SIFOK ydzyo SN

b dzt €

{SYR 9YlI

/| £A01 GKS G233tS odzidzy G2 Sylof SkE
Attt aSYR y20ATAOIGAZ2Y (G2 G(KS aLISOA
NBf ISR Sxidu n RFENNBEREOSa B 9 Y Af

hCC

OYI At !

9y USN) UKRRNBYalrarsta dzaSR T2 NJ NBOSAQAyY3
aSLI N UGS SIFOK I RRNBaao

b dzf €

{1 @S G2 |/ tA01 GKS (233tS odziGz2y (23153 0SBXyWhCC
y2y @2t 0t S YSY2NE

Ly GKS F2it26Ay3 gAVR2BEe 2T OUF[ELSIiNE OigtNIE2 dFAIGI S NS |

ONIEERi2 Ot SINI GKS S@Syid NBO2NRA Ay (KS gAyR260

Event

— = ]

» Event Details

Save Position | RAM

Filtering | |

Oct
Ot
Gt
Oct

11 15:40: 39, swvztem startup

11 15:40:41, LAN port lirk wp, ethl

11 15:41:21, WWAN (cellular) up, WWAN1, ip=10.244. 165,242
11 15:41:33, =wvstem time update

we¢ Y, DywonmbH [ DYtmP dp>H AH

dbrvo &
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9 SHSIi I At &
LGSY 5SAaO0ONRALIGAZY 5S¥I ¢
{ I @S t 2 3 Select theevent<ksave positiorirom GRAME or dNVME. w! a
RAM: Rndomaccess memory
NVM:Non-Volatile Memory

CAtGSNI 9y iSNI GKS FAEGSNAY3I YSaal3aS olawSRBEEDbdzA €
odziG2yz GKS FAEGSNBR SOSy il @éniatSLs NI
Y2NB GGKFy 2yS TA{G098mYSZFEAAISHBHIZOK

323{ SNWAOSAE B be¢t

& aSOolAzy IINEf26@ES R 2bde ti 26 kaSillin ANES GSRET dzRRYi 2 Ok WS |
¢t { SNISN®

Status

- Timezone Settings

Time Zone |UTC+08:GG

Expert Setting | | @

» NTP Client Settings

Enable m:]

Primary NTP Server | pool.ntp.org |

Secondary NTP Server | |

NTP Update Interval | 0 | @

» NTP Server Settings

Enable Cm
b ¢t
LGSY (5534 0NRLIGAZY |55 ¥ dzt
¢CAYSTi2yS {SiliidAay3a

¢ A WSy S Click the drop dowlist to ®lectthe time zoneyou are in. ¢/ bn
QELINI {SG{LSOATe GKS GAYS T2yS 6AGK 51 &fbdzf ¢
BFNRFOES F2NX¥YIGDP ¢KS ¢AYS ®w2yS
be¢et /EASyd {Stidray3a
9yl ot S Clickthe toggle button toenable/disable this option. Enable to hb
synchronize timeavith the NTP server.
t NAYIENE Dbe¢/9YGESNI LINAYFNE be¢t {SNBSNDRa Lt HLR2ft oy
{ SO2yRINE [9y(GSN)I aSO2yRI NE b ¢cdomajn®aMdd.SNIDa Lt b dzf f
b ¢kt LIRIAYS SN Enterthe intervabr A y deyr&ronizing theNTP client timavith the n
b ¢t asSNNdtEsNugit for next updateand0 means update only
once.

be¢t {SNIBSNI {SiidAy3a
9yl of S | Clickthe toggle button toenablddisablethe NTP serveoption. | hCC
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CKA&A GAYR2¢ lff2sa &2dz (12 OrAdeyOKAERGAUNBEPGIELD S YSE®
odziitizy (2 &daeyOKNBYAlI S@wkS I+ dSste GAYS sAGK GKS t/

System Time 2017-10-11 16:56:27

PCTime 2017-10-11 16:58:16 m

Last Update Time 2017-10-11 15:41:33

3.24{ S NIFH\ O[Sai{

tKAa aSOlAzy |ff2¢aDed&pdRLIa BT
RSa b

O2yTAAdz2NBE G(KSANI ICea 8B NVREABLORS

SMS SMS Testing

f & & LIV MO B4 ©RE SO Nt |
AY B a@ezf 4 {ad{ /WESAENRER

~ SMS Management Settings

Enable m:]

Authentication Type |Password @

Phone Number | | @

{af@ltyl3asySyd {Sddray3a

LGSY 5 S aLAINIA2 v 5S¥I ¢
9yl ot S Click he toggle button teenablddisable theSMSVianagement option hb

Note: If this option is disabled, the SMS configuration is invalid.
I dzl KSy (i A O| SlectAuthentication Typdrom dPassword, Phonenung or 6Botg. taag

PasswordUse the same username and password as WEB manager fq
authentication For example, the format of the SMS shouldbsername:
password; cmdl; cmdX €

Note: Set the WEB manager passwor@ystem > User Management
section.

t K2y SYyadsy YQKSY y dz¥ @ SINJ- dzd B § ¥ (i AagKR2ddE
a S (i PhipelSumber that isallowed for SMS managemert K S~ F 2
2T (KS { adOYRKTIAGR RH T

C20KY | A8 A @RYNIRK Sy S aeMiki KSy A D
& K 2 dz68 R PhioielSumber thatis allowed for SMS managemertk S
F2NXEFG 2F OKSBzASANY | ¥FSXdzILR aEEXENR T
t K2lyd&Y 6 S NJ| Se the phonenumber used foSMS managemenanduse$¥ i 2 & S LJ-| b dzf €
number.

Note: It can be null when choos®assword as the authentication type.

we¢ Y, DywonmbH [ DYtmP dp>H AH dhevorl &
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'aSNI Oy (Sal (KXSUMENBY(G I paft EENBADYE (GKAa aSOGA2yd

» SMS Testing

Phone Number

Message

Result

{agSadAry3
LGSY 5SAO0ONRLIIAZY 5S¥I ¢
t K2y S b df Enter the specified phone number which aaceivethe SMS from gateway. b dzt t
aSaal 3S | Enterthe message that gateway will send it to the specified phone number. | b dzf €
wS & dzt The result of the SMS test will be displayed in the result box. b dzf €
[ send | Click the button to send the test message. -

325{ SNWAOSAE B 9YI Af

9YIAf TFdzyOilArzy &dzlRNIE (2 &SyR (KS S$@Syid y20ATAONG

» Email Settings
Enable TLS/SSL Cm @

Outgeing Server

Server Port

Timeout

Username

Password

From

S SR R SR R SR R S R SR A

Subject

QYHASGOAY A
LGSY 5SaO0ONRLIIAZY 5STI
9y oft Click he toggle button toenablddisablethe Emailoption. hCC
9Y I 0f ¢ | Click the toggle button to enable/disable the TLS/SSL option. hCC

|
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IYIHAZGGA Y I&

LGSY 5SAaO0ONRALIGAZY 5S¥I
h dzi 3 2 A y 3| Enter the SMTP server IP Address or domain name. b dzf
{ SNIIS NJ LJ Enter the SMTP server port. H P

¢CAYS2dzi [{ SKREGE GAYS F2NJ aSyRAy3a SYILAt G2 {{mn
NEOSA®S GKS SYIFAt 2@0SNJ GKAA GAYSI

PASNY I YS9yl NI dea SNY I YS 6KAOK KF& 0SSy NBIAAZDbdA ¢
tFaag2NR 9y IS LD & Higka3WR NF 16 2ds S b dzf €
CNR2Y QY GEHJ &2 dzZNDOS | RRNBaa 2F (GKS SYIFAf & |bdz €
{d2o2S0O0 |9y (edJ didzo2SOG 2F GKAA SYIFAf D b dzf ¢

3.26{ SNWAOS& B 55bDb{

tKAa aSOlAzy Fftf2g6a & ZdeDinAmiGDEIS furictiorSalldvs o to dlidis Ndyvasit IS NB ©
address to a statidomain nameallows you whose ISP does not assign them a static IP address to use a domain
name. This is especially useful for hosting servers via your connection, so that arigbimg to connect to you may

use your domain name, rather than having to use your dynamic IP address, which changes from time to time. This
dynamic IP address is the WAN IP address of the gateway, which is assigned to you by §dkir3SPa S NIZNJIO S
RSTIrdebagshgla akK2ey o0St260

~ DDNS Settings

Service Provider |D\;nDNS

Hostname |

Username | |

Password |

2 KSW dza 62 IYNIDIA OS LINPGARSNI OK2aS8Sys GKS 6AYyR26 A& RAALX

»~ DDNS Settings

Service Provider |Cust0m |

URL | |

55b{{SGUAYya

Item Description 5ST¥I dz G
Enable dickthe toggle button tcenablddisablethe DDNSption. hCC
ServiceProvider {St SO0 GKS 55b{ akcNIEDIERTARIY | DynDNS

G/ dza i 2 Yé
Note:(i KS BSWNPY¥OE Oy o06S dzaSR | ¥
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/| 2NNBaLR2yRAY3ID aSNWBAOS LINRJARS
Hosthame Enter thehostnameprovided bythe DDNS server b dzf f
Username Enter the usernamerovided bythe DDNS server b dzf f
Password Enter the passworgrovided bythe DDNS server. b dzf f
URL Enter the URL customized by user. b dzf f

[t KQilléddzNI G2 OASe (GKS aitlddza 2F GKS 55b{®

Status Disabled

Last Update Time

55b{ {dF (dza
LGSY 5820NRLIGAZY
{ G Gdza Display the current status of the DDNS.
[ Fad ! LIRI G 9 Display the date and time for the DDNS was last updated successfully.

327{ SNOAOS&a B {{]

DI GS6le& adllNIa {{!| LBaagadRiadO0S5a yR aSONB

Enable m:]

port |22

Disable Password Logins Cm

({1 {StdAry3a
LGSY 5SaONRLIIAZY 5S¥I
9yl ot S / £tA01 GKS G233tS odzidzy (G2 Sylof|hb
I 00Saa GKS 3ALGSsre QAL {{I @
t 2 NI Set the port of the SSH access. HH

5A&l 6f S t I § Click the toggle button to enable/disable this option. Wheerabled, you hCC
cannot use username and password to access the gateway via SSH. In
case, only the key can be used for login.

A~ Import Authorized Keys

Authorized Keys “ Choose File '1 No file chosen ]m

we¢ Y, DywonmbH [ DYtmP dp>H AH dhegmo &
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LYLZNI ! dzik2NAT SR YSeéa

LGSY 5SAaO0ONRALIGA2ZY

I dzil K2 NA T SR VY| ClickonéChoose File Idcate anauthorized keyfrom your computer, and then
Ot AO1 &L YL} Ndyéntojycbr gatewhy2 NI G KA &
b2¥S¢KAA 2LIA2Y A& OHfAR 6KSYy Sylot

3.28{ SNWAOSAa B Dt {

U))

tKAad aSOlAzy Ith{ZééélS]lLElhBWSlu'z‘Sl\lésm

GPS Status

» General Settings

Enable GPS

o

Sync GPS Time

~ RS232 Report Settings

Report to RS232

Report GGA Sentence

Report VTG Sentence

Report RMC Sentence

Report GSV Sentence

LEEE

Index Enable Protocol Local Address Local Port Server Address Server Port +
Dt {
LGSY [55a0NRLIGAZY |55F I dz
DSYSN}Yt {SGaGAy3a
Enable GPS Click the toggle button to enable/disable the GPS option. hCC
Sync GPS Time hCC
w{HOH WwWSLEZNIL {SidAiy3a

Report to RS232 Submit the GPS information via RS232. hCC
Report GGA Sentencq Submit the GGMformation. hCC
Report VTG Sentence Submit the VTG information. hCC
Report RMC Sentencg Submit the RMC information. hCC
Report GSV Sentence Submit the GSV information. hCC

we¢ Y, DywonmbH [ DYtmP dpzH AH MK o & | &
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» Server Settings
! ]

Index

Enable

:

Protocol TCP Client

Server Address

Server Port

Send GGA Sentence

Send VTG Sentence

Send RMC Sentence

Send GSV Sentence

LEE

¢tKS gAYR26 A& RAALI ISR SINDSINGT A KSOKBFIOR22HPAY I Gc¢/t

A Server Settings
1 ]

Index

Enable

g

Protocol

Local Address

TCP Server n
l
l

Local Port

Send GGA Sentence

Send VTG Sentence

Send RMC Sentence

Send GSV Sentence

LI

¢tKS G6AYR26 A& RAALI I &STF & oK AINRKSYO2GKI2 2a Ay 3 a

! )

Index

Enable

Protocol

Server Address

Server Port

[
l
l

Send GGA Sentence

Send VTG Sentence

Send RMC Sentence

gEEE | |

Send GSV Sentence

we¢ Yy, DywonmbH [ DYytmod dp>H AH M KM O & | &
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{ SNBSNJ { SidAay3a

LGSY 58O0NRLIGAZY 5S¥I dz

Index Indicate the ordinal of the list. --

Enable Click the toggle button to enable/disable the GPS server hb
settings.

Protocol Select fromdTCP Cliest 6TCP Servéor dUDRE. ¢/t ASyY

Server Address {SGlIRR8Baa 2F GKS ¢/t [/ fASybdz

@/t ASyl

Server Port {SG GKS LER2NI 2F (GKS NBY23GS |[bd f

@/t ASyl

Local Address {SG GKS t20Fcf | RRNBaa o¢KSy |bdz

Local Port {Si GKS t20If LR2NI ¢6KSYy (K$bdz f

Server Addres@ UDP|{ S0 (G KS | RRN’&aa 2F G(KS ¢/t |bdf ¢

Server Port@ UDP Set the port of the remote TCP Server. b dzt €

Send GGA Sentence | Send GGA information in NMEA format. hCC

Send VTG Sentence | Send VTG information in NMEA format. hCC

Send RMC Sentence | Send RMC information in NMEA format. hCC

Send GSV Sentence | Send GSV information in NMEA format. hCC

“ A

I £ AOq GGekDBA dzYy G2 OASe (K OdzNNBy G adl ddzao

» GPS Status

Status Mot Fixed
UTC Time 2017-09-15 07:18:23
Last Fixed Time 2017-09-14 12:36:58 UTC
Satellites In Use 4
Satellites In View 12
Latitude 23.1534988
Longitude 113.4013826
Altitude 29.0 m

Speed 1.947 m/s

Dt { { GF Gdz

LGSY 5SAO0ONRALIA2ZY

Status Show the GPS Status. GPS statysOf dzR S &8 HaSb BEICGE € C A E ¢
UTC Time Show the UTC of satellites, which is world unified time, not local time.

Last Fixe Time Show the laspositioning time

Satellites In Use | Show the satellitgjuantity in use.

Satellites In View | Show the satellitgjuantityin view.

Latitude Show thelatitude status of gateway.
Longitude Show thelongitude status of gateway.
Altitude Show thealtitude status of gateway.
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Dt { { GF §dz
LGSY 5SAaO0ONRALIGAZY
Speed Show thehorizontalspeed of gateway.
/| t BG40 2ft dzvy (2 @GAS¢ GKS OdNNByld t20FGA2y 2F GKS 3l
& s :
5 | " irg Zn‘-}:n e 0
. : L . / Sl & 2
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329{ SNPAOSa B 2806 { SNBSNJ
CtKAA aSOGA2Yy ltt26a &268002SNPBRANPE (KS LI NIYSGISNBA 27F

» General Settings

HTTP Port |80

| ®
| ®

HTTPS Port | 443

DSYSNI t XgSoif pHIDSNI

LGSY 5840NALIGAZY ST

| ¢ ¢t t 2 NI | Enterthe HTTP port number you want to changgatewayQd 2 So6 { Jy n
aWebservell2 NI yn A& GKS LRNI dKIFG GK
NEOSAGBS FNRBY | 2S5S06 OfASydGdod LF &2dz
ydzYo SNJ SEOS LI ynz 2yii&SyR &EGHIER
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2850 { SNIISN

l¢ct{ t2NJ

Enter the HTTPS port number you want to changgateway @ 2 So  {
aWebserve 2 NI nno A& GKS LIR2NI GKFG @
NEOSABS FNRBY | 2506 OfASyiGdod LF &2dz
ydzYo SNJ SEOSRREA yid o &K I2 ¥l el yKJIi & 32dERGISN
2806 { SNIISN

b2¥S1¢¢t{ A& Y2NB &aSOdz2NB (KIy 1 ¢¢
SEOKIyYy3aAy3a O2yFARSYGALIT AYF2NNIGA
2NRSNJ (2 LINBOSYy(l dzxBdziB2HRYSRI EOO
bSGAO0FLIS O2NLIRN} A2y G2 Ftft26 | dzi

nno

¢tKAa aSOlA2y IHIKEEHNA FoR 8IS0 KSLBANGSG e o

- Import Certificate

Import Type [CA

HTTPS Certificate [\ Choose File | No file chosen ]m

LYLR2NIG / SNIGAFTAOIGS

LGiSY 53a0NRLIGAZY

Y LJ2 NIi ¢ & Select fromdCA anddPrivate Keg.

CA: a digital certificate issued by CA center
Private Key: arivatekey file

| ¢ ¢t { / S|ClickondChoose File ldcatethe certificatefile from your computer, and then
Oft AO0] GLYLRNI ¢ ovioRrgdteway2 NI G KA& FAES

3.30{ SNIZA

0Sa B ! ROl YOSR

¢KAa aSO0GA2y IHiR@oyA0BRNE ViRl SINBI® (K S

System Reboot

- System Settings

Device Name [router l @

User LED Type [None B @

- System Settings

Device Name |router | @

User LED Type [None @

we¢ g, Dywo n miH
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{eatSy {Saiday3a
LGSY 5SAaO0ONRALIGAZY 5S¥I ¢
5S@A0OS bl Setthe device name to distinguish different devices you have instalait! 3 GS¢
charactersarea-z, AZ, 09, @, .;, #, $,and*.
' A SNJ [ 95| Yecify the display type of youSRLED Select froméNonet, cOpenVP s or b2yS
APSe¢€.
None:Meaningless indication, and the LED is off
OpenVPNUSR indicator showing ti@penVPNtatus
IP*=c USR indicator showing the IPstatus
Note: For more details about USR indicator, 822 LED Indicatoés
» Periodic Reboot Settings
Periodic Reboot |O | @
Daily Reboot Time | | @
t SNA2RAO wSo22i0 {SiGlAy3a
LGSY 5SAONRLINAZY 5S¥I ¢
t SNA2RAO |[{ Si SioRSBINA 2R 2F ni S| Jad RAlagd f S
5 Af & wS g Setthe dailyeboottime of the gateway. & should followthe formatasl 1Y | b dzf €

a a X H & tfne frame, otherwisethe data will be invalidS I @S A (
RA&®MOt S

S

we¢ g, Dywo n miH
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3.31{ & & HS ¥ 0 dz3

@(
pu

CKAad aSO0GAz2y |ff2¢a ErRSEAT2IORSAT Alf v

syslog

A Syslog Details

Log Level | Debug

Filtering | | @
Oct 1T TE:d6: 28 router user. debug Iink _manager [T3Z]: recv action ping_success from rping
Oct 11 16:46:28 router user. debug lirk mamager [T32]: target link WWAN1, state Cormected
Oct 11 16:46: 28 router user. info link manager [T32]: WAN! ping test success
Oct 11 16:51:28 router user. debug link mamager [T32]: WWANL (wwan) start ping test
Oct 11 16:61: 28 router uszer. debug rping [2977]: =tart ping 8 8.8.8 (wwan)
Oct 11 16:51:29 router user. debug rping [2977]: PING B8.8.8.8 ( Bl from 10. 244, 165.242: 16 data bytes
Oct 11 16:51:29 router user. debug rping[2977]: 24 bytes from 8 geq=0 tt1=248 time=183. 7759 m=
Oct 11 16:61:29 router uszer. debug rping [2977] :
Oct 11 16:51:29 router user. debug rping [2877]: ——— B8.8.8. 8 ping statistics —
Oct 11 18:51:29 router user. debuz rping [2977]: | packets transmitted, 1| packetz receiwed, 0% packet lozs
Oct 11 16:51:29 router user. debug rping [2977]: romd—trip mindaweg/max = 183 776183, 775/ 183. 775 m=
Oct 11 16:51:28 router user. debug link_manager [T32]: recv action ping_success from rping
Oct 11 16:61:29 router user. debug link manager [T32]: target link WWaN1, =state Cornected
Oct 11 16:51:29 router user. info link manager [T32]: WWANL ping test success
Oct 11 16:86: 29 router uszer. debuz link manager [T32]: WWAND (wwan) start ping test
Oct 11 16:56:29 router user. debug rping[3105]: start ping 8 8.8.8 (wwan)
Oct 11 16:56:29 router user. debug rping [3108]: PIN: 8.8.8.8 (8. 8.8.8) from 10,244, 165.242; 16 data bytes
Oct 11 16:86: 29 router uszer. debug rping [3108]: 24 bytes from 8 8.58.8: =zeq=0 tt1=248 time=179. 991 m=
Oct 11 16:568: 28 router user. debug rping [3108]:
Oct 11 16:56:29 router user. debug rping[3105]: -—- 8.8.8. 8 ping statistics -—
Oct 11 16:56: 29 router user. debug rping [3108]: | packets transmitted, 1 packets receiwed, 0% packet loss
Oct 11 16:86: 29 router uszer. debug rping [3108]: romd—trip mindaweg/mae = 179.991/179. 991179, 991 m=
Oct 11 16:56:29 router user. debug link_manager [T32]: recv action ping_succesz from rping
Oct 11 16:56:29 router user.debug lirk manmager [T32]: target link WWANL, =state Connected
Oct 11 16:86: 29 router uzer. info link manager [T32]: WANI ping test success

[f'\-1anuaIF€efresh m

[
8. 8.8,

» Syslog Files

Index File Name File Size Modification Time

1 messages 26328 Wed Oct 11 16:56:29 2017 a8

A System Diagnostic Data

System Diagnostic Data
System Diagnostic Data

26yt 2R

{eaft23
LGSY [553a0NRLIGA2ZY 5571 d
{eaft23 5SGFAf a

[ 23 [ SOS| SelectfoY ébhig Infoé E otiGeb = amié2Zrrot€9 ¢ K A Odwtohibk Y 5 S 6 dz3
Thelower level will output more syslog in detail.

CAf OSNAY|9YUiSNI G§KS FAfGSNAY3I YSa@mdimaSS Lok NES| bdzt €
GKIFYy 2yS FAf G SN aYES2NR VSRS 2a0d2ONKR HE &

Refresh { St SOMartdlRe¥festid p { SO2Yy RaE 200802 ¢rBRDA al vy dz- |
{ S 02 yeusah select teseintervalsto refresh the log informatiomlisplayed | w S ¥ NB
in the follow box If selectingimanual refresk, you should click the refresh
button to refresh the syslog.

[ Clear | /£t A0l GKS odzidi2y G2 OfSFHN GKS agaf-
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= |/t A01 GKS odziGi2y (2 NBFTNBAaK (KS &4-
{éafz23 CAfSa
{eatz23 c|Li Oly aKz2e¢ G Yz2ald pyadersdt NI ywEDSt 3F] --
Gx¥Saalr3asS no ''yR (GKS yS¢gSait aeaftz23
{@a0GSY 5Al3y2aiy3d 511Gt
[ Generate] IEA0] (2 3ISYSNIGS GKS aeatz3 RAFAy| -
[Download] If Al R2 éefadilSRr RAWIy2aAiay3dI FAfS -

3.32{ 2 a{HSKIRIGS

CKAEA aSOGA2YyaANMIRKSESS & ANYdzl NB @&F) 88520d3\NY I (! IR Ieids / i DR D
20 K22 a8 2CX 20K 0SS GKS FTANXNSGENB FAf S (TRANIVSS | dkBS R | T2 N S
Of BAIREGS aGF NI (GKS dzLJANILRE O9NBOY2 20 (¢ RS @IBSINRSE YAy
DIFGSgFe Rd2NAYy3a GKS FANNGEFNB dzLJANF RS LINROSaao

b2a2¥S¢2 | O0Saa GKS f 20ySE G0 iF AeNDveNI NIBS OFkpt ASTH fLIEaSHzLALS2 NTI Sy

Update

A System Update

File ([ Choose File | No file chosen | update]

333{ 2amBBNMILI / Sy (i SNJ

tKAEA aSOGA2Y al2tYtS2 NS |2 MBRAPINBFOUzA A2 Y AT S8R (GKS 31 GSs!I &
FLILJE A OB KBAYSY G SNEoR YR (KS RSOAOS | OOPNBANT §F SRK S LA
0 RA & IRtz RBKNS o ESEPAMDOSE S 2A&KISING 2 VLA NE { IRASRIVAAREHRS b o & & b €
Y S yadz

b2 (ISVGSNI AYLRNIAYI G(KS FLIWLXAOFGAR2YE (2 G(GKS 3FdSsles
OF OKS® LG A& NBO2YYSYRSR (KIG &2dz Ot SINJ 6GKS oNRBgaSN

App Center

For more information about App, please refer to http://www.robustel.com/products/app-center/.

» App Install

File ” Browse. .. |m
» Installed Apps
Index Name Version Status Description
i language_chinese 3.0.0 Stopped Chinese language x

I LILY / Sy ad SN
LGSY [5S4a0NALIGAZY [55FI ¢
LAY &adl f f
CAfS Clickon dChoose File lacatethe Appfile from your computer, and then click --
EEEET to import this file into your gateway.
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LI / Sy d SN

LGSY 5SAONRLIAZY 5S¥I ¢

Note: File format should bexxrpk, e.g.R3000LGrobustlink1.0.0.rpk
LyadlffSR ! Lk

Index Indicate theordinal of the list. --

bl YS Show the name of the App. b dzf f
+ SNA A 2 y | Show the version of the App. b dzf €
{ G Gdza Show the status of the App. b dzf €
5 S 4 ONX LJ| Show thedescription for thisApp b dzf €

334{eabhS¥Y22f a

¢KAa aSOdA2yKNERAANRS & Adya3ISRIBGIYIAT NNz S

IP Address | |
Number of Request |5 |
Timeout |1 |
Local IP | |
t Ay 3
LGSY 5SAO0ONRALIAZY 5S¥I ¢
Lt I RRNJX a | Enter the pin@destination IP address alestinationdomain. b dzf €
b dzY 6 SviSJlj 275 | Specify the number glingrequests. p
¢ AYS2dzi Specifythe timeout of ping request M
[ 20Kt Lt Specify the local IP from cellular WAN, Ethernet WAN or Ethernet LAN. N{ b dzf f
stands for selecting local IP address from these three automatically.
m Click this button to start pingequest, and the log will be displayed in the b dzf
follow box.
Click this button to stp ping request --

we¢ Y, DywonmbH [ DYtmP dpzH AH MKy oa | &
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Traceroute

A Traceroute

Trace Address [ ]

Trace Hops [30 ]

Trace Timeout [ 1 ]

¢ NI OSNER dzii S

LGSY 5SA0ONRLIIAZY 5S¥I ¢

¢ N} OS ! RRI Enterthe trac®destination IP address olestinationdomain. b dzf €
¢ NF OS | 2 LJ Specify the max trace hops. Gateway will stop tracing if the trace hops haj 0 n

max value no matter the destination has been reached or not.

¢ NJ ¢Sy S 2 dzii| Specifithe timeout of Traceroute request. M

Click this button to start Traceroute request,datme log will be displayed in | --

m the follow box.

Click this button totep Traceroute request --

ring Tracasous e |

Interface

Host

[

[ ]
Packets Request [lDGD ]
Protocol [

Status ( )

» Capture Files

Index File Name File Size Modification Time

1 17-10-11_17-02-11.cap 24 Wed Oct 11 17:02:12 2017 ax

we¢ Yy, DywonmbH [ DYytmod dp>H AH M NKepo & | &
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LGSY 5SAaO0ONRALIGAZY 5S¥I ¢
Ly d SNF I OS | Choose the interface according to your Ethernet configuration. I ff
| 2ad Hiter the packet that contain the specify IP address. b dzf
t I O1 S a w/{ Setthe packet number that the gateway can sniffer at a time. M NN
t N2PG20O2¢ Select fromdAllg, AP, GTCR, AUDR and GARR. It f
t 2 NI Set theport numberfor TCP otJDPthat is used in sniffer b dzf
{ G Gdza Show the current status of sniffer. b dzf €
m Click this button to starthe sniffer. --
Click this button to stp the sniffer.Once you click this button, a new log file | --
will be displayed in the folloimg List.
/ I LJG dzNB C| BEvery times of sniffer log will beaved automaticallyas a new fileYou can find | b dzf f
the file from this Sniffer Traffic Data List andk £ to download the log, click
X to delete the log filelt can cache a maximum of 5 files
335{ 8 aBSYNRTFAL S
¢tKA&d aSOlAz2y Ftt26a @2dz 2 AYLRNI 2N SELRNI GKS 0Oz2y
Reset Other Settings to Default m @
Ignore Invalid Settings Cm ®
XML Configuration File [\ Choose File" No file chosen ]m
Ignore Disabled Features Cm ®
Add Detailed Information Cm @
Encrypt Secret Data Cm @
XML Configuration File
XML Configuration File m
Save Running Configuration as Default m @
Restore to Default Configuration Restore
t NEFAES
LGSY 5SAO0ONRLIIAZY 5S¥I d
LYLZBY FAIGNI §A2Yy
wSaSi hdidKSNI|/tAO01 GKS (BBEBE2 SNB daeNdZ y2 i ®SNJ LJhCC
5STI dz @ aSidAay3zao
LIy2NB Ly@dlI t|Clickthe toggle button asOFE to ignore invalid settings. hCccC
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- a] 2y FA 3dzNI G| Clickon choose File to locatethe XML configuratiorfile from your --
computer, and then clkmto import this file into your gateway.
OELR R TFAIAGNE S§A2Y

L3Iy 2NB 5Aal o|Click the toggle button a¥FE to ignore the disabled features. hCccC
Add Detailed Information | Click the toggle button a®rg to add detailed information. hCC
Encrypt Secret Data Click the toggle button a®NE to encrypt the secret data. hCC

XML Configuration File Click Rt button to generate the XML configuration file, and clic| --
EEr213to export the XML configuration file.

5STFldA G /2y FAIdzNI GA2Y
Save Running Configurati¢ Click this button to save the current running parameters as default | --
as Default configuration.
Restore toDefault Click this button to restore the factory defaults. --
Configuration

» Configuration Rollback

Save as a Rollbackable Archive m @

» Configuration Archive Files

Index File Name File Size Modification Time

w2ttol Ol
LGSY [55a0NRLIGAZY 5571 dzf
/2y FAIdNI A2y w2ttol O
Fa | |/ NBFGSLIAAYAG O8I ydzl £t 8 | RRAGAZY I -
ADS L2 SyWENE RI& Ldzi2YHGAOLEtEe AF O2
/| 2y FA3dzNI GA2Y | NOKA@PS CAt Sa
/2y FAIdNT G[+AS56 GKS NBEIGSR AYF2NX¥EGAZ2Y |0
cAtSa yEYSs &A1 S8 IyR Y2RAFAOFIGAZY GAY

336{ 2aidBHSYAaSNI al yIF3aISYSyi

CKAZ AS00A20KIET@NIAIZRENY KBS | YR MF ¥4 85 NRA SO uOORBA
has only one super us&rho has the highest authorityo modify, addandY I y I2HISK SNJ 02 YY 2y dzad S NJ
b2(,2YdzNJ yS¢ LI 468 2NRNB dzAKIY p OKFNIOGSNI YR fSaa GKI
dzZLILISNI I yR £ 26SNDF&S (SGGESNEST FyYR adlyRIENR d8Yo02f &0

A Super User Settings

New Username | | @

old Password | | ®

New Password | | ®
Confirm Password | |
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{ dzLISANS NJ { SG Ay 3a

LGSY 5SAaO0ONRALIGAZY 5S¥I ¢
bSé | &S NJ | Enteranew username you want to creatajid charactersare a-z, AZ, 09, b dzf
@, .-, #, $and*.
hf R t I a&a& ¢ jEnterthe old password of your gateway. The defaulagmirg. b dzf f
bSé t I a&a g Enter anew passworgou want to create; alid charactersrea-z, AZ, 09, b dzt
@, .-, #, $and*.
I 2y ¥ANXY t [Enterthe new password again to confirm. b dzf

Common User

» Common User Settings

Index Role Username

/ (1 Fdbuttoni 2 F RR Iy S K& YWH2EA YodayS NGlzE S O2dzyi Aa po

Common User

» Common Users Settings

Index [ ]
Role [v|5|tor B
Username [ l @
Password [ l @
[ 2YY2y {Sag8wNy3a
LGSY 5Sa0ONRLINAZY 5STI g
LYRSE |[LYRAOIGS (G(KS 2NRAYIlIf 2F GKS trado -
w2t S { St SO isibiNP Y Fdibe @ Visitor
Visitor. Users only can view the configuration of gateway under this level
Editor. Users can view and set the configuration of gateway under this level
! & S NJY I | Setthe Usernamevalid charactersrea-z, AZ, 09, @, ., #, $,and*. b dzf f
t I & ag 2| Setthepassword which at least contaiBscharacters; alid characterarea-z, AZ, b dzt
09, @, .;, #, $,and*.
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Chapter4/ 2y ¥A3dzN) A2y 9EI YLIX S
ALY GSNF I OS

411/ 2y az2tS t 2N

. 2dz Oy dza8S (KS 02\
GKS 3ALaSste GAF /[
NEFESNIAZ SNI p Ly (dp

4125 A3FA G € Ly Lz

¢KS wonnn [ D &dzLJL3R | |
O2yil Oiao /KSOl K| [——dG® *— DI+

— d

A ¥ 4 A x

5LmMbk 5ILMB 02y ySOG SR ;

OANDdA G @2t GF3S +yI m il

'Y R k5BHIMNE 02y ySOGSF

ySaALGAGBS LI26SNI & dzLil| i@ & m D12+
t26SNJ b

b2{dSly Aa NBO2YYSYyRS m Dl2-

S5LmMkBAMBOGE &8 (G2 GKE

YIed OFdzAS AydSNFSNI
C 5/ t26SN

we¢ Y, DywonmbH [ DYtmP dpzH AH MM®oal é



w2 o dzoin$itn NI DdzA RS @ rcbustel

413w{ HOH

wonnn [ D &dzlL}2 NI a
RI OB YYdzy Ot §AS3ya S N
O2yySOGA2Y RAIFINIY

4.14w{ nyp

wonnn [ D &dzlJLJ2 NI a
RI ORYYdzy @Ot AS3ya S N,
O2yySOGAZ2Yy RALFIANIY

Data-(B)
Data+(A)

42/ St f dzf | NJ

421/ St f dzf LINJ 5 A I §

CKAA &SOuiakeys aike2 602 LONJA BIdNES KB & B G8lf deLdzipmNg/ BHWWNRO G G K S
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O2NNBOiGf @
al yIFISNI p
Fy®R 2t R

Link Manager

YR AyaSNIG
[ AY1
¢H 30 1 WHS

i g2

{LazZX

A General Settings

Primary Link
Backup Link
Backup Mode
Revert Interval

Emergency Reboot

WWAN1

Bo

[

Cold Backup

Bo

[
(wwanz
[

lo

] @

[ E3e

- Link Settings

Index Type Description Connection Type
1 WWAN1 DHCP
2 WWANZ DHCP
3 WAN DHCP

/| t K&@F SRA
Link Manager

» General Settings

odzi @2 ASATALA! i N YS U SNA

Index

Type

Description

E

L

[ WAN1

[

L

A WWAN Settings

Automatic APN Selection
Dialup Number
Authentication Type

Switch SIM By Data Allowance

Data Allowance [G ] @
Billing Day [1 ] ®
we¢ Y, DywonmbH [ DYtmP dpzH AH MM@Ooa&l &
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» Ping Detection Settings

Enable

Primary Server
Secondary Server
Interval

Retry Interval

Timeout

Max Ping Tries

[8.3.8.8 ]
[114.114.114.114 ]
[300 ] ®@
E | ®
E | ®
[

» Advanced Settings

NAT Enable

Upload Bandwidth
Download Bandwidth
Overrided Primary DNS
Overrided Secondary DNS

Debug Enable

Verbose Debug Enable

10000

10000

[
[
[
[

)

o [
o

2 KSYy TFTAYXKAOIRI Gf XONE BKS LAXYWTFAIdzZNF GA2Y

G2 4118 STF
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CKS G6AYR26 A& RAZALWYIISHHI DSt 56/ B8 (G A AP HY I RS yOSR [ S

Cellular Status AT Debug

» Advanced Cellular Settings

Index SIM Card Phone Number Network Type Band Select Type
1 5IM1 Auto All
2 SIM2 Auto All

/| t H&@PF SRAG ol#& (2F0 280 F LamNI YSGSNE | OO2NRAYy3I G2 @2 dzN.

Cellular

A General Settings

Index | |

SIM Card | B

Phone Number | ]
PIN Code [ ] ®@
Extra AT Cmd [ ] ®@
Telnet Port [ ] @

» Cellular Network Settings

Network Type |:Auto @

Band Select Type [AII @

» Advanced Settings

Debug Enable m:]
Verbose Debug Enable Cm

2 KSYy TFTAYXKIOSYRI Gf XDING BK I LAMETRIFINI SRRSO U @

422{ a{ wSY20S [/ 2y UNRf

¢ KS JAUAARNI 2 NBNR 6 $20080 & dzaS F2ff26Ay3a O02(K$ yRE(IBERR ¢
asSa Ftf OrXKSINBNIMBH S INBASOI GA2y (eLiJSa T2N { aRé02y (NP
Gt K2y SyRY2( Ké o

ly {a{ O2YiIKK¢Rf{ Rpay3I &0GNHzOG dZNBY

1. tFaag2NR aASANFS YSY t 134362 NRTOXREAITONVIRMHTO YRDNI XDYNRB L.

2. t K2y Sy dzYOWRMIS OYRHT OPRITH Xt OYRKSY (G(KS {a{ ol a &8,
gKAOK KI R &9 SyQxl RIRCRY 3 y3I NP dzLJ ¢

3. 20K -Y2ABNYIFYSY tFaag2NRTONIRBITOYIRMHTOYROTY XODRRY{ a{
YdzYo SN 6 KA OK KHIRG XEISFIKIZ WEBS A NR Wzl ¢

{a{ O2YYIFIYR 9ELX I Yyl (GA2YyY
1. ' aSNJ yHYSR algye RS al YS dzaSNylFYS +y
0 K

LJ 4 & 62 NR 2 9
2. XRmzI OYRHI QWRSoYOBPR /I WRNXE G A& &R Sid

R I a .
S & 'YW2SNE & OK-SA €73 L
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LI SIFaS/ KBEBERBINI P LYyIdNPRdzOGAZ2Y & F2NI /[ L

b2isS2vgyf2FR (GKS O2y TAIdzNBE - a[ TKEE NEFNEY ad O2 YOrdi WaRX =
Oy NBFTSN) (2 [(KBATRI® I 2F GKS - a

D2 {8BGSY B tNRFALS 5291([’12 23’39(@1&1\113@7\2’1%@&@ FAE

SELRZNI GKS -a] FAaAfSo

Profile Rollback

A Import Configuration File

Reset Other Settings to Default - OFF @
Ignore Invalid Settings Cm @

XML Configuration File [| Choose File | No file chosen ]m

A Export Configuration File

Ignore Disabled Features Cm ®
Add Detailed Information - OFF @

Encrypt Secret Data - OFF @
XML Configuration File

A Default Configuration

Save Running Configuration as Default m @

Restore to Default Configuration

-a] O2YYl YyRY

<lan >

<id > 1</id >

<interface > lanO</interface >

<ip > 172.16. 7.29</ip >
<netmask > 255.255.0.0</netmask >
<mtu > 1500</mtu >

{a{ OYRY

A80G tFy yS8Gs2N]l M AYGSNFIOS tFyn

aSdhd tlry ySie2N] M ALl MTHOMC OT OH

asSit try ySté2N] m ySaGYlFal uHppPuppdndn

asSit ftlry ySité2N] wm Yildz mpnn
3. ¢KS aSYAO2f2y OKIFNIOGSNI 6WTQU A& dzaSR G2 &SLINXGS
4, 903 P

RYAYYlIRYAYyTaiGl Gdza a&aasy

Ly (KA3& dASNYHIWSEIE & & ¢ 8 RREIAMEAR Tig/OGA2y 2F G(KS 02YYl
de@aiasSy aidl Gdzao

{a{ NBOSAGSRY

KIENRgIF NSBYBSNEAZ2Y T MO

FANNYGSG I NBYMHSINGBUA 2y I b

1SNYSt y@OSIMNBAZ2Y T
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& a WA Yiy YiS RIMoREhH n

d2ailSYWRISARr $h@i YHm¥mT b

I RYAYYl RYAYTNBo622i

Ly (KAa dASKWYHIWSEIR & & ¢ 8 NREIMAR ORPRYY YR Aa (G2 NBoz22i
{a{ NBOSAOSRY

hyY

FRYAYYFRYAYTaSi FTANBSItt NBEBYZ5Ha&Kipy OO$RA0OFaa asd
Ly (KA3& dABSKNYHIWRSEN & & ¢ 8 RREIMER ORPRYY ' YR A& (G2 RA&LFOE S
YR NBY2GSyiStySi I 00Saaod

{a{ NBOSAOSRY

hY

hY

FRYAYYBRBRBYAYTY ySio2N] ™M AYUGSNFI OSmT & §in TtalSyi  f 3 /o 3/ N8
HppPHpp®PndnTaSih try ySGg2N] wm Yidz mpnn

Ly (GKAAa dASWYHIWRBENY &4 68 RREVE YR GKS 02YYlIyRa Aa (2
LI NJ YS{ SN

{a{ NBOSAOSRY

hY

hY

hy

hy

43b ST 62 NJ

43.1L.3 &G b

PES

. . LAN
IpsecVPN-Server - -IpsecVPN-Client

f; 3
_ ~ Internet ))

‘\/J

192.168.1.0/24

10.0.0.0/24 WAN:58.1.1.1'.

PC2 PC4

The configuratiorof server and client is as follawv
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Bouter»enabkle
RBoutergconfig
Configuring from terminzl, memory, or network [terminzl]?
Enter configuration commands, one per line. End with CHNTL/Z.
Bouter {config) #crypto isakmp policy 10
Router (config-isakmp) 7
authentication Set authentication method for protection suite

encryption Set encryption algorithm for protection suite

exit Exit from ISREMP protection suite configuration mode
group Set the Diffie-Hellman group

hash Set hash algorithm for protection suite

lifetime Set lifetime for ISAFMP security association

no Hegate = command or set its defaults

REouter (config-isakmp) fencryption 3des

Bouter | g-isakmp) §hash mds
Router | g-isakmp) fauthentication pre-share
Router | g-isakmp) §group 2

Router (config-isakmp) exit
Router (config) #crypto isakmp ?
client Set client configuration policy
enzkle Enzble ISREME
key Set pre-shared key for remote peer
policy Set policy for an ISREMP protection suite
REouter (config) fcrypte isakmp key cisco address 0.0.0.0 0.0.0.0

Bouter (config) #crypto ?
dynamic-map Specify a dynamic crypto msp template

ipsec Configure IPSEC policy
isakmp Configure ISAEMP policy
key Long term key operations
map Enter a crypto map

Router (config) #crypto ipsec ?
gecurity—association Security association parameters
transform-set Define transform and settings
Bouter (config) fcrypto ipsec tranaform-set Trans 7
agh-mdS-hmac AH-HMRC-MDS transform
ah-sha-hmac AH-HMAC-S5HAZ transform

esp-3des ESP transficrm using 3DES(EDE) cipher (l&8 bits)
esp-aes ESP transform using AES cipher
esp-des E5SPF transform using DES cipher (56 bits)

esp-md5-hmac ESP transform using HMAC-MDS =auth

esp-sha-hmac ESP transform using HMAC-SHR =suth
Router (config) fcrypto ipsec transform-set Trans esp-3des esp-mdS-hmac

Bouter (config) #ip access-list extended wpn
Router (config-ext-nacl) fpermit ip 10.7.0.0 0.0.0.255 15Z.1e8.1.0 0.0.0.255
Bouter (config-ext-nacl) fexit

Router (config) fcrypto map cry-map l0 ipsec-isakmp

% MOTE: This new crypto map will remain disskled until a peer
and a wvalid access list hawve been configured.

Router (config-crypto-map) fmatch address vpn

Router {(config-crypto-map) #set transform-set Trans

Router (config-crypto-map) $set peer 202.100.1.1

Router (config-crypto-map) fexit

Router (config) #interface fazstEthernet 0/0
Bouter{config-if)fip address 58.1.1.1 Z55.255.255.0

Bouter (config-if) for

Router (config-if) fcryptoc map cry-map

*Jan 3 07:16:26.785: %CRYPTO-&-ISAEMEP ON OFF: ISARME is ON
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Tunnel

» Tunnel Settings

Index Enable Description Gateway

A& RAALXtIt HSH

Status

x509

Local Subnet

Remote Subnet

asi

It p 40 dzi b F R

Tunnel

» General Settings

Index
Enable
Description
Gateway
Mode
Protocol

Local Subnet

Remote Subnet

0KS LJ

N} YSGSN&a

27

IKE Type

Negotiation Mode
Authentication Algorithm
Encryption Algorithm
IKE DH Group

Authentication Type

» IKE Settings

L At Ho cad/ ySiE A O] Ay 3

PSK Secret
Local ID Type |Default
Remote ID Type Default
IKE Lifetime | 86400 ®@
we Y, DywonmdbH [ DYxtmP dp>H RAH M HKM O & | &
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» SA Settings

Encrypt Algorithm

Authentication Algorithm

PFS Group

DPD Interval

[
[
[
SA Lifetime [28800 ] ®@
[
DPD Failures [

» Advanced Settings

Enable Compression Cm

Expert Options [ ] @

N

¢tKS O2YLI NRAaz2y o0S0GsSSy aSNWBSNI YR OfASydG Aa |a oSt 2«

Server (Cisco 2811) Client (R3000 LG)
Router>enable
Routergconfig
Configuring from terminal, memory, or network [terminal]l?
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) §crypto isakmp policy 10
Router (config-isakmp) £?

A Tunnel Settings

ation Set ication method for protection suite Index
encryption Set encryption algerithm for protection suite
exit Exit from ISAKMP protection suite configuration mode Enable
group Set the Diffie-Hellman group

hash Set hash algorithm for protection suite Description

lifetime Set lifetime for ISAKMP security association
no Negate a or set its defaults Gateway 58.1.1.1 @

Router (config-isakmp) §encryption 3des
Router (config-isakmp) $hash mdS Mode |Tunnel
Router (config-isakmp) ication p: h
Router (config-isakmp) group 2 Protocol  |ESP v
Router (config-isakmp) fexit
- Local Subnet 192.168.1.0 ®

Router (config) #crypto isakmp ?

client Set client configuration policy Remote Subnet [ 255.255.255.0 ®@

enable Enable ISAKMP

ey Set pre-shared key for remote peer ﬁ\.

policy Set policy for an ISAKMP protection suite
Router (config) §crypto isakmp key cisco address 0.0.0.0 0.0.0.0 IKE Type IKEv1 v

IKE Setting in Client must be consi Negotiation Mode G

Router (config) $crypto ?

dynamic-msp Specify a dynamic crypto msp template Authentication Algorithm  [MD5

ipsec Configure IPSEC policy

isalep Configure ISAEMD policy Encryption Algorithm  [3DES

key Long term key cperations

E

b N ST IKE DH Group |DHgroup2 v
Router (config) §crypto ipsec ?

security-associztion Security association parameters Authentication Type  [PSK 7

transform-set Define transform and settings

Router (config) fcrypto ipsec transform-set Trans 2 PSK Secret [

ah-mdS-hmac AH-HMAC-MDS transform

sh-sha-hmac  AH-HMAC-SHA transform tocal ID Type [Defaut  |B

esp-3des ESP transform using 3DES(EDE) cipher (168 bits)
esp-zes P transform using AES cipher Ramota I Type >
esp-des ZSP transform using DES cipher (56 bits)

e L Gy auth IKE Lifetime [ 86400 (©)

= = ESP using HMAC-SHA auth
Router(config) #crypto ipsec transform-set Trans esp-3des esp-mdS-hmac H

A SA Settings

SA Settina in Client must be con £ t Algorith
Router (config) #ip access-list extended vpn ncrypt Algorithm

Router (config-ext-nacl) §permit ip 10.0.0.0 0.0.0.255 192.168.1.0 0.0.0.255 Authentication Algorithm

Router (config-ext-nacl) fexit
PFS Group  [MODP(1024)

Router (config) fcrypto map cry-map 10 ipsec-isakmp ALl 5500
ifetime

% NOTE: This new crypto map will remain disabled until a peer

(ONONC)

and a valid access list have been configured.
3 DPD Interval
Router (config-crypto-map) #match address vpn
Router (config-crypto-map) #set transform-set Trans oD Fabhimes! (785

Router (config-crypto-map)#set peer 202.100.1.1
Router (config-crypto-map) fexit

A Advanced Settings

Enable Compression

Router (config) #interface fastEthernet 0/0
Router (config-if) $#ip address $8.1.1.1 255.255.255.0

Router (config-if)fer

Router (config-if) fcrypte map cry-map

“Jan 3 07:16:26.785: %CRYPTO-6-ISAKMP_ON_OFF: ISAKMP is ON
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hL)lSy+tb &dzJR2NIa (62 Y2RS&aX AyOftdzRRAYy3I [/ EtASYyld FyR tH

PC1 PC3

s 5 LAN
OpenVPN Server % .’OpenVPN Client

B . ):
. =eewmm  Intemet

4

WAN: 202.96.1.100/24 "~~/~/} WAN:59.1.1.1
192.168.2.0/24 2 192.168.1.0/24

PC2

hLISYy+t byg{ SNISNY

DSYISIN NBf S@Fyid hLISy+tb OSNIAFAOFIGS 2y (GKS aSNIWISNI ai
O2y FTAIAdzNF GA2y (GKS { SNBSNY
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LINR G 2 dzRLJ
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1 SESNIBSNhnmop] Se
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» Tunnel Settings

Index Enable Description Mode Protocol Server Address Interface Type +

/£ 4+0R O2yTAIdzNBE GKS /tASyidnm Fa o0St2460

A General Settings
l ]

—

Index

Enable

g

Description [ Cliento1

J
Client

Mode

C

O

o
&

Protocol

Server Address 202.96.1.100

—

[
=
']
D

Server Port

=
c
=

B

Interface Type

Authentication Type

Encrypt Algorithm

Renegotiation Interval

N
o
@

Keepalive Interval

-
N
o

S

Keepalive Timeout

——
w
(o)}
iy
o
o

L
L]
-
L
L
S

Private Key Password

Enable Compression

Enable NAT

als

Verbose Level

—
w

Bo

Enable HMAC Firewall

l
b4
-

Enable PKCS#12

=]
il
Ll

Enable nsCertType

g

Expert Options [fragment 1500 ] @

w»
(0]
-+
-+

2 KSy FAYNDOYRI OB »O2 NILE RS 02y FAIANI GA2y G2 GF1
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433Dw9 =t b

PC1 — — PC3
; ' LAN

192.168.2.0/24 WAN:58.1.1.1° WAN:§9.1.1.1 192.168.1.0/24

PC2 —— e PC4

The configuration of two points is as follew

¢tKS gAYR26 A& RAALItHt DS IDWI0 Ht Dawooe Of A0l Ay 3

GRE

» Tunnel Settings
Index Enable Description Remote IP Address +

D w-f
It p4odziBgR aSi GKS Lt NP SaSINEs® T Dw9

- Tunnel Settings

Index [ 1 ]

Description

Local Virtual IP Address | 10.8.0.1

[ )

Remote IP Address |[59.1.1.1 ] |
[ |
]

Remote Virtual IP Address [ 10.8.0.2

Enable Default Route Cm
Enable NAT Cm

Secrets ["uu ] |

2 KSYy FTAYNIAOTYRI Gf NOXNE BKS LAAWFAIdZNF A2y G2 GF1S ST¥F
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- Tunnel Settings

Index [ 1 ]

(et

Description | GRE-2 ]
Remote IP Address H58.1.1.1 ] |
Local Virtual 1P Address [ 10.8.0.2 | ]
Remote Virtual IP Address [ 10.8.0.1 ] |

Enable Default Route - OFF
Enable NAT - OFF

Secreis [uuu ] |

2 KSy TFTAYXKAHOIRI Gf XOXNE BKS LAXWFAIdNF GA2y G2 GF1S STT

(K®O2YLI NRaA2y -w SHIYRBRSRvDWSH 0SSt 250
GRE-1 GRE-2
enable [ ) Enable
Description Description [E]
Remote 1P Address [s9011 | | GRE-1 publicIP RemoteIP Address [se111 | | GRE-2 publicIP
Local Virtual IP Address GRE-1 tunnel IP Local Virtual IP Address GRE-2 tunnel IP
Remote Virtual IP Address | 10.8.0.2 | | GRE-2 tunnel IP Remote Virtual IF Address GRE-1 tunnel IP
Enable Default Route Enable Default Route | [agd

enablenar ( TIEQ set the same secref as GRE-2 SEEREN set the same secret as GRE-1
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AC Alternating Current

APN Access Point Name

ASCII American Standard Code for Informatibrierchange
CE Conformité Européene (European Conformity)
CHAP Challenge Handshake Authentication Protocol

CLI Command Line Interface for batch scripting

CSD Circuit Switched Data

CTS Clear to Send

dB Decibel

dBi Decibel Relative to alsotropic radiator

DC Direct Current

DCD Data Carrier Detect

DCE Data Communication Equipment (typically modems)
DCS 1800 Digital Cellular System, also referred to as PCN

DI Digital Input

DO Digital Output

DSR Data Set Ready

DTE DataTerminal Equipment

DTMF Dual Tone Multfrequency

DTR Data Terminal Ready

EDGE Enhanced Data rates for Global Evolution of GSM a%86S
EMC Electromagnetic Compatibility

EMI ElectreMagnetic Interference

ESD Electrostatic Discharges

ETSI European Telecommunications Standards Institute
EVDO EvolutionData Optimized

FDD LTE Frequency Division Duplexing Long Term Evolution
GND Ground

GPRS General Packet Radio Service

GRE generic route encapsulation

GSM Global System for Mobil€ommunications

HSPA High Speed Packet Access

ID identification data

IMEI International Mobile Equipment Idertyi

IP Internet Protocol

IPsec Internet Protocol Security

kbps kbits per second

L2TP Layer 2 Tunneling Protocol
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LAN local areanetwork

LED Light Emitting Diode

LoRa Long Range

LoRaWAN LoRa Wide Area Network

LPWAN LowPower WideArea Network

M2M Machine to Machine

MAX Maximum

Min Minimum

MO Mobile Originated

MS Mobile Station

MT Mobile Terminated

OpenVPN OpenVirtual Private Network

PAP Password Authentication Protocol

PC Personal Computer

PCN Personal Communications Network, also referred to as DCS 1800
PCS Personal Communication System, also referred to as GSM 1900
PDU Protocol Data Unit

PIN Personal Identity Number

PLCs Program Logic Control System

PPP Pointto-point Protocol

PPTP Point to Point Tunneling Protocol

PSU Power Supply Unit

PUK Personal Unblocking Key

R&TTE Radio and Telecommunication Terminal Equipment
RF RadioFrequency

RTC Real Time Clock

RTS Request to Send

RTU Remote Terminal Unit

Rx Receive Direction

SDK Software Development Kit

SIM subscriber identification module

SMA antenna Stubby antenna or Magnet antenna

SMS Short Message Service

SNMP Simple Network Management Protocol
TCP/IP Transmission Control Protocol / Internet Protocol
TE Terminal Equipment, also referred to as DTE
TX Transmit Direction

UART Universal Asynchronous Receiteansmitter
UMTS Universal MobileTelecommunications System
uSB Universal Serial Bus

USSD Unstructured Supplementary Service Data
VDC Volts Direct current
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