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About this Document
This documenprovides web interfaceinformation of the RobusOSProbasedgatewayproducts, includingjateway
configuration and operation.
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Chapter 1 Introduction

Thissoftware manualused for all the RobustOS Pro based gateway products, pswiele interfaceinformation
(configuration and operation).

Please refer to thepecific chapter accordingly, as hardware configurations or interfaces may vary from product to
product.

Related 81 8| &
Product | @l b
2 Q] &

SIMcardSloty 2 | 2 | 2
Ethernetports| 2 | 2 | 2
POEPD ol A
Wi-Fi G
Bluetooth o I
GNSS G
DI/DO 4 | 4 | 4
Al - -] -
RS232 alaja
RS485 alaja
uUsB alaja
CAN -] -

Note: & = Supported, - = Unsupported, * = Optional

About RobustOS Pro

RobustOS Pro is developed by Robustel based on Debigullseye)a common Linux operating systemith

enhanced cybersecuritpdvanced GUNnd docker container supported. It will bgore convenient for customers to
developand deployedge computing applications by themselves according to their needs, supporting programming
languages such as C, C++, Python, J@g.jsetc., and the latest common APPs including VPNs, SMS remote
control and morecan be downloaded in RCMS to fully meet the needs of fragmented lIoT applications.

RT_SM_v2.0 May 22, 2023 6/180
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Chapter 2 Initial Configuration

Thedevicecan be configured through your web browser that includitigrosoft EdgeChrome and Firefox, etc. A

web browser is included as a standard application in the following operating systems: Linux, Mac OS, Windows. It
provides an easy and usfiendly interface for configuration. There are various ways to connectliéwvice either

through an external repeater/hub or connect directly to your PC. However, make sure that your PC has an Ethernet
interface properly installed prior to connecting tdevice You must configure your PC to obtain an IP address

through a DHCP server origefd IP address that must be in the same subnet asléwice If you encounter any

problems accessing thaeviceweb interface, it is advisable to uninstall your firewall program on your PC, as this
tends to cause problems accessing the IP address afdhiee

2.1 PCConfiguration

There are two ways tgetan IP addres®or thecomputer Oneisi 2 26 GF Ay +Fy Lt FRRNBaa |
I NBF [/ 2yySOiGA2YyéY YR Iy20KSNI A& (2 O2y TA JteNduteS || &
Please refer to the steps below

Here takeWindows 10 asan exampleThe configuration for Windowsat neweris similar.
1. RightOf AMinbowsLOGO2 y (G KS I &Rud E NE y B&fiod thidundithe Control panel, then
/ £ AV@{v nefwork staus and taské ®

[EZ Control Panel = m] X
1+ » Control Panel » v B Search Control Panel »
Adjust your computer’s settings View by:  Category ~
System and Security . ’ User Accounts
Review your computer's status ! ;
§ &) Change account type
Save backup col ur files with File History y
Back up and Restore s7) F L
) E‘ Appearance and Personalisation
\"‘ Network and Internet —_
Q‘j Clock and Region
/ Hardware and Sound ~ Change date, time or number formats
Vi d printers )
% Ad N s Ease of Access
h monly used mobility settings Let Windows suggest settings
Optimise visual display

“~ Programs
[’] Uninstall a pregram

RT_SM_v2.0 May 22, 2023 7/180
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2. After enteringdNetwork and Sharing Center", clidkthernet' connections status

L+ Metwork and Sharing Centre - m} *
4+ 55 > Control Panel > All Control Panel ltems > Network and Sharing Centre v | o P

View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing Network 8 Accesstype:  Internet

settings Private network Connections:

Medis streaming options

Network 13 Accesstype:  NoIntemet access
Public network Connections: [ Test LAN

Change your networking settings

@n Set up @ new connection or network

Set up a broadband, dial-up or VPN connection, or set up a router or access paint.

[ Troubleshoot problems

Diagnose and repair network problems or get troubleshooting information.

See also
Internet Options

Windows Defender Firewall

3. ClickPropertiesin thewindow ofNetwork Connectiorstatus.

[0 Ethernet 2 Status b
General
Connection

IPw4 Connectivity: Internet
IPva Connectivity: Mo Internet access
Media State: Enabled
Duration: 13 days 05:40:54
Speed: 1.0 Gbps

(e

Activity
Sent —— &k‘l ——  Received
4
Bytes: 528,675,176 | 2,751,829,674
I QEroperﬁes |I Qgisable | | Diagnose |

RT_SM_v2.0 May 22, 2023 8/180
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4. Choosdnternet ProtocolVersion 4TCP/IR4) and clickProperties

[ Ethernet 2 Properties X
Networking  Sharing

Connect using:
? InteliR) 1211 Gigabit Network Connection

This connection uses the following items:

?Client for Microsoft Networks ~
? File and Printer Sharing for Microsoft Networks
3 Npcap Packet Driver (NPCAP)

)

O . Microsoft Network Adapter Multiplexor Protocal

. Microsoft LLDP Protocol Driver v
< >
Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

0K || Cancel

5. Two waydo configurate the IP address tife computet
(1) Auto obtain from the DHCP server, cli€dtain an IP address automatically”

Internet Protocol Version 4 (TCP/IPvd) Properties X

General  Alternative Configuration
‘You can get IP settings assigned automatically if your network supports

this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(@) Obtain an IP address automatically
(C) Use the following IP address:

(@) Obtain DNS server address automatically:

O Use the following DMS server addresses:

Preferred DS server: l:l
Alternative DMNS server: l:l

Validate settings upon exit

o[ o |

RT_SM_v2.0 May 22, 2023 9/180
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(2) Manually configurate the PC with a static IP address on the same subnetdeviteaddress, click and
configurate Usethe following IP address"

General

for the appropriate IP settings.

IP address:
Subnet mask:

Default gateway:

Preferred DMS server:

Alternative DNS server:

Internet Protocol Version 4 (TCP/IPvd) Properties x

‘You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator

O Obtain an IP address automatically
(@) Use the following IP address:

Obtain DMS server address automatically

@ Use the following DMS server addresses:

[validate settings upon exit

192 .188. 0 . 2

255,255 .255. 0

192,168 . 0 . 1

oo
=
.
*

Advanced...

Cancel

6. ClickOKto finish the configuration.

2.2 Factory Default Settings

Before configuring youtlevice you need to know the following default settings.

ltem Description

Username admin

Password See the information from the produdtabel

ETH WAN mode or
192.1680.1/255.255.255.0LAN mode

ETHn 192.1680.1/255.255.255.0LAN mode

DHCP Server Enabled

2.3 FactoryReset

Function

Operation

Reboot

Press and hold the RST button for 2~5 seconds under the operating status.

Restoreto default
configuration

Pressandhold the RSTbutton for 5 ~10 secondsunder the operating status.ne RUN

light flashesquickly,and thenreleasethe RSTbutton, andthe devicewill restoreto the
default configuration

Restoreto factory
configuration

Once the operation of restorinthe default configuration is performed twice withone
minute, the device will restore to the factory default settings.

RT_SM_v2.0
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2.4 Log in the Device

To log in to the management page and view the configuration stdtyswr device, please follow the steps below.

1.
2.

Onyour PC, open a web browser suchNgrosoft Edge, Google Chrome or Firefox, etc.

From your web browser, typihe IP address of théevice into the address bar and press enfigre default IP
addressf the devices http://192.168.0.1/, though the actual address may vary.

Note: If a SIM card with a public IP address is inserted irdéwice, enter this corresponding public IP address
in the browse® address bar to access thevicewirelessly.

im] @ Router Web Manager x |+

& G A Not secure | 192.168.0.1/auth/login.html

In the login page, enter the username and password, and thenldléKdN See the information on the product
label for default username and password.
Note: If enter the wrong password ovértimes, the useaccount will be locked for 5 minutes.

% rooustel

R admin

[ﬁ Enter Password

LOGIN

1 ———
RT_SM_v2.0 May 22, 2023 11/180
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2.5 Control Panel

After logging in, the home page of the web interface is displayed, here take EG5100 for example.

Wbustel EG5120-A2CAZ-4L-A06GL @ It is strongly recommended to change the default password. x O @ C—:)
Dashboard System Uptime Internet Uptime CPU Temperature WWAN Traffic
ah 4h 51) 48.0°C OMB
Interface
Modem Ethernet
Network
SIM2 SIM1 ETHO ETH1
VPN
_ Internet Status Lan Status
Services
Active Link wlan0 IP Address 192.168.0.1
System IP Address 172.16.24.41 MAC Address 34:FA40:22:E4:D1
Gateway 172.16.24.2
DNS 172.16.242114.114.114.114
System Resource System Information
’ ’ Operating System Debian GNU/Linux 11.2
System Time Mon May 22 16:11:39 2023
3% 35% 5% Firmware Version 2.1.0 (ab0c27d5)
Hardware Version 1.1
Kernel Version 5.4.70-g31b8d9973
CPU RAM Storage Serial Number 09070423020009
Quad Core 668M/1920M 671M/12809M
Cellular Status RCMS Status
Modem Vendor quectel RobustLink Status
Modem Model EG25 RobustelLink Last Connected
Network Registration - RobustVPN Status
IMEI 865326068175382 RobustVPN Last Connected
IMSI - RobustVPN Virtual IP

RobustVPN SubNet Address

Copyright ® 2021 Robustel Technologies. All rights reserved.

From the homepage, users cfind the model information angierform operations such as saving the configuration,
restarting thedevice, and logging out.

Control Panel
Item Description Icon
Save & Apply| The icon is in gray by default, and will turn red if any modifications on
configuration, then kick to savehe current configuration intaleviceQa ¥ £ @
andapply the modification on every configuration page make the or
modification taking effect
Restart Click to restart all the RobustOS Pro operating system based
applicatiors(applicationgontrolledby 12ystemare not included), then switch O
to the login page.
Reboot Click to reboot thedevice then switch to the login page. ey
<
Logout Click tolog the current user out safely. After logging out, it will switch to log C_}
page.Shut down web page directlyithout logout, the next onecan login web

RT_SM_v2.0 May 22, 2023 12/180



Robus$OS Pro Softwar®anual @ r@DUStel

on thisbrowser without a passworbefore timeout.

Note: The steps of how to modify configuration are as bellow:

1. Modify in one page;

2. CIid( under this page;

3. Modify in another page;

4, CIid( under this page;

5. Complete all modification;

. Clidk @ for save and apply.

»

Chapter 3 WebUI Descriptions

3.1 Dashboard

3.1.10verview

System Uptime Internet Uptime CPU Temperature WWAN Traffic
4h 4h 48.0°C oMB
ltem Description
System Uptime Show the current amount of time the router has been powered on.
Internet Upime Show the currenamount of time the router has been connected to internet.
CPU Temperature Show the CPU temperature.
Traffic Show theamount ofWWANdata trafficusage.
3.1.2Modem

This page shows the status of SIM card.

Modem
4 (-105dBm)
SIM1 WCDMA SIM2
i CHN-UNICOM

RT_SM_v2.0 May 22, 2023 13/180
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Item Description
Not connected.
i Weak signal.

Medium signal.

Strong signal.

3.1.3Ethernet

This page shows thdeviceQ Ethernetstatus

Ethernet

ETHO

ETH1

Icon Description

Port disable or link down.

Link up.

3.1.4Internet Status

This page shows thdeviceQInternet status information.

Internet Status

@ rcbustel

Active Link eth0
IP Address 172.16.19.22
Gateway 172.16.19.1
DNS 172.16.2.1114.114.114.114
ltem Description
ActiveLink Show the currently online link
IP Address Show the addressf current link.
Gateway Show thegatewayaddress of the current link.
DNS Show the current DNS server.
RT_SM_va.0 May 22, 2023 14/180
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3.1.5LAN Status

This page shows thdeviceQ LAN status

@ rcbustel

LAN Status
IP Address 192.168.0.1
MAC Address 34:FA:40:0F:49:20
ltem Description
IP Address Show the IP address of the LAN.
MAC Address Show the MAC address of the LAN.

3.1.6System Resource

This page shows th#eviceQ system resources usagdgormation.

When the usage is more than 65%, the icon will bieed

When the usage is between 30% and 65%, the icon will belinw

When the usage is less than 30%he icon will be inGreen
System Resource

98% 43% 29%
CPU RAM Storage
Solo Core 192M/448M 2.6G/7.1G

3.1.7System Information

This page shows thR S @ Asgtrdi@formation.

System Information

Operation System Debian GNU/Linux 11.2
System Time Tue May 9 17:57:53 2023
Firmware Version 2.1.0 (8dc4bb15)
Hardware Version 1.1
Kernel Version 5.4.70-gd00acdc
Serial Number 09070423020009
Item Description
OperatingSystem Show the operatingystem information.
System Time Show the currensystem time

RT_SM_v2.0 May 22, 2023

15/180




Robus$OS Pro Softwar®anual @ r@DUStel

Firmware Version Show the firmware versiorunning on thedevice
Hardware Version Show the current hardware version

Kernel Version Show the current kernel version.

Serial Number Show theserial numbeiof your device

3.1.8Cellular Status

This page shows thdeviceq cellular status.

Cellular Status

Modem Vendor quectel
Modem Model EG25
Network Registration Registered to home network
IMEI 865167060963973
IMSI 460015726101417
ltem Description
Modem Vendor Show the radio module vendor information.
Modem Model Show themodelof the radio module.
Network Registration Show the current networkegistration information
IMEI Show the IME{International Mobile Equipment IdentityjJumber of the radio module.
IMSI Show the IMS(international Mobile Subscriber Identjtpumber of the current SIM.

3.1.9 RCMSstatus

This page shows thdeviceq cellular status.

RCMS Status
RobustLink Status Connected
RobustelLink Last Connected 2023-05-22 16:20:33
RobustVPN Status Disconnected

RobustVPN Last Connected Never
RobustVPN Virtual IP
RobustVPN SubNet Address

ltem Description

RobustLink Status Show thestatus of RobustLink
RobustelLink Last Connecte Show thelastconnected times oRobustLink
RobustVPN Status Show thestatus ofRobustVPN

RT_SM_v2.0 May 22, 2023 16/180



Robu$OS Pro SoftwarManual

@ rcbustel

RobustVPN La§&onnected

Show thelastconnected times oRobustVPN

RobustVPN Virtual IP

Show the virtual IP dRobustVPN

RobustVPN SubNet Addres:

Show thesubnet addressf RobustVPN

RT_SM_va.0
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3.2Interface

3.2.1Ethernet

This section allows you to set the related parameter&itrernet. Therenay be multipleEthernet portsn the
device All Ethernet porin the devicecan be configured as either a WAN port or LAN piie default settings dll
Ethernet portsarelan0 and their default IP are 192.168.0.1/255.255.25BdE cald be supported in some devices.

Ports

J Ports l Status
Name Port MTU MAC
port1 eth0 1500 4
port2 eth1 1500 4

Clik[“to configure its parametes, and modify the port assignment parameters in the pap window.

A Port Settings

Name portil } @
Port ‘ etho v“
Port Speed [Auto v }
MTU [1500 } ©)
MAC [ } ®
Item Description Default
Name Name of the port. --
Port Show the editing port, read only. --
Port Speed Select fromdAutog, d 0M-halfé, ddOM-fullédd 00M-halfe, d00M-fulle000Mhalfe, | Auto
0LO00OMHuIIE.
MTU Enter the value of the maximum transmission unit(MTU). 1500
MAC Specify the MAC address of the port. -
POEENnable Click the toggléutton to enableor disablethe POE functionWhen POE functiol ON
(Optional) enabled, it will connect the POE voltage.

RT_SM_v2.0 May 22, 2023 18/180
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Status

Thispageallows you to view the status of Ethernet port.

Ports { Status 1
Index Port Link
1 eth0 Up
2 eth Up
3.2.2Cellular

This section allowgouto set therelated parameters of Cellulath& device supports one cellular modem and two
SIM slots, but only one SIM slot is activated at any time.

Cellular

J Cellular l Status AT Debug

+ General Settings

Primary Sim [SIMl V} @

Enable Auto Switching m @

Item Description Default
Primary Sim Select one Sim card as primary Sim card SIM1
Enable Auto Switching When auto switching is enablethe SIM card will be automatically switche| ON

to another one when there is SIM card error or connection error or ping f
by default.

A Additional Switching Rules

Weak Signal m @
While Roaming m @

Item Description Default
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Weak Signal Switch to another SIM card when the signal is poor, only used for dual S| ON
backup.
While Roaming Switch to another SIM card while roaming, only used for dual SIM backu OFF

A Advanced Cellular Settings

Index SIM Card

Phone Number Network Type Band Select Type

1 SIM1

Auto All

N

2 SIM2

Auto All

Clik[“]to configure its parametesin the popup window.

A General Settings

o |

SIM Card \sxm v ‘

Automatic APN Selection m

Phone Number

PIN Code { } ®
Extra AT Cmd { J @
Telnet Port {0 J @
Item Description Default
Index Indicate the ordinal of the list. -
SIM Card Show thecurrently editing SIM card. -
Automatic APN Selectio| Click the toggle button to enable/disable tddutomatic APN Selectién | ON
option. After enabling, the device will recognize the access point namg
automatically. Alternatively, users can disable thisapt&and manually
add the access point name.
Phone Number Enter the phone number of the SIM card. Null
PIN Code Enter a 48 characters PIN code used for unlocking the SIM. Null
Extra AT Cmd Enter theAT commands used for cellular initialization. Null
Telnet Port Specify thePort listeningof telnet service, used for AT over Teln@t. 0
means not supported.
When the Automatic APN Selection is off, users can specify their own APN setting.
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Automatic APN Selection Cm
APN ‘ internet ‘
Username ‘ ‘
Password ‘ ‘
Authentication Type ‘ None v ‘
ltem Description Default
APN Enter theAccess Point Nanfer cellular dialup connection, provided by | internet
local ISP.
Username Enter the wemame forcellular dialup connection, provided by local ISP| Null
Password Enter the @mssword for cellular dialp connection, provided by local ISP{ Null
Authentication Type Select theauthenticationtype. Select fromiNone THAR PAR © None
None: None.
CHAP: Challengdandshake Authentication Protocol.
PAP: Password Authentication Protocol.

A Cellular Network Settings

Network Type "Auto v ‘ @

Band Select Type ‘NI v ‘ ®@

This page allows you to configure cellular network settings. type and network Naondanspecify a specific
frequency banar network type for device.

Note: EG5120 does not support this feature.

Item Description Default

Network Type Select the cellulanetwork type, which is the network access ordselect | Auto
fromd! dzi2é€3X auD hyfeééSGOnEDD hyf &¢ 3
Auto: Connect to the bestignalnetwork automatically
2G Only: Only the 2G network is connected
3G Only: Only the 3G network is connected
4GOnly: Only the 4G network is connected
5G Only: Only thBG network is connected

Note:
1) There may be some different optional network types due to the
different cellular module.

Band Select Type Select fromi | brid § LIS FduTm@yehdose certaibandsif choosing | Al
OSpecifg.
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Note:
There may be some differences in Band Setting due to the different ce
module.

Debug Enable

Verbose Debug Enable Em

RSSI Threshold { N } ®
RSRP Threshold {_105 } ®
Timeout For Network Registration [ 0 } @
ltem Description Default
Debug Enable Click the toggle button to enable/disable this option. Enable for debug( ON

information output.
Verbose Debug Enable | Click the toggle button to enable/disable this option. Enable for verbos| OFF
debugging information output.

RSSI Threshold Is used to judge whether the signal is too weak to switch SIM, unit: dbl -87
RSRPThreshold Is used to judge whether the signal is too weak to switch SIM, unit: db| -105
Timeout For Network The timeout required for the module to register to the network. Unit: | 150
Registration seconds. 0 means the default setting is used.
Status

Thispageallows you to view the status of the cellular connection.

Cellular Status AT Debug

Index Modem Status Modem Model IMSI Registration

1 Ready EG25 460015726101417 Registered to home network

Click the row of status, the detailed status information will be displayed under the row.

1 ———
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Cellular Status AT Debug

Index Modem Status Modem Model

IMSI Registration

1 Ready EG25

46001 0493 Registered to home network

Index

Modem Status
Modem Vendor
Modem Model
Current SIM
Phone Number
IMSI

ICCID

Registration

Firmware Version

1
Ready

quectel

EG25

SIM1

+8613268

46001 0493
89860121 379743

Registered to home network

Network Provider CHN-UNICOM
Network Type LTE
Band 3
Signal Strength 24 (-65dBm)
RSRP -101 dBm
RSRQ -17dB
SINR -5dB
Bit Error Rate 99
PLMNID 46001
Local Area Code
CellID 6B20D02
Tracking Area Code 251B
Physical CellID 73
IMEI 8653260 382

EG25GGBR0O7A08M2G_30.006.30.006

Item Description

Index Indicate the ordinal of the list.

Modem Status Shaw the status of the radionodule.

Modem Vendor Shaw the vendor of the radio module.
Modem Model Show themodelof the radio module.

Current SIM Show the SIM card that yowouter is using.
Phone Number Show the phone number of the current SIM.
IMSI Show the IMSI number of theurrent SIM.
ICCID Show the ICCID number of the current SIM.

Registration

Show the current networktatus

Network Provider

Sow the name of Network Provider.

RT_SM_v2.0
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ltem Description

Network Type Show the current network service type, egCDMA

Band Show the bandhformation.

Signal Strength Show the signal strength detected by the mobile.

RSRP Show the current RSRP when you register to the 4G network.

RSRQ Show the current RSRQ when you register to the 4G network.

SNR Show the current SINR when you regigtethe 5G network.

Bit Error Rate Show the current bit error rate.

PLMN ID Show the current PLMN ID.

Local Area Code Show the current local area code used for identifying different area.

CelllD Show the current cell ID used flmcating the router.

Physical Cell ID Show the current physical cell ID used|lf@ratingthe router.

IMEI Show the IME({International Mobile Equipment IdentityjJumber of the radio
module.

Firmware Version Show the current firmware version of the radio module.

AT Debug

Thispageallows you to send an AT command for device debugging.

Cellular Status

{ AT Debug 1

A AT Debug

Command

{ |
Result

3.2.3Bridge

Bridge is used to create a single network consisting of multiple devices. The default bridge (btetéageis always
available.
J Settings

Interface Description
br_lan default bridge [ X
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Clik + to adda new BridgeThe maximum count i&0.
Clik X to delete the Bridge.

Clik[/]to configure the Bridg@ parametesin the popup window.

Interface { br_lan } @

Description

default bridge }

Sub Interface eth0 eth1
ltem Description
Interface The interface of Bridge.
Description The description of the Bridge.
Sub Interface Select and enable theslated Ethernet port.

3.2.4Wi-Fi

This section allows you to configure the parameters oFWAP mode. Router suppotisth WiFi AP or Client
modes.

Region

Region Radio Status

—

A Region
Region {SE ] @
Item Description
Region Specify a twdetter country code which defined in ISO 316@lpha2 standard.

Radio

Radio Settings

Wi-Fi can work on either 2.4 GHz 0651z but cannotsupportboth concurrently.
2.4 GHz 11bgnMixed& 11bOnly& 11gOnly& 11nOnly
5 GHz 1lan& 1la/an/ac
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A Radio Settings

Wireless Mode [11bgn Mixed v }
Channel [Auto "} @
Item Description Default
Enable Click the toggle button tenable/disable the WFi access point | OFF
option.
Wireless Mode Select fromil1bgn Mixed, cd1b Onlg, dl1g Only, l1n Onlg¢, | 11bgn Mixed
&l lare or dlla/ac/are.

11bgn MixedMix IEEE 802.11b/g/three agreementsfor
backward compatibility

11b only: IEEE 802.11b.

11g only: IEEE 802.11g.

11n only: IEEE 802.11n.

11a/an/ac:|IEEE 802.11a/an/ac.

1lan:IEEE 802.11an only.
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ltem Description Default
Channel Select the frequency channel, inclogd ! dzii 2 € = & 8§ | Auto
or 0366 X0 M4 M8 Fl49 1530 21574 21614 31654

Auto: Router will scan all frequepnchannelsuntil the best

one is found.

Others:Router willbe fixed to work with this channel

1-2412 MHz

2-2417 MHz

3-2422 MHz

4-2427 MHz

5-2432 MHz

6-2437 MHz

7-2442 MHz

8-2447 MHz

9-2452 MHz

10-2457 MHz

11-2462 MHz

12-2467 MHz

13-2472 MHz

36-5180 MHz.
40-5200 MHz.
44-5220 MHz.
48-5240 MHz.
1495745 MHz.
1535765 MHz.
157-5785 MHz.
161-5805 MHz.
1655825 MHz.
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Radio Advanced Settings

A Radio Advanced Settings

Beacon Interval [100 ] @
DTIM Period [;_ ] @
RTS Threshold [7_347 ] @
Fragmentation Threshold [7_345 ] @
Enable WMM m ]
Enable Short G| m ] ®
Channel Width [20MH2 V] @
Item Description Default
Beacon Interval Set the interval of time in which the router AP broadcasts a beacon| 100
which is used for wireless netwoduthentication
DTIM Period Set the delivery traffic indication messageriodand the router AP will| 2
multicast the data according to this period.
RTS Threshold Set thedrequest to send threshold. When the threshold set as 2347, | 2347

the router AP will not send detection signal before sending data. An
when the threshold set as 0, the router AP will send detection signa
before sending data.

Fragmentation Set the fragmentation threshold of a Wi AP. It isscommendedhat 2346
Threshold you use thalefaultvalue2346

Enable WMM Click the toggle button to enable/disable the ¥wiMultiMedia option. | ON
Enable Short Gl Click the toggle butin to enable/disable the Short Guard Interval ON

option. Short Gl i blank time betweetwo symbos, providinga long
buffer timefor signaldelay.Using the Short GI wouldcreasel1% in
data rates, but also result in higher packet error rates.

Channel Width Select from20MHZ or 4OMHZ. Auto
(available on 11bgn | Note: 40 MHz channel width providésgher available data rate, twice
Mixed/11b/11g/11d | as many as 20 MHz channel width.

11a9

Radio VAP Settings

 Radio VAP Settings

Enable Broadcast SSID SSID Security Mode -+
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Clicl_+ to add an access pointhe maximum count 8.

CliclIZI to configure an access poirthe security mode is set @isabled.

A General Settings

Enable m
Interface [br_lan il
Broadcast SSID n:]
SSID router ]
Security Mode Disabled i

The window is displayed as below when settigPAPersona as the security mode.

A General Settings

Enable m
Interface {br_\an i
Broadcast SSID “:]
SSID router ]
Security Mode {WPA—PersonaI v
WPA Version Auto VJ
Encryption [Auto v
PSK Password { ] @
Group Key Update Interval {3600 ]

|
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The window is displayed as below when settiMgPAENterprisé as the security mode.

A General Settings

Interface ‘br_\an id ‘
Broadcast SSID m:]
SSID router
Security Mode WPA-Enterprise v
WPA Version Auto M
Encryption Auto v

Radius Authentication Server Port

Radius Server Share Secret

Group Key Update Interval

Radius Authentication Server Address [

Item Description Default

Name Enter the name of the Wi access point. --

Enable Click the toggle button to enable/disable the ¥Aliaccess point | ON
option.

Interface Select one interface. br_lan

SSID Enter the Service Set Identifier, the name of your wireless --

network. The SSID of a client and the SSID of the AP must be
identical for the client and AP to be able to communicate with
each other Enterl to 32 characters.

Broadcast SSID Click the togg button to enable/disable the SSID being ON
broadcast. When enabled, the client can scan your SSID. Wh
disabled, the clientannotscan your SSID. If you want to conne
to the router AP, you need tmanuallyenter the SSID of router
AP at WAFi client sié.

1 ———
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Iltem

Description

Default

Security Mode

Select fromiDisabled, AWPAPersona, OWPAEnNterprisé &

- Disabled: User can access the®ivithout password
Note: It is strongly recommended for security purposes th
you do not choose this kind of mode.
WPAPersonal Wi-FiProtected Accessnly provides one
password used foldentity Authentication
WPAEnNterprise: Provides an authentication interface for
EAP which can be authenticated via Radiuthentication
Serveror other Extended Authentication

Disabled

WPA Version

Select fromdAutog, AWPA or AWPAZ.
Auto: Router willchoose automatically the most suitable
WPA version
WPAZ2 is a stronger security feature than WPA

Auto

Encryption

Select fromdAutoé or GAES.
Auto: Routerwill choose automatically the most suitable
encryption
AES: AEShcryption use awirelessconnection AESan be
usedfor CCMRNVPAPSK and WPA 802.1x authentication
AES is a stronger encryption algorithm than TKIP

Auto

PSK Password

Enter the Pre share key passwovdhenrouter works as AP
mode, enter Master key to generate keys for encryptio® 3K
Passwords used as a basis for encryptiortimods (or cipher
types) in a WLAN connection. TREK Passwoshould be
complicated and as long as possible. For security reasons, th
PSK Passwosthould only be disclosed to users who need it, a
it should be changed regularlignter8 to 63 characters.

Null

Group Key Update Interval

Enter the interval of group key update.

3600

Radius Authentication Serve
Address@VPAEnterprise

Enter the address of radius authentication server.

Null

Radius Authentication Serve
Port@WPAEnterprise

Enter the port of radius authentication server.

1812

Radius Server Share
Secret@VPAEnterprise

Enter the shared secret of radius authenticatserver.

Null

Max Associated Stations

Enable AP Isolation

= |
[ B o

Debug Level [none ]
Item Description Default
Max Associated Stations| Set the max number of clients allowed to access the rqataP. 64
Enable AP Isolation Click the toggle button to enable/disable the AP isolation option. | OFF
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Item Description Default
When enabled, the router will isolate all connected wireless devig

Debug Level Select fromdverbose, ddebug, dinfog, dnoticet, awarningg or none
ONONEL.

Radio ACL Settings

~ Radio ACL Settings

eavieact [ [l

ACL Mode ‘Accept v ‘ @
ltem Description Default
Enable ACL Clickthe toggle button toenablédisable this option OFF
ACLMode { St SOlcceptlR Y5 Sy ¢ o Accept

Accepty hyfeée GKS LI O01Sda FTAGUAY
[Aate OFly o6S Fitt2pSR
5Syey lftf GKS LI O1Sida FTAGGAY
[Aaltée oAttt 0SS RSYASR
Note: Router can only allow or deny devices which are included in
G! 0O0Saa /2yaNRt [Aalde G 2yS 0

Radio Access Control List

A Radio Access Control List

Index Description MAC Address +

Clicl_+ to add an access control poifthe maximum count i84.

A Access Control List

Index [ 1 }
Description [ }
MAC Address [ }
Item Description Default
Index Indicate the ordinal ofhe list. -
Description Enter a description for this access control list. Null
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Item Description Default
MAC Address MAC address of WiFi device Null

|
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Status

This section allows you to view the status of AP.

Region Radio Status

Index Status ] Channel Channel Width MAC Address

1 COMPLETED router 1 20 2¢:3b:70:e9:7b:8f

A VAP1 Associated Stations

Index MAC Address Signal

Index Status SSID Channel Channel Width MAC Address

1 COMPLETED router_2 1 20 2c:3b:70:e9:7¢c:8f

A VAP2 Associated Stations

Index MAC Address Signal

A STA Status

SSID

IP Address
BSSID
WPA state

Key Mgmt

Wi-FiClient

Note: User can configure the device \a4-Fi clientby following steps

ClickéNetwork> WAN>Link> Settirgclick + to adda new WAN link, then configure the related parameters.
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A Link Settings

Name [WWAN ] @
Type [W[FI v
Interface [wlanO M
SSID [305 ]
Password ®s0ssencscencenetocsetRsERRRRRERRIRONS
Description default wan ]

Weight [o ] @
Firewall Zone [external v

3.2.5USB

This section allows you to configure the USB parameters. The router's USB interface can baipgeatimfirmware
and upgrade configuration.
J USB Key

» General Settings

Enable USB m
Enable Automatic Upgrade Em
Item Description Default
Enable USB Click the toggle button to enable/disable the USB option. ON
Enable Automatic Click the toggle button to enable/disable this option. Enable to automaticg OFF
Upgrade updatethe firmware of the router when inserting a USB storage device wit
router firmware.

USB Automatic Upgrade Key

USB Automatic Upgrade Key
Item Description Default
USB Automatic -
Clik fe=LElElE] to generateand click (12411715 to download the key.
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Note: when using the USB automatic upgrade functiba,LEDs start blinking one by griemeans that the upgrade
is in progressWhen LEDs €tp blinking one by oneand the USRIndicators is on, it means that the upgrade is
completed. After upgrading, the device will not restart automatically. If there isEDs start blinking one by oa#é
the time, it means there is an exception, and it does not enter into the automatic dpgreocess.

3.2.6VLAN

VLAN stands for Virtual LAN, allows splitting a single physical LAN into separate Virtual LANS, to reduce broadcast
traffic on theLAN.

J Settings

Name Description ~ VLAN Tag -+

Clik <+ to adda new InterfaceThe maximum count 0.

Name { J @
Description [ }
VLAN Tag { | }
Parent Type {Ethemet V}
Parent Interface eth0 v

Item Description Default
Name The nameof VLAN. Null
Description Enter a description for this VLAN. Null
VLAN Tag Enter a tag for this VLAN. 1
Parent Type Select fromdEthernet or éBridge. Ethernet
Parent Interface Select the related parent interface. ethO

3.2.7DI/DO

This section allows you to set tli/DOparameters.The DI interface can be used taggeringalarm, while the DO
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can be used for controlling the slave device so as to detireal monitoring. In some devices, users can configure the
IO as DI or DO.

DIDO
J DIDO l Status
Index PHY Mode Enable
1 DI false 24}
2 DI false 2
3 DO false |__/,
4 DO false 2}

CIid(IZ'to configure the parametesin the popup window.

DI
A General Settings

Index [ 1 J
PHY Mode B v|

Enable Em
Mode [Counter 8 }

Inversion m
Threshold Value [ 0 ]
Alarm On Content Alarm On }
Alarm Off Content Alarm Off J

|
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Item Description Default
Index Indicate the ordinal of the list. --
PHY Mode DI, fixed, read only. --
Enable Click the toggle button tenable/disablethe digital input function. OFF
Mode { St SO DONF C®rCodnteg ® Counter
ONOFFAlarm mode can be triggered at the DI acd@dsOFF
Counter Event counter mode
Inversion The count is divided into a rising edge count of the level or a falling edge | OFF
count. If the currentising edge count, the reverse edge is the falling edge
count.
Threshold Value | The threshold value is a unique parameter when the mod®isit. Setthe | 0
threshold value to trigger the DI alarm when the count value reaches the
threshold value.
Alarm On Content | Show the content when alarm on. Alarm On
Alarm Off Content | Show the content when alarm off. Alarm Off

Note: It defaults as high alarm, while turns to low alarm after enablingétheersiorg button.

DO

A General Settings

Index [ 3 }
PHY Mode |bo v|
Enable Cﬂ
Alarm On Action [Pulse d ‘
High
Al O actor Liu_
Initial State [Last v
Delay [ 0 } @
Hold Time [O } @
Low-level Width [1000 } @
High-level Width [ 1000 } @
Triggered by DI m

Alarm Source NONE v

Item Description Default

Index Indicate the ordinal of the list. --

PHY Mode DO, fixed, read only. --
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ltem Description Default
Enable Click he toggle button teenabléddisablethis DO. OFF
Alarm On Action Digital Outputinitiates when there is an alarnf. St S O G $Higk LouBor & High
Gt dzf aSé @
High a highelectrical levebutput
Low. a lowelectrical levebutput
Pulse: Generates a square wave as specified in the pulse mode parameters
triggered
Alarm Off Digital Outputinitiates when alarmremowved.{ St S Ol iR LowWBOra G dzf | Low
Action High a highelectrical levebutput
Low. a lowelectrical levebutput
Pulse: Generates a square wave as specified in the pulse mode parameters
triggered
Initial State Specify the Digital Output status when powdon.{ St S O $&¢t FHiy®or ( Last
dLove @
Last: D@ status will consist with the status of last power off
High DO interface is in high electrical level
Low. DO interface is in low electrical level
Delay Set the delay time for DO alarm stamp. The first pulsavill be generated after a 0
(unit: 200ms) & 5 S f Bnterérom 0 to 3000 (O=generate pulse without delay).
Hold Time Set the hold time of DO statusl@grm On Action/Alarm Off ActignWhen the action | 0
(unit: s) time reach this specified time, DO will stop the actiorteEfrom 0 to 3000 seconds.
(O=keep on until the next action)
Lowlevel Width | Set the lowlevel width. It is gailable when enabigPulseasda ! £ | N hy 1/ 1000
(unit: ms) hTF | Dfwse gutpdt mode, the selected digital output channel witlegate a
square wave as specified in the pulse mode parameters. The low level widths ar
specified hereEnterfrom 1000 to 3000.
Highlevel Set the higHevel width. It is mailable when enablgPulseasa ! f | NY hy 1000
Width Action/Alarm Off O i Alr?2BGIedDutput mode, the selected digital output channg
(unit: ms) will generate a square wave as specified in the pulse mode parameters. The hig
widths are specified her&nterfrom 1000 to 3000.
Alarm Source | Digital output activation canéactivated by this alarm. None

Status

This window allows you to view the status df DD interface. It can also clear the counter alarm ofrDhere.Clidk
the button to clearDI1 or DI 2monthly usage statisticenfo for counter alarm. Click tI§rl[s]E8 button to
switch theelectrical levebutput.
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Index Name Level Status Count
1 DI High Alarm off
2 DI2 High Alarm off

A Action Of Clear

Counter Alarm Of DI 1

Counter Alarm Of DI 2 Clear

Index Name Level Low-level Width High-level Width
1 D03 Low
2 Do4 Low

- DO Control

Level Of DO3 Toggle
Level Of DO4 Toggle

3.2.8Serial Port

This section allows you to set the serial port parameters. déwice mightsupport two serial portswhich mightbe
configured afRS238r RS48%ccording to requirements . The serial data tanconverted into IP data or through IP
data into serial data, and then the data can be transmitted through wired or wireless network, so as to realize the
function of transparent data transmission.

Serial Port
A Serial Port Settings
Index Port Enable Type Baud Rate Application Mode
1 COoOM1 false RS232 115200 Transparent |Z|
2 comz2 false RS232 115200 Transparent |__/|
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/]
CIid(r—'to configure the parametesin the pop-up window.

A Serial Port Application Settings

Index [1 }
Port "com v“
Enable Eﬂ
Type {R5232 v
Baud Rate {115200 v
Data Bits {3 v
Stop Bits {1 v
Parity {None v
Flow Control None v
Item Description Default
Index Indicate the ordinal of the list. -
Port Show the current seri® name, read only. COoM1
Type { St SO RSZBNRMBEG -
Enable Click the toggle button to enable/disable this serial port. When the status is OFF OFF
serial port isnot available
BaudRate {StSOG FTNRBY donnéI dcnnés aAMHANnNéI @H| 115200
OFAMMPHANNED
DataBits { St SOG oFONREYD G T € 8
StopBits St SO0 oFGNREYD G M £ 1
Parity {StSOU FTNRYoraOPEFED GdhRRE None
Flow control { St SO0 FTNRY dbraySARGONBE DS NBE None

~ Data Packing

Packing Timeout [50 ] @

Packing Length [ 1200 ]

Item Description Default
Packing Timeou| Set the packing timeout heserial port will queue the data in the buffer and send t| 50
data to the Cellular WAN/Ethernet WAN when it reaches the Interval Timeout in
field. The unit is milliseconds.

Note: Data will also be sent as specified by the packet length even when data is
reaching the interval timeout in the field.
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Item Description Default
Packing Length | Set the packet lengtiThe Packet length setting refers to the maximum amount of| 1200
data that is allowed to accumulate in the serial port buffer before sending. When
packet length between 1 an@000bytes is specified, data in the buffer will be sent
soon it reaches the speiEfl length.

Ly GKS b{SNBSNI {SlidAy3aab O2fdzyyz 6KSYy be¢N}yaLlI NByil:e
protocol, the window is as follows:

A Server Setting

Application Mode

<

Transparent

Protocol

<

TCP Client

Server Port

|
|

Server Address [ ]
|

A ¥ 4 A x

2 K8y bHe¢N}yaLl NByidé Aa a8t SOGSR & (kobthe widddivis@d fdlowa:y Y

A Server Setting

Application Mode [Transparent v
Protocol [TCP Server v

Local IP [ ]

Local Port [ ]

A ¥ 4 A x

2 KSy be¢NIYELI NBydGé Ad aStSOGSR Fa GKS FLLXAOFGAZ2Y Y

A Server Setting

Application Mode Transparent v
Protocol UDP v
Local IP

Server Address

Server Port

|
|
|
Local Port {
|
|

A 2 4 A ~

2 KSy Gaz2Rodza w¢! DI GS¢le¢ Aa aStSOGSR | a ( wkbdowishst A O
follows:

1 ———
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A Server Setting

Application Mode Modbus RTU Gateway

<

Protocol TCP Client

<

|
|

Server Address [ ]
|

Server Port

When "Modbus RTU Gateway" is selected as the application mode and "TCP Server" as the protocol, the window is
as follows:

A Server Setting

Application Mode [Modbus RTU Gateway v
Protocol lTCP Server v

Local IP [ ]

Local Port [ ]

When selecting "Modbus RTU Gateway" as the application mode and "UDP" as the protocol, the window is as
follows:

~ Server Setting

Application Mode [Modbus RTU Gateway

<

Protocol [UDP

<

Local IP [

Local Port

|
l
Sever it | |
|

Server Port [

A 2 4 oA ~

2 KSy @qaz2Rodza ! {/LL DFGSéleé¢ Aa aStSOGSR Fa GKS I LILX
as follows:
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Application Mode [Modbus ASCII Gateway v

Protocol lTCP Client v

Server Address [ ]

Server Port [ ]

|
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When selecting "Modbus ASCII Gateway" as the application mode and "TCP Server" as the protocol, the window is
follows:

A Server Setting

Application Mode lModbus ASCII Gateway v
Protocol [TCP Server v

Local IP l ]

Local Port [ ]

When selecting "Modbus ASCII Gateway" as the application mode and "UDP" as the protocol, the window is as
follows:

A Server Setting

Application Mode [Modbus ASCII Gateway v
Protocol [UDP v
Local IP [ ]
Local Port [ ]
Server Address [ ]
Server Port [ ]
Item Description Default
Application Select fromdTransparent @lodbus RTU Gateway MbdbusASClGateway. Transp
Mode - Transparent:Device will transmit the serial data transparently arent

ModbusRTU GatewayDevice wiltrandate the Modbus RTU data tModbus
TCRlataandsent out, and ice versa

ModbusASClGateway Device wiltrandate the ModbusASCltata to Modbus
TCRlataandsent aut, and \ice versa

Protocol Select fromdTCP Cliegt dTCP Servér2 NJDEE TCP
TCP Client: Device works as TCP client, initiate TCP connection to TCP ser| Client
Server address supports both IP and domain name

TCP Server: Device works as $&Per, listening for connection request from
TCP client

UDP: Device works as UDP client

Server Address | Enter the address of server which will receive the data sent from d@gesgalport. Null
IP address or domain name will beailable

Server Port Enter the specified port of server which is used for receiving the serial data. Null
Local IP @ Enter devic BAN IRvhichwill forward to the internet port of device. Null
Transparent
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Item Description Default
Local Port @ Enter the port of devic@ BANIP. Null
Transparent
Local IP @ Enter the local IP of under Modbus mode. Null
Modbus
Local Port @ Enter the local port of under Modbus mode. Null
Modbus

Status

Click the "Status" column to view the current serial port type.

Serial Port

|

Status \

~ Serial Port Status

Index Type X RX Connection Status
1 RS232 0B 0B
2 RS232 0B 0B

RT_SM_v2.0
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3.2.9 Bluetooth (Optional)

This section allows you to set tBduetoothparameters Bluetoothcanscan for other nearby Bluetooth devices.

General

[ General 1 Status

A Bluetooth Settings
e @I O

Verbose Debug Enable Cm @

Clear Interval [50 ] @

ltem Description Default
Enable Click the toggle button to enable or disable the function. OFF
Verbose Debug | Click thetoggle button to enable/disable this option. Enable for OFF
Enable verbose debugging information output.
Qear Interval Enter the interval of Bluetooth scan result clearify. 60

unit:second

valid range:53600

Status

General Status

A Clear Scan Results

Clear Scan Results

Click to clear scan results

You can viewscan results in the scan column.

1 ———
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Index MAC Name RAW Data RSSI
1 23D542E5452F (unknown) 1EFF0600010F20028F5026A2BD63221C6CF... 99
2 7E2FC52A2621 (unknown) 02010607FFFCEB06EEEF3C03020016 -103
3 37A59DE7A336 (unknown) TEFF0600010F20023ABDOEAD95D5361721F... -82
4 4383A12EB09C (unknown) TEFF4C000719010E2002F98F0200059BDA3... 97
5 45DAEF4F92C7 (unknown) 02011A020A080CFF4C001007351F6FD2814... -91
6 3F746D777121 (unknown) 02011AODFFAC001608C1003BCF631475D5 -92
7 248FEE485581 (unknown) 1EFF0600010920222DD45D389589F631710..  -97
8 EA95CBFC7BB1 (unknown) 07FF4C0012020001 -92
9 C77877D985B3 (unknown) 07FF4C0012023200 -84

A Scan iBeacon

Index MAC UuID Major Minor RSSlat1m RSSI

A Scan Eddystone

Index MAC Name RSSI Type Data

Index MAC Name RSSI Type Data

|
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3.3 Network

3.3.1WAN

WAN stands for Wide Area Network, provides connectivity to the internet. You canwenfif\N based on Ethernet,
Cellular modem or Wi(if supported).

Link

J Link 1 Status
Name Type Description Weight Firewall Zone -+
Cellular Modem Backup WAN 0 external EE |Z| >
Wired Ethernet default wan 0 external . [4 X

Clik + to adda new WAN link.
Clik X to delete the link.
Pres: . to drag the WAN link into the required order to switch between WAN connections, the topper one has

higher priority.

Clik[7) to edit the link.

Users can manage link connections in this sectigorovides four types ofonnectivityinterface to internet
including Modem, Ethernet, VLAN and-W¥i
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A Link Settings

Name

Type

Interface

Description

Weight

Firewall Zone

[ WWAN

[Modem

[wwan

default wan

[o

[external

A Link Settings

Name

Type

Interface

Description

Weight

Firewall Zone

[ WAN

[ Ethernet

ethi

|
o
l

external

A Link Settings

Name

Type

Interface

Description

Weight

Firewall Zone

|

[VLAN

|

external

|
E
[

|
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A Link Settings

Name [ ] @)

Type [WIFI v

Interface

SsSID

Password

Weight 0

Description [
Firewall Zone [

external v

Item Description Default

Name The name of link. --

Type The types of connectivity. --
- Modem: conneded by cellular network.

Ethernet: connected by Ethernet wired network.

VLANrconnected by VLAN network.

Wi-Fi: connected by Wi network.

Interface Set the related interface. -

If the type is Modem, please see tBe3.2 Cellular.

If the type is Ethernet, please see tB8.1 Ethernet.

If the type is VLAN, please see $18.6 VLAN.

Description The description of the link. -
SSID The name of WFi network. --
Password The Password of Wi network. --
Weight The weight of this link amorgjl links. 0 means not involved. -
Firewall Zone The chosen set of firewall rules, please see3t#5 Firewall. --

A IPv4 Settings

IPv4 Connection Type {DHCP v ] @

A IPv6 Settings

IPv6 Connection Type {Auto V]

Item Description Default

1 ———
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Item Description Default

IPv4 Connection Type | The type of IPv4 connection. DHCP
DHCP.
PPPOE.
Manual.
Disable.
Enter the parameters accordingly.
*Note: IPv6 over PPPOE is not supported now, so disabling IPv6 if

choosing PPPOE here.

IPv6 Connection Type | The type of IPv6 connection. Auto
Auto.

Manual.
Disable.

Enter the parameters accordingly.

A Health Detection Settings @

IPv4 Primary Server 8.8.8.8

IPv4 Secondary Server

IPv6 Primary Server

114.114.114.114 ‘
2001:4860:4860::8888 ‘

IPv6 Secondary Server 2400:3200:baba::1 ‘

|
|
|
l
Interval l
|
|
|

30 ‘ @
Timeout 3 ‘ @
Reconnect Tries 3 ‘ @
Recover Tries 3 ‘ @
Item Description Default
Enable Toggle the button to enable the health detection function| ON
IPv4 Primary Server IPv4 Primary Server 8.8.8.8

IPv4 Secondary Server

IPv4 Secondary Server

114.114.114.114

IPv6 Primary Server

IPv6 Primary Server

2001:4860:4860::8888

IPv6 Secondary Server

IPv6 Secondary Server

2400:3200:baba::1

Interval

Seconds to send next ping

30

successful.

Timeout Seconds to wait for ping response 3

Reconnect Tries Reconnect this link in case of sequential probes are 3
unsuccessful.

Recover Tries Recovery this link in case of sequential probes are 3
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Status

This window allows you to view the link statusdeWice

Link [ Status l
A Link Status
Interface Status MAC Address IPv4 Address IPv6 Address
eth Connected 34:FA:40:0D:8E:2F 172.16.19.22
wwan Disconnected

A Local Area Network (LAN) connects network devices together, such as Ethernet or Bridge, inLajegal
network. The default link(br_lan) is always available.

Link

J Link Status

Name Type Description Firewall Zone +

LAN1 Bridge default lan internal |__/, X

Clik =+ to adda new LAN link.
Clik X to delete the LAN link.

Clik[/] to edit the LAN link.

Users can manage link connections in this sectigorovides three types afonnectivityinterface to internet
including Bridge, Ethernet and VLAN.

|
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A Link Settings

Name [LANI ] @
Type [Bridge v]
Interface ‘ br_lan v ‘
Description default lan ]
Firewall Zone internal v
Item Description Default
Name The name of the LAN link. --
Type The types of connectivity. Select fraBridge, 6Ethernet and@&VLAN. | Bridge
Bridge: connected by Bridge network.
Ethernet:connected by Ethernet wired network.
VLAN: connected by VLAN network.
Interface Set the related interface. --
If the type is Bridge, please see tB&.3 Bridge.
If the type is Ethernet, please see tB8.1 Ethernet.
If the type is VLAN, please see $18.6 VLAN.
Description The description of the link. -
Firewall Zone The chosen set of firewall rules, please see3t#5 Firewall. internal

A ip4 Settings

IPv4 Address { 192.168.0.1/24 } +

 DHCPv4 Settings

IP Pool Start 192.168.0.2
IP Pool End 192.168.0.100

Secondary DNS

|
|
Pamaryons |
|
|

|
|
|
|
|

Lease Time 120 @
Item Description Default
IPv4 Address Enter the IPv4 address with netmask. 192.168.0.1/24
IP Pool Start The start IP address in pool. 192.168.0.2
IP Pool End The end IP address in pool. 192.168.0.100
Primary DNS Enterthe primary DNS. Null
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Item Description Default
Secondary DNS Enter the secondary DNS. Null
Lease Time The lease time in minute. 120

A |IPv6 Settings

Address Mode [Delegated v }
Address Mode [Static VJ
IPv6 Address [fdoo::1/64 } @
Iltem Description Default
Address Mode Delegated or Static. Delegated
NAT66 IPv6to-IPv6 Network Address Translatiaddn or Off in statimode. | OFF
IPv6 Address Enter the IPv6 address with @it network prefix in static mode. fd00::1/64

Status

This window allows you to view the status of LAN link.

 Interface Status

Interface MAC Address IPv4 Address IPv6 Address

br_lan 34:FA:40:05:9E:CE 192.168.0.1 fe80::a56d:577b:36...

A Connected Devices

Index IP Address MAC Address Interface Inactive Time
1 192.168.0.2 7C:8A:E1:8C:97:04 br_lan Os
2 fe80::41¢c4:e5d0:39.. 7C:8A:E1:8C:97:04 br_lan 178s

A DHCP Lease Table

Index IP Address MAC Address Interface Expired Time
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3.3.3Route

Routes ensure that network traffic finds its path to a destination netwSt&tic routes are fixed routing entries in
routing table.

Static Route

j Static Route l Status

A Static Route Table

Index Description Destination Netmask Gateway Interface =+

Clik <+ to add static routs. The maximum count is 20.

A Static Route

Index {1 }
Description { }
Destination { }
Netmask { }
Gateway { }
Metric {o }
MTU {1500 }
Interface { br_lan v }
Item Description Default
Index Indicate the ordinal of the list. --
Description Enter a description for this static route. Null
Destination Enter the IP address of destination host or destination network. Null
Netmask Enter the Netmask of destination host or destination network. Null
Gateway Definethe gatewayof the destination. Null
Metric Enter the Metric value. Metrickelp the gateway choose the best route| 0
among multiple feasible routes to a destination. The route will go in t
direction of the gateway with the lowest metric value.
MTU Enter the MTU value, 1280~1500. 1500

RT_SM_v2.0 May 22, 2023 56/180



Robus$OS Pro SoftwarManual @ r@t)UStel

Item Description Default
Interface Choose the corresponding port tife link that you want to configure. br_lan
Status

This window allows you to view the status of route.

Static Route { Status 1
Index Destination Netmask Gateway Interface Metric
1 0.0.0.0 0.0.0.0 172.16.19.1 eth1 100
2 0.0.0.0 0.0.0.0 10.182.244.189 wwan 200
3 10.182.244.188 255.255.255.252 0.0.0.0 wwan 200
4 172.16.19.0 255.255.255.0 0.0.0.0 ethl 100
5 192.168.0.0 255.255.255.128 0.0.0.0 br_lan 425

3.3.4Policy Route

In this window, gu can manage the outbound route based on the IP address, port number in the packet.

PolicyRoute

J Policy Route 1

A Match settings

Index Name Protocol Source Address Destination address Interface +

Clik + to adda policyroute. The maximum count i20.

|
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A Match settings

Index { 1

|

Name [

Protocol {Tcp

Hooks ‘ PREROUTING

Source Address

Source Port

Destination address

Destination port

|
|
Source MAC [
|
[

Item Description Default

Index Indicate the ordinal of the list. -

Name Name of Policy Route. -

Protocol The type of network protocoBelect fromdANnyE, TCPUDP
GTCR,(UDRETCPUDR EICMRE and AGMEE.

Hooks Fixed setting. -

Sources Address

Enter the source IP address.

Source Port

Enter the source port in TCP/UDP type.

Source MAC

Enter the source mac address.

Destination Address

Enter the destination IP address.

Destination Port

Enterthe destination port in TCP/UDP type.

Destination [ }

Netmask [ }

Gateway [ }

Interface [ br_lan v }
Item Description Default
Destination Enter the IP address of destination host or destination network. -
Netmask Enter the Netmask of destination host or destination network. -
Gateway Definethe gatewayof the destination. --
Interface Choose the corresponding port of the link that you want to configure.| br_lan
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3.3.5Firewall

Firewall makes use of Linux iptables to control inbound and outbound traffic.

General Setting

J General Settings 1 Port Forwards Traffic Rules Custom Rules Status

A General Settings

Enable SYN-flood protection m

Input [Accept V}

Output Accept v }

Forward Drop VJ
ltem Description Default

EnableSYNflood protection | Countermeasuret protect against SYN flood attacgkdick the ON
toggle buttonto enablddisable.

Input Default action of the Input chain if a packet does not match any | Accept

exist rule on that chain.
Accept: Packet gets to continue tiwe next chain.
Drop: Packet is stopped and deleted.
Output Default action of the Output chain if a packet does not match any Accept
exist rule on that chain.
Accept: Packet gets to continue to the next chain.
Drop: Packet is stopped and deleted.
Forward Default action of the Forward chain if a packet does not match a| Drop
exist rule on that chain.
Accept: Packet gets to continue to the next chain.
Drop: Packet is stopped and deleted.
Note: The general setting is used as a default firewallrggtinless specified.

Name Input Output Forward +
external Drop Accept Drop |Z| X
internal Accept Accept Accept |Z| X

Zone is &et of firewall rules, users can define their own firewall zone.
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Clik <+ to addone firewall zoneThe maximum count 0

Name ‘:external ‘
Input ‘ Drop v ‘
Output ‘ Accept v ‘
Forward ‘ Drop v ‘

MSS clamping

Masquerading m

ltem Description Default
Name The name of the firewall zone. --
Input Default action of thénput chain if a packet does not match any | Drop

exist rule on that chain.
Accept: Packet gets to continue to the next chain.
Drop: Packet is stopped and deleted.

Output Default action of the Output chain if a packet does not match any Accept
exist rule on thathain.
Accept: Packet gets to continue to the next chain.
Drop: Packet is stopped and deleted.

Forward Default action of the Forward chain if a packet does not match a| Drop
exist rule on that chain.
Accept: Packet gets to continue to the next chain.
Drop: Packet is stopped and deleted.

Masquerading Click the toggle button to enable/disable. MASQUERADE is an | ON
iptables target that can be used instead of the SNAT (source NA
target when the external IP of the network interface is not known
the moment of writing the rule (when the interface gets the
external IP dynamically).

MSS clamping Click the toggle button to enable/disable. MSS clamping is a ON
workaround used to change the maximum segment size (MSS)
TCP connections passing throdgiks with an MTU lower than the
Ethernet default of 1500.
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| |
|
|

Host IP Address

Source IP Address

| ®
|

DMZ (Demilitarized Zone), also known as the demilitarized zone. It is a buffer betweersacwe system and a
secure system that is set up to solve the problem that users who accesstitrmad network cannot access the
internal network server after the firewall is installed. A DMZ host is an intranet host where all ports are open to the
specified address except the ports that are occupied and forwarded.

Destination IP Address

Item Description Default

EnableDMZ Click the toggle buttoto enablddisableDMZ DMZ host is a host on the OFF
internal network that has all ports exposed, except those ports otherwise
forwarded.

Host IPAddress Enter the IP address of the DMZ hostyaur internal network. Null

Source IP Address | Set the address which can talk to the DMZ hdktll means for any Null
addresses.

Destination IP Addres Set the address which the DMZ hesh talk to Nullmeans for any Null
addresses.

Enable SSH Access

Enable HTTP Access

Enable HTTPS Access

EEEo

@

Enable Ping Respond

ltem Description Default
Enable SSH Access Click the toggle button to enable/disable this option. When enabled, thf OFF

zone user can access thevicevia SSH.
Enable HTTP Access | Click the toggle button to enable/disable this option. When enabled, thi OF-
zone user can access tbevicevia HTTP.
Enable HTTPS Access | Click the toggle button to enable/disable this option. When enabled, thi OFF
zone user can access ttevicevia HTTPS.
Enable Ping Respond | Click the toggle button to enable/disable this option. When enabled, thi OFF
devicewill reply to the Ping requests from other hosts on the zone.
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Port Forwards

General Settings [ Port Forwards Traffic Rules Custom Rules Status

A Port Forwards Rules

Index Name Protocol Source zone Destination zone +

This window allows you to view the port forward rules. Port forwardséng way of redirecting an incoming
connection to another IP address, port or the combination of both

Clikk + to addone. The maximum count 0.

A Port Forwards Rules

Index {1 }
Name { }
IPv4 Source Address { } -~
Protocol {TCP-UDP N }
Source zone {external v }
External Port { } @
Destination zone {external v }
Internal IP Address { }
Internal port { } @
Item Description Default
Index Indicate the ordinal of the list. -
Name Name of the rule. Null
IPv4 Source Address | IP address or network segment used by connecting hosts. Null
The rule will apply only thosts that connect from IP addresses specifie
in this field.
Protocol SelectF N2 Y & ¢/ oré E 4 t6|tds yoéir application required. TCPUDP
Source zone The zone to which the third party will be connecting. Select a configurd external
zone.
External Port Match incoming traffic directed at the given destination port or port ran Null
on this host. Select a configured zone.
Destination zone The zone to which the incoming connection will be redirected. external
Internal IP Address The IP addrss to which the incoming connection will be redirected. Null
Internal Port The port number to which the incoming connection will be redirected. | Null

1 ———
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Traffic Rules

General Settings Port Forwards Traffic Rules Custom Rules Status

Index Name Address Family Protocol Source zone Action +

This window allows you to view the traffic rules.

Clikk + to addone. The maximum count i50.

# Traffic Rules

Index {1 }
Name { }
Address Family {IPV4-IPV6 V}
Protocol {TCP-UDP v }
Source zone [device_output V}
IPv4 Source Address { } @
IPv6 Source Address { }
Source Port [ ] @
Source MAC [ ] @
Output zone [anyjorward v ]
IPv4 Destination Address [ ] @
IPv6 Destination Address [ ]
Destination port [ ] @
Action [Drop V]
Item Description Default
Index Indicate the ordinal of the list. --
Name The name of the rule. Null
Address family Selectf NRBIRVA @APv@&or dPv4IPv& as your application IPv4IPV6
required.
Protocol Selecfromd& ¢ / t € Zord@ ¢ /5 t6 £€as your application required TCPUDP
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Item Description Default

Source zone The zone to which the third party will be connecting. device_output

IPv4 Source Address | The IPv4 address or network segment used by connecting hosts| Null
The rule will apply only thosts that connect from IP addresses
specified in this field.

IPv6 Source Address | The IPv6 address or network segment used by connecting hosts| Null
The rule will apply only to hosts that connect from IP addresses
specified in this field.

Source Pd Port number(s) used by the connecting host. Null
The rule will match the source port used by the connecting host \
the port number(s) specified in this field. Leave empty to make th
rule skip source port matching.

Source MAC MAC address of connent hosts. Null
The rule will apply only to hosts that match MAC addresses sped
in this field. Leave empty to make the rule skip MAC address
matching.

Output zone The zone to which the incoming connection will be redirected. any_forward

IPv4Destination Addresy The IP address to which the incoming connection will be redirect{ Null

IPv6 Destination Addres| The IP address to which the incoming connection will be redirect{ Null

Destination port The port number to which the incomirapnnection will be Null
redirected.
Action Selectf NRACcepe ar dDropE as your application required. Null

Custom Rules

General Settings Port Forwards Traffic Rules Custom Rules Status

A Custom Iptables Rules

Index Name Family Rule -+

This window allows you to view the custom rules.

Clik <+ to addone.The maximum count is0.

+ Custom Iptables Rule

Index

1

Family 1Pv4 v

| |
| |
| |

| |

@

Rule
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Item Description Default

Index Indicate the ordinal of the list. --

Name Enter a description for this. Null

Family Selectt NRIRvVE BIPv@or dPv4IPv& as your application required. IPv4

Rule Users specify their own iptables rule in required format. Null
Status

This windowallows you to view the status of firewall.

General Settings Port Forwards Traffic Rules Custom Rules [ Status 1
~ IPv4 Filter
) @ ACCEPT tep -- * * 0.0.0.0/8 " e.e.8.8/0 " tep dpt:22 -
12 562 ACCEPT tep -- ¥ * 0.0.0.0/0 0.0.0.0/@ tcp dpt:8e
e @ ACCEPT tep -- ¥ N 8.0.0.0/80 0.0.0.0/0 tcp dpt:443
e @ ACCEPT iemp -- * = 0.0.0.0/@ e.0.0.0/@ icmptype 8
e @ ACCEPT all -- * * e.0.0.0/e@ e.0.0.0/0 ctstate DNAT
86 18647 zone_internal_src_ACCEPT all -- * * 6.9.9.9/0 6.9.9.9/0
Chain zone_internal_output (1 references)
pkts bytes target prot opt in out source destination
28 6776 output_internal_rule all -- * * 6.8.0.0/0 6.8.0.0/0
28 6776 zone_internal_dest_ACCEPT all -- * N 0.0.0.08/0 0.0.0.08/0
Chain zone_internal_src_ACCEPT (1 references)
pkts bytes target prot opt in out source destination
86 10647 ACCEPT all -- br_lan * 0.0.0.0/0 0.0.0.0/0 ctstate NEW,UNTRACKED
Plalec mmemae Jabkamaa 1 mwm= AAAR . W AN

3.3.6Q0S

QoS provides the possibility to prioritize network traffic based on hosts, ports or services and limit download or
upload speeds on a selected interface

General Setting

j QoS 1
A General Settings

Enable QoS Cm
Upload Bandwidth [10000 } @
Download Bandwidth [10000 } @
Item Description Default
EnableQoS Click the toggle button to enable or disable. OFF
Upload Bandwidth Enter a value for the upload bandwidth, the unit is kbit. 10000
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Item Description Default
Download Bandwidth | Enter a value for the download bandwidth, the unit is kbit. 10000

Priority Definition

A Priority Definition

I

Index Priority Bandwidth Borrow Spare Bandwidth
1 Highest 20 true 4]
2 High 20 true ]
3 Normal 20 true ]
4 Low 20 true 4]
5 Lowest 20 true ]

Clik[/]to set the priority.

 Priority Definition

Index { 1 ]
Priority ‘ Highest v ‘
Bandwidth {20 ] @

Borrow Spare Bandwidth m @

Item Description Default
Bandwidth Percentage of total bandwidth. The sum of bandwidth of all the priorit 20
cannot be greater than 100.
Borrow Spare Bandwidtll The traffic associated with this priority will borrow unused bandwidth | ON
from other priorities when borrowing is enabled, and will be limited to
the specified bandwidth when borrowing is disabled.

IPv4 QoS Rules

A IPv4 QoS Rules

Index Source Address Source Port Target Address Target Port Protocol Priority +

RT_SM_v2.0 May 22, 2023 66/180



Robus$OS Pro Softwar®anual @ F@DUStel

Clik <+ to addone.The maximum count i%0.

A QoS Rules

Index {1 ]
Source Address { ] @
Source Port { ] @
Source MAC { ] @
Target Address [ ] @
Target Port { ] @
Protocol [AII v ]
Priority { Normal v ]
ltem Description Default
Index Indicate the ordinal of thdist. --
Source Address The address dfiost(s) from which data will be transmitted. Null
Source Port The port ofHost(s) from which data will be transmitted. Null
Source MAC The MAC address #fost(s) from which data will be transmitted. Null
TargetAddress The address dfiost(s) to which data will be transmitted. Null
Target Port The port ofHost(s) to which data will be transmitted. Null
Protocol Selectf NRANE XCRy GUDR or §«CMRE as your application required. | All
Priority Selectf NRHighesé Hight, dNormak, dowe or dLowesE as your Normal
application required.

IPv6 QoS Rules

A IPv6 QoS Rules

Index Source Address Source Port Target Address Target Port Protocol Priority +

Clik -+ to addone.The maximum count i#0.
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A QoS Rules

Index [1 ]
Source Address [ ] @
Source Port [ ] @
Source MAC [ ] @
Target Address [ ] @
Target Port [ ] @
Protocol [AII v ]
Priority [ Normal v ]
ltem Description Default
Index Indicate the ordinal of the list. --
Source Address The address dfiost(s)from which data will be transmitted. Null
Source Port The port ofHost(s) from which data will be transmitted. Null
Source MAC The MAC address #fost(s) from which data will be transmitted. Null
Target Address The address dfiost(s) to which data wilie transmitted. Null
Target Port The port ofHost(s) to which data will be transmitted. Null
Protocol Selectf NRANE XiCRy GUDR or §«CMRE as your application required. | All
Priority Selectf NRHighesé Hight, dNormak, dowe or dLowesE as your Normal
application required.
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3.4 Packet Forwardes (Supported in LG5100)

3.4.1 Basic Station

A LoRa Basic Station is a LoRaW&hce software implementation which provides this core functionality in terms of
handling the packet flow, managing spectrum access and LNS backhaul connectivity, and more.

General Setting

J General Settings ‘ Status Cert Manager
A Gateway Settings

Enable

TLS Enable Em

Server Address [ 127.0.0.1 }
Server Port [3001 }
Item Description Default
Enable Enableapplication OFF
TLSEnable EnableTLS encrypted transmission OFF
Server Address | Server address 127.0.0.1
Server Port Server port 3001

Status

Thissectionallows you to viewthe status of basic station.

General Settings { Status l Cert Manager

» Basic

TC Status

Station Version

Package Version (Protocol)

HAL Library Version

ltem Description
TC Status Platform connection status
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StationVersion Application version
Package Version (Protocol Application package version
HAL Library Version LoRaWAN HAL library version
CertManager
General Settings Status [ Cert Manager l
CA Cert [ Choose File | No file chosen ] ‘1'
Client Cert [ Choose File | No file chosen ] '1}

Client Key [ Choose File | No file chosen ] &

A Certificate Files

Index File Name File Size Modification Time

Cert Manager
Item Description Default
CA File Import
CA Cert /| £t A01 &/ K22a&S CA tafdéheniidport tiisGile int8 your ! | --
device.
Client Cert /| £t A0l &/ K22aS CAtS¢ G2 t20-0S [/ §-
your device.
Client Key /| £t A0l &/ K22aS CAftS¢ G2 t200S Y§-
device.
Certificate Files
Index Indicate ordinal of list. -
Filename Show importedd S NIi s Ram® | G S Q Null
File Size Showsize ofcertificate file Null
Modification Time Showtimestampof that the last time to modify the certificate file. Null

3.4.2 UDPForwarder

A Packet Forwarder is a program running on a device, that interacts
(1) With theLoRa chip, to receive and transmits LoRa packets;

(2) With thenetwork, to transmit them for applications.

1 ———
RT_SM_v2.0 May 22, 2023 70/180



Robus$OS Pro Softwar®anual @ F@DUStel

General Setting

[ General Settings } Status
Enable Em
Lorawan Public m:]
Server Address [ 127.0.0.1 ]
Server Uplink Port [ 1700 ]
Service Downlink Port [ 1700 ]
Keep Alive Interval [5 ]
Statistic Interval [30 ]
Push Timeout Millisecond [ 100 ]
ltem Description Default
Enable Click the toggle button to enable or disable the function. OFF
Lorawan Public | Click the toggle button to enable or disable the function. ON
Server Address | Set the LoRaWAN network server address. 127.0.0.1
Server Uplink | Set the uplink port td.oRaWAN network server 1700
Port
Server Downlink Set the downlink port to LORaWAN network server. 1700
Port
Keep Alive 5
P Time interval for obtaining downlink data.
Interval
Satistic Interval | Statistical interval, USI update interval. 30
Push Timeout . . 100
. Uplink data timeout.
Millisecond
Status

Thissectionallows you to vievihe status of Packet forwarder.
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General Settings Status

Status

Packet Forwarder (Protocol)

HAL Library Version

Push Data Datagrams Sent

Push Data Acknowledged

Pull Data Sent

Pull Resp Datagrams Received

Status

ltem ’ Description
Basic

Status ShowLoRaWAN status of your gateway.

Packet Forwarder (Protocol) | Showversion of Packet forwarder

HALLibrary Version Showdriver version of LoORaWAN chipset insiggeway.
Uplink

Push Data Datagrams Sent | Total quantity of packets séfrom gateway to server, including RF packets
forwarded and statistics packets.

Push Data Acknowledged Percentage odcknowledged packets among Push Data Datagrams Sent:
Downlink

Pull Data Sent Show he number of keepalive packets sent to the senardthe percentage of
acknowledged packets regarding the keepalive packet from the server.
Pull Resp Datagrasrm&ceived Showpacket counts and size that will be sent from server to gateway.
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3.5 VPN

3.5.11Psec

This section allows you to set thes¢®e and the related parameterbiternet Protocol Security (IPsec) ipratocol
suitefor securelnternet ProtocokIP) communications that works layithenticatingand encryptingeachlP packebf
a communication session.

General
J General \ Tunnel Status
Keepalive [20 ] @
Optimize DH Exponent Size Cm @
Debug Enable Cm
Enable Backup Gateway Cm
Item Description Default
Keegpalive Set the time to live in seconds. The router sends kalepe packets to the 20

NAT (Network Address Translati@@rver at regular intervals to prevent
the records on the NAT table from disappearing.

Click the toggle buttoto enable/disable this option. When enabled, OFF
OptimizeDH Size when using dhgroupl7 or dhgroupl8, it helps to shorten the time to
generate the dh key.

Click the toggle buttoto enable/disable this option. Enable fti*secVPN | OFF

Debug Enable
g information outputto the debug port

Enable Backup Gatewg Click the toggle buttoto enable/disable this option. OFF

Tunnel
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